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It is with great pleasure that I present this special 
edition of Trends in Telecommunication Reform 
released on the occasion of the World 
Telecommunication Development Conference (WTDC) 
2014. Since the first edition appeared more than a 
decade ago, Trends has documented – and in many 
cases predicted – a truly amazing era of technological 
advancement and market change in the global 
telecommunication sector. The world’s developing 
economies have been pioneers of much of this change 
– this edition’s chapter on digital transactions provides 
just one example – and certainly they have had much 
to do with the mobile service revolution that has 
defined our times. Trends has been there to help make 
sense of the rapid evolution of information and 
communications technologies (ICTs), focusing on the 
major actors and impacts across the globe. 

So this edition’s theme, “Fourth Generation 
Regulation” seems fitting at this juncture. It captures 
the unrelenting pace of change in the development of 
ICTs – as well as the diversity and adaptability of 
regulatory practice that has grown up in response to 
this change. In varying degrees, convergence has taken 
hold around the world, with a greater array of voice, 
social media and video services and applications 
placing higher demand on network capacity and 
throughput. The demand for broadband connectivity – 
and by extension, the demand for spectrum and 
infrastructure growth – is not just a feature of 
established Internet economies. It is a growing fact of 
life around the world. 

This presents both opportunities and challenges for 
regulators. The opportunities are manifested in greater 
capacity to provide much-needed digital services such 
as access to educational and medical institutions and 
public services, as well as e-government access. 
Moreover, broadband networks open the door to an 
explosion of business growth, cultural and artistic 
expression and social exchanges that build virtual 
communities. The challenges, however, are manifold:  a 
lag in broadband infrastructure in many countries is 
keeping societies on the sidelines while the early-
adopting economies take flight. Like a vicious cycle, 
“thin” infrastructure leads to high prices for broadband 
access, depressing demand and failing to generate 
sufficient capital or return on investment to engineer 
take-off in many developing countries. This edition of 
Trends explores the realms of digital broadcasting and 
mobile banking, among others, as potential “killer” 

apps that can help change this situation and narrow the 
digital divide. 

Yet, even as the broadband revolution spreads, it 
also engenders its own challenges. Governments are 
struggling with all kinds of Digital Age problems, 
including online fraud, hacking, identity theft and 
invasion of privacy. Hiding behind anonymity and a 
borderless Internet, criminals have become adept at 
preying on vulnerable populations and individuals, 
requiring greater efforts at enforcement and education 
on the part of national governments and civil society 
organizations. 

This duality between opportunity and challenge is 
the crux of 4G Regulation. As the ICT sector transforms, 
converges and evolves, the role of the regulator is itself 
subject to redefinition and evolution. Spectrum 
managers must contemplate new ways to realize the 
value of spectrum as a resource, including new ways to 
share spectrum among multiple, competing uses. 
Telecommunication regulators must confront new 
disciplines – content and financial services regulation, 
for example – or determine how to coordinate their 
efforts with existing broadcasting and banking 
regulators. Do existing statutory and regulatory 
frameworks continue to serve a converged and rapidly 
evolving ICT ecosystem, or are they too static and 
frozen in time? 

These are the fundamental questions that 4th 
Generation regulators must face – and which this issue 
of Trends begins to address drawing up from papers 
presented and discussed at the latest Global 
Symposium for Regulators, held in Warsaw, Poland in 
July 2013. Likely, future issues will continue to examine 
and pick apart the growing variety of new opportunities 
and challenges, some of which have not yet even 
emerged onto our collective radar displays. This issue of 
Trends – and subsequent ones, as well – is a tribute to 
the creativity, diligence, competence and foresight of all 
Fourth-Generation regulators.  

 

 
Brahima Sanou  

Director 
Telecommunication Develoment Bureau 
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EXECUTIVE SUMMARY 
 

Introduction 
The Telecommunication Development Bureau 

(BDT) of the International Telecommunication Union 
(ITU) is pleased to present this special edition of Trends 
in Telecommunication Reform, which spotlights the 
theme of “Fourth-Generation Regulation: Driving 
Digital Communications Ahead.” This theme of an 
evolved and re-conceived regulatory environment for 
information and communications technologies (ICTs) 
was explored extensively at the Global Symposium for 
Regulators (GSR) held in July 2013, in Warsaw, Poland.  

The Trends report continues its role as a channel 
for ongoing dialogue between ITU/BDT and the world’s 
ICT regulators. This special edition contains eight 
chapters that explore the policy and regulatory issues 
coming to the fore as the ICT sector accelerates into a 
broadband ecosystem of evolving applications and 
services.  

• Chapter 1 identifies the key ICT market and 
regulatory trends emerging and spreading 
throughout the globe. 

• Chapter 2 discusses the rise of the “fourth-
generation regulator” who must oversee an 
increased range of services, delivered over multiple 
broadband and converged networks that form the 
new digital reality. 

• Chapter 3 explores the new electromagnetic 
spectrum realm of Television White Spaces (TVWS), 
a pioneering regulatory construct that attempts to 
make use of spectrum sharing in the Intervals 
between existing TV broadcasting transmissions.  

• Chapter 4 reviews current models for inter-
connection and how well they still apply in a new 
era of broadband Internet access and next-
generation networks.  

• Chapter 5 examines the world of digital broad-
casting and online content delivery, which are 
revolutionizing the delivery of video content, 
upsetting traditional business models and blurring 
the boundaries between the broadcasting and 
telecommunications markets.  

• Chapter 6 takes up the subject of today’s 
burgeoning trend of mobile payments and digital 
transactions, which are on the verge of rapid 

growth around the world despite ongoing practical 
and regulatory issues.  

• Chapter 7 underlines the need for additional IP 
addresses and spotlights efforts around the 
world to accelerate the transition from IPv4 to 
IPv6 addresses, taking a business-case 
perspective to examine how IPv6 can make 
sense in practical terms. 

• Chapter 8 wraps up the overall conclusions of this 
special edition. 

1 Key ICT market and 
regulatory trends 

Today, access to online services is vital in order to 
find a job, receive a salary, pay bills and taxes, vote, 
learn and make individual and business decisions. 
Governments throughout the world are striving to 
bring ICTs to everyone. Their goal is to spearhead 
innovation and investment and to protect the rights of 
users by encouraging the development of modern and 
effective regulatory tools. ICT regulators recognize that 
in such a fast-changing and dynamic environment, new 
regulatory paradigms – a fourth generation of 
regulation – are essential to drive digital communi-
cations forward. 

Looking back at the traditional approach to 
regulating fixed-line market segments, mandates and 
requirements stand out as the main drivers of network 
expansion and the introduction of new services 
Measures like requiring the unbundling of the local 
loop, publishing a reference interconnection offer and 
setting minimum quality-of-service norms have hugely 
improved the competitiveness of fixed-line markets and 
helped protect consumer interests. Their cumulative 
effect, however, has been slower growth, particularly 
relative to mobile technologies.  

Unlike fixed technologies, the mobile service 
market has benefitted from a more liberal regulatory 
approach, and this may be one of the secrets of the 
miracles it has delivered. The mobile sector has been 
subject to much less intervention. Regulation has been 
geared primarily toward creating opportunities for 
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markets to develop, rather than imposing burdensome 
requirements.  

Allowing ICT markets to thrive today is a matter of 
finding the balance between creating the right 
incentives and enforcing necessary rules. With the 
move towards more ex post regulation, the barriers to 
market entry are gradually decreasing in virtually all 
market segments opening way to new market players 
and new business models. 

Smartphones are leading the way in drawing 
consumers online, but tablets are showing very healthy 
shipment growth rates, as well, with more than 263 
million tablets expected to be sold in 2014. That figure 
was 179 million just a year ago. The availability of 
cheaper smartphones, coupled with falling mobile 
broadband service prices 1  and increasing mobile 
broadband network coverage, is likely to bring the 
experience of living in a seamless digital world to many 
of the 4.4 billion people who are not yet online, helping 
to reduce the global digital divide. The apps market 
now leads the way into new communications 
behaviours, opening the door to new business models 
and a redefinition of the role of the consumer. Putting 
the consumer in the driver’s seat, the digital ecosystem 
has radically changed the way people communicate by 
giving the consumer an active role, one that can make 
or break the success of ICT players. The apps market 
saw the addition of millions of users per month to 
reach more than 100 billion downloads in 2013. 

While huge efforts have been made to increase 
international connectivity, many countries still face 
challenges in deploying and expanding next-generation 
networks to support the ongoing growth in data traffic.  

2 Fourth-generation 
regulation:  A new model 
of regulation for the digital 
ecosystem 

The full development of the digital ecosystem is 
now heralding a fourth generation of regulation. 
Prompted by recent market and technology 
developments, government policy-makers face even 
greater calls to ensure access to digital infrastructures –
particularly fixed and mobile access networks. 
Broadband networks and Internet services are 
increasingly viewed as non-optional utilities (or 
“rights”) whose availability and performance impact 

every aspect of the economy and societal 
development. 

The stakes for regulatory agencies have never been 
higher. The “fourth-generation regulator” must oversee 
an increased range of services, delivered over multiple 
broadband and converged networks that form the 
digital ecosystem. More than ever before, regulators 
are now being asked to protect consumers from a stew 
of ills such as inappropriate content, faulty billing and 
fraudulent online activities. So important is the 
Internet, that fourth-generation regulators are 
increasingly becoming involved not only in the 
economic necessity of building affordable access, but 
also in the attendant social opportunities and 
challenges arising from better-connected communities. 
This is particularly important in the developing world. 

Licensed operators of telecommunication services 
are now lobbying for some OTT services, such as Voice 
over IP (VoIP), to be made subject to licensing 
requirements. But in most cases, VoIP services fall 
outside of the existing regulatory service definitions 
because they are not directly provided to customers 
but rather are accessed over a network that is already 
licensed.  Meanwhile, the OTT service providers are 
providing services that consumers want to buy, and 
network operators do benefit through increased 
demand and traffic. 

Recognizing the social and economic benefits being 
brought about by high-speed communication networks, 
governments are increasingly viewing broadband 
Internet access as a right, not a luxury, and are 
developing national ICT and broadband policies.  

In this evolving network environment, a 
progressive policy framework to oversee the physical 
infrastructure is absolutely necessary, but it is not 
sufficient by itself. Networks are ultimately set up to 
deliver services, and regulators have to face the 
challenges that these new services and applications 
bring.  

In sum, fourth-generation regulators differ from 
previous generations of regulators in the emphasis they 
place on the pursuit of government social and 
economic policy goals, as well as on the need for 
improved consumer protection and access to 
broadband networks. The digital ecosystem enabled by 
smart phones, high-speed networks, convergence, 
cloud computing, over-the-top services and massive 
data manipulation (i.e., “big data”), as well as the 
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“Internet of things” – all of these trends and 
innovations provide challenges and opportunities to 
advance regulatory practices and goals. Through 
effective cooperation among all stakeholders – and 
with the right balance of regulation – regulators can 
combat the negative activities occurring in the digital 
ecosystem and maximize the immense benefits it can 
bring to people around the world. 

3 White Spaces:  Managing 
Spaces or Better 
Managing Inefficiencies? 

The term TV White Spaces usually refers to 
unoccupied portions of spectrum in the VHF/UHF 
terrestrial television frequency bands. 2   In some 
countries, trials and tests are under way to improve the 
utilization of this highly valued spectrum resource by 
implementing sharing between the primary television 
service and other services. Wireless broadband 
applications are the main focus of sharing trials, but 
sharing is also being considered for other applications, 
such as machine-to-machine communications (M2M). 
The common pattern involved with all these alternative 
wireless applications is their low-power nature, which 
makes them well-suited for operation under a license-
exempt3 regulatory framework. 

TVWS appears to be the leading edge of a new 
generation of opportunistic services that can co-exist or 
even share spectrum with existing services. In order to 
become a reality in more than a few isolated markets, 
however, TVWS must fully mature from a concept into 
an ecosystem that brings to bear technology evolution, 
market development, standards-setting, regulatory 
accommodation and device manufacturing. Taking into 
account the need for an ICT ecosystem, the first step is 
perhaps to look at the types of markets where TVWS 
could flourish as a solution for spectrum demand.  

WRANs are capable of delivering broadband 
connectivity and are intended for operation on a non-
interference/non-protected basis. Development of 
WRAN standards has taken place under the IEEE 802 
family of standards; IEEE 802.22 is the specific standard 
for devices operating in TVWS.4  One of its objectives 
focuses on interference protection of the incumbent 
television broadcasting service (digital or analogue), 
given the need to share spectrum with primary TV 
broadcasting.  

There is also a need to protect other legacy, 
authorized radio transmitters that operate in the band, 
such as wireless microphones, which are used during a 
wide range of events and public gatherings. An 
important aim of this standard is to incorporate 
cognitive radio technology to establish non-interfering, 
opportunistic spectrum use in a shared-spectrum 
environment. 5 

In addition to the development of a sensing 
capability, a centralized spectrum-assignment 
mechanism has been proposed to further prevent 
harmful interference to the TV service. 

Machine-to-machine communications consist of 
very low-power radio transmitters that are used for 
low-data rate industrial and commercial applications, 
such as monitoring, tracking, metering and control. In 
other words, M2M represents a realization of the 
concept of “smart machines.”  As with WRANs, these 
M2M devices are intended to operate on a licence-
exempt, non-interference/non-protection basis. As the 
use of M2M devices grows, and more applications 
connect to the “Internet of things,” the amount of 
M2M traffic is expected to grow exponentially. 

For policy-makers and regulators, the key question 
is how TVWS would fit into a national strategy for 
development of information and communications 
technologies (ICTs). More narrowly, what role would 
TVWS have in local broadband access markets?  It is 
important, from a regulatory perspective, to identify 
the potential TVWS trade-offs in relation to the goals 
set for the national ICT strategy. A long-term national 
ICT strategy, then, will need to incorporate an 
assessment of costs, scalability, resiliency and reliability 
of the countries’ national wireless access infrastructure, 
as a basis to judge whether TVWS is a useful approach.  

4 Interconnection Charging 
Models in a National 
Broadband Network 
Environment 

In the early 2000s, incumbent telecommunication 
operators sought to improve their market positions by 
developing next-generation networks (NGNs).6  These 
were (and are) packet-switched networks based on 
Internet Protocol (IP), which allowed the operators to 
maintain the guaranteed quality of service common to 
legacy, circuit-switched voice networks, while 
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improving efficiency, lowering costs and facilitating the 
introduction of new services. In short, they were the 
dam holding back the rising tide of the Internet. The 
success of the Internet, meanwhile, has stemmed from 
open, unrestricted access to services and applications, 
which can be created by users and located at the edge 
of the network.  

Clearly, the role of interconnection in the 
development of NGNs was instrumental. Just over ten 
years ago, a notable book compared IP interconnection 
with the laws of thermodynamics.7   The book, IP 
Interconnect: Commercial, Technical and Regulatory 
Dynamics, postulated that “laws of IP interconnection” 
described the basic elements of profitability, usage and 
market power in the telecommunication sector.8  It is 
now time to re-examine the “Laws” to see if they have 
held up over time. 

In the circuit-switched world of telecommunica-
tions, any-to-any connectivity has been imposed as a 
regulatory requirement. Any-to-any connectivity 
ensures that network benefits are not privatized, 
limiting the exploitation of market power. None of this 
has been explicitly mandated by regulation in the public 
Internet, and yet full connectivity has been achieved 
through two forms of interconnection: peering and 
transit. 

Despite being somewhat overtaken by the Internet, 
NGN deployment has continued. The success of the 
Internet means that conversion to IP technology is the 
only available option. In practice, however, the Internet 
has delivered the vast majority of new services (often 
as downloaded applications), undercutting the 
revenues anticipated by the telecom operators.  

The rapid growth and development of IP 
networking over the past ten years is undeniable. In 
systems with ever-increasing scale and complexity, 
there is an imperative not to add unnecessary 
complexity. Regulators need to be mindful of the 
temptation to engage in undue intervention in the 
market, especially when that market is seeing a high 
degree of flux. This situation clearly applies to Internet 
and NGN interconnection.  

Market power within the Internet domain is 
different from that within circuit-switched telecommu-
nications. No single dominant player has emerged, and 
market power has ebbed and flowed among various 
players. Even now, as concerns mount about the 
dominance of the large CAP/CDN companies, the 

market is likely to evolve, and a new generation of 
competitors will emerge to contest it.  

The emergence of the Internet has radically 
changed the technology approaches, market 
philosophies and regulatory paradigms of the 
telecommunication industry. Regulators are still coming 
to terms with these changes in ways that will advance 
the development of the digital economy. With regard 
to interconnection, the fusion of Internet and 
telecommunication regulation can best be achieved 
through adhering to the sound regulatory principles 
described in the chapter.  

5 Digital Broadcasting and 
Online Content Delivery 

Convergence in the telecommunication 
environment is now very real. While there is no 
universal definition of convergence, it is generally 
understood to mean the use of different platforms or 
networks to deliver the same service – for example, the 
delivery of content over broadcast (over-the-air) TV, 
cable, satellite or the Internet. It might also mean the 
delivery of a range of services by a single player, 
facilitated by digital delivery. Examples of this would be 
triple- or quadruple play packages that give consumers 
access to voice, data and TV over the same platform or 
by the same service provider. This technical 
convergence, and the digital revolution in delivery of 
content, has led to the introduction of a range of new 
technologies and services.  

Increasingly, boundaries between the different 
parts of the value chain are becoming blurred. In 
particular, there is growing corporate consolidation, 
with service providers such as Google moving into 
multiple parts of the value chain. New means of 
delivering content are being used, and new business 
models are emerging, with online advertising now 
rising as a key source of revenue. This consolidation 
across the value chain is underlined by just how much 
has changed in the last few years in terms of cross 
ownership and the battle between the 
telecommunication operators and the over-the-top 
players. 

The role of regulation in overseeing this new 
converged marketplace also continues to evolve. 
Telecommunication and broadcasting markets were 
traditionally viewed as separate, with corresponding, 
often divergent, regulatory regimes being developed 
accordingly. However, as these markets converge, it has 
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become clear that existing approaches to regulation 
may not be appropriate.  

Content regulation has been focused largely on 
television and movie content, delivered over traditional 
broadcasting platforms. The blurring  of vertical supply 
chains for the production and delivery of content, and 
the emergence of new business models for monetizing 
it, have generated new and complex regulatory issues 
and questions about the effectiveness of existing 
regulations and the role of competition law. 

There is a growing recognition that existing 
regulatory regimes should be adapted to deal with the 
realities of the converged marketplace. Even so, 
traditional regulatory models, with separate systems of 
regulation and separate regulators for telecom-
munication networks and content, still predominate. 
Moreover, despite the increased importance of online 
content delivery, OTT services and online advertising 
are often subject to minimal (if any) regulation, 
although they remain subject to general competition 
law.  

The huge growth in data being carried over 
telecommunication networks, and the increased 
importance of managing traffic flows, means that net 
neutrality is likely to remain an important issue on 
regulators’ radars. A review of national regulatory 
approaches to net neutrality has uncovered mixed 
results.  

6 Digital Transactions in 
Today’s Smart Society 

Virtually everyone predicts that the mobile 
payments industry is on the verge of rapid growth 
around the world. The number of service launches is 
accelerating, the breadth and sophistication of the 
services is expanding, and the volume of transactions is 
growing at a rapid pace. Moreover, those services seem 
to be meeting real consumer needs and providing real 
benefits to users – not just ones dreamt up in R&D labs 
or marketing meetings. 

The mobile payments market has seen rapid 
growth, with the total value of transactions nearly 
doubling every year from 2009 through 2012. Market 
commentators and forecasters expect this growth to 
continue apace for the foreseeable future. Seen 
broadly, this has been, and will be, a global 
phenomenon.  

Although the relative growth of services is 
expected to be high, mobile payments still only account 
for about 1 per cent of total transaction volumes 
globally. Indeed, by 2016 this figure still will be only 2-3 
per cent. On the one, hand this represents significant 
growth potential, but on the other, it demonstrates 
that mobile payments are still far from a common habit 
for a mass market of global consumers.  

Another important area of digital transactions is 
rapidly being adopted, and with it comes increasing 
attention from regulatory bodies and legal systems:  
virtual currencies. Examples include Bitcoin, Facebook 
Credits, World of Warcraft Gold, and Second Life Linden 
Dollars. Credits can be earned by taking part in some 
sort of activity, or they can be bought with actual 
currencies.  

Many launches of mobile payment services, 
however, have struggled to meet expectations, leading 
to questions about the commercial viability of business 
models that require large-scale implementation. 
Overall, the adoption of mobile payments services in 
many countries remains low. Regulators should 
understand the challenges facing the industry and 
where regulators can help meet them. At times, 
regulation itself may create barriers by being 
burdensome or confusing. Conversely, a lack of clear 
regulations may create or perpetuate harmful 
uncertainty.  

It is assumed that policy-makers and regulatory 
bodies are balancing two broad aims when it comes to 
mobile payments and related services. The first is 
ensuring that any new financial services are regulated 
to protect consumers and prevent misuse. The second 
is encouraging the development of services which will 
potentially bring significant economic and social 
benefits.  

7 The Need for More IP 
Addresses 

The Internet has shown its incredible potential as a 
unique economic enabler, generating an extimated 
value exceeding USD 14.4 trillion in the next ten years. 
Yet, currently, 99.4 per cent of physical objects that may 
one day be part of the “Internet of Everything” are still 
unconnected. Moreover, large areas of the world 
remain unserved or under-served by Internet 
connections.  One of the key technologies that can 
enable progress in Internet connectivity is the new 
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Internet Protocol version 6 (IPv6). This new iteration of 
the IP protocol stands poised to push the boundaries of 
the Internet beyond what is now possible with the 
current version, IPv4. Moreover, IPv4 addresses are 
quite simply running out. Yet today, there are significant 
market, business and technical challenges in 
transitioning from IPv4 to IPv6.  

The global IPv4 supply shortfall is predicted to 
reach 800 million IP addresses by 2014.9  How bad is 
the exhaustion situation?  Well, the remaining address 
space among all five of the regional registries is about 
five blocks of 16 million IP addresses, which is a total of 
84 million. North America has only two-and-a-half 
blocks left. It is abundantly clear that the world is facing 
an impending “IPocalypse,” and the only is IPv6. The big 
shift to IPv6 will happen by default. 

Industry statistics show that, in fact, IPv6 is entering 
the market at a respectable pace. But will it be enough 
to meet the demand for Internet growth?  A total of 
15,850 IPv6 prefixes have been assigned to 
183 countries. But despite the marked progress, use of 
the updated protocol remains low in relative terms, 
particularly when highlighted by the depletion of IPv4 
addresses and the demand for new addresses. IPv6 
adoption has not reached a critical mass where it can 
either alleviate IPv4 depletion significantly or improve 
the accessibility of Internet content and applications.  

Unfortunately, defining the business case for IPv6 
has been a rather challenging task. At the end of the 
day, IPv6 is still seen as just communication “plumbing.”  
This reality, combined with most businesses’ short-term 
perspective on return-on-investment (ROI) and 
quarterly earnings, have created a reluctance to invest 
in upgrading Internet infrastructure to IPv6. 

Government policy-makers and regulators have not 
been passive in promoting efforts to build capacity, 
deploy infrastructure and urge the adoption of IPv6. 
Regulators have had a foundational role in ensuring 
that regulations governing licensing, interconnection 
and numbering resources are aligned with efforts to 
promote the transition to IPv6. Regulatory agencies 
have at times cited a need to maintain a “light-handed” 
or “light-touch” regulatory stance towards Internet 
addressing, emphasizing the development of 
regulations for a competitive and affordable Internet 
access market that would promote demand. 10  
Governments have, however, taken some specific steps 
to promote awareness of the need to utilize IPv6 to 
expand Internet resources.  

8 Conclusion: Fourth-
Generation Regulation  

What, then, can summarize the Fourth-Generation 
regulatory era?  Two words:  diversity and adaptability. 
The previous regulatory categories no longer cover all 
of the activities occurring in the sector. Telephone 
network operators have upgraded their offerings to 
include triple-play mobile, Internet access and video 
services. VoIP services now transcend national 
boundaries to bring voice and video to laptop 
computers at a fraction of standard international direct-
dialed telephone rates. 

In the end, 4G regulation is about evolution, not 
radical change. As in a family or society, lessons learned 
from the past – or from other regulators dealing with 
similar changes – retain their usefulness as they are 
applied to novel situations. The past is merely a 
prologue, and the future will be one of opportunity and 
diversity in technologies and services. 
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Endnotes 
 

1 See chapter 3 of ITU’s Measuring the Information Society (MIS) 2013 report for more detailed information on broadband prices. 
2  UHF: Ultra High Frequency (range of 300-3000 MHz). These frequencies are used by a variety of wireless services including TV 

broadcasting, military, mobile telephony, public safety communications, satellite and short-range devices amongst others. The 
UHF TV broadcasting band (excluding digital dividend spectrum bands) is located in the frequency range around 470-698 MHz. 
Including the Digital Dividend, the frequency ranges approximately between 470-790 MHz. 

3  License-exempt framework refers to devices operating on a non-interference/non-protection basis in compliance with technical 
specification and/or band rules without the need for an individual device license. 

4  Details about IEEE 802.22 can be found at: www.ieee802.org/22/ 
5  Current international regulatory provisions allow cognitive radio systems to operate provided that Administrations observe their 

obligations set in the ITU Radio Regulations (See appendix 6) 
6  Both terms, “Internet” and “NGN,” are open to multiple interpretations. In particular, as described in Section 1.2, the term NGN 

has undergone significant development since it was first used in the 1990s. The ITU’s definition of NGN can be found at:  
www.itu.int/dms_pub/itu-t/oth/1D/0B/T1D0B0000010003PDFE.pdf  

7  Rogerson, D; Horrocks, J; Hin, J; and Lavender, T, IP Interconnect: Commercial, Technical and Regulatory Dynamics, Ovum (2002) 
8  The relationship with the Laws of Thermodynamics is one of metaphor, and is used to throw new light on the subject and to 

help understanding. However, it should be remembered that all metaphors break down if pushed too hard, and this one is no 
exception.  

9  APNIC (Asia Pacific Registry www.apinic.net) 
10  See, for example, the consultation paper published by the Information and Communications Technology Authority (ICTA) of 

Mauritius, 17 March 2011, at www.icta.mu/documents/Consultation_IPv6.pdf  

http://www.ieee802.org/22/
http://www.itu.int/dms_pub/itu-t/oth/1D/0B/T1D0B0000010003PDFE.pdf
http://www.icta.mu/documents/Consultation_IPv6.pdf
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KEY ICT MARKET AND  
REGULATORY TRENDS 

 Regulatory and Market Environment Division,  
Telecommunication Development Bureau, ITU 

1.1  ICT market overview 
The information and communication technology 

(ICT) sector continues to experience remarkable 
changes. The ever-expanding digital world touches 
nearly all aspects of our modern lives. Today, access to 
online services is vital in order to find a job, receive a 
salary, pay bills and taxes, vote, learn and make 
individual and business decisions. 

Governments throughout the world are striving to 
bring ICTs to everyone. Their goal is to spearhead 
innovation and investment and to protect the rights of 
users by encouraging the development of modern and 
effective regulatory tools. ICT regulators recognize that 
in such a fast-changing and dynamic environment, new 
regulatory paradigms – a fourth generation of 
regulation – are essential to drive digital communica-
tions forward. 

Almost all people today are within reach of a  
mobile service signal. The reality is that the number of 
mobile cellular subscriptions now nearly equals the 
world’s population. Meanwhile, the uptake of both 
fixed (i.e., wired) and wireless broadband services has 
continued to grow worldwide, although at different 
speeds in different regions of the globe. The number of 
active mobile broadband subscriptions has grown over 
the last two years by more than 30 per cent annually, 
reaching more than 2 billion in 2013 – a figure three 
times as large as the number of fixed broadband 
subscriptions.1  

1.1.1 Mobile broadband development 

Mobile broadband networks are being deployed at 
an increasing pace; in fact, 50 per cent of the world’s 
population was covered by a 3G network in 2013.2 The 
migration to Long-Term Evolution (LTE) technology 
seems to be happening much faster than did the earlier 
migration from 2G to 3G networks (see Figure 1.1). 
According to the GSM Association (GSMA), commercial 
LTE networks were operating in 88 countries in 2013, 
up from 14 in just three years.3 Another organization, 
the Global mobile Suppliers Association (GSA), puts 
that number at 101 countries.4 Ericsson estimates that 
by 2019, 65 per cent of the world’s population will be 
covered by LTE, an increase from just 10 per cent in 
2012.5  

Smartphones are leading the way in drawing  
consumers online, but tablets are showing very healthy 
shipment growth rates, as well, with more than 263 
million tablets expected to be sold in 2014. That figure 
was 179 million just a year ago. 6  Smartphone 
shipments surpassed 1 billion units in 2013, according 
to some analysts, representing 38 per cent annual 
growth and surpassing feature phone sales. 7 Indeed, 
smartphones are likely to replace feature phones in 
many developing markets as their prices drop and new, 
low-cost devices become available. Sales of 
smartphones in 2014 are expected to rise by 500 
million more handsets in China and India, 47 million 
more in Brazil and 46 million more in Indonesia.8 The 
availability of cheaper smartphones, coupled with 
falling mobile broadband service prices9 and increasing 
mobile broadband network coverage, is likely to bring 
the experience of living in a seamless digital world to 
many of the 4.4 billion people who are not yet online, 
helping to reduce the global digital divide. 
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Figure 1.1: LTE deployments, 2010 and 2013 

 
Source: GSMA https://gsmaintelligence.com/analysis/2013/11/global-lte-network-forecasts-and-assumptions-201317/408/ 
 

 

1.1.2 Apps and mobile data traffic 

The applications ‒ or “apps” ‒ market has  
remained vibrant, adding millions of users per month 
and reaching more than 100 billion downloads in 
2013.10 That represented 50 per cent growth over 
the previous year (see Figure 1.2), and total revenues 
were expected to have reached USD 26 billion in 
2013, even though free apps accounted for 91 per 
cent of total downloads.11 

The apps market now leads the way into new 
communications behaviours, opening the door to new 
business models and a redefinition of the role of the 
consumer. Putting the consumer in the driver’s seat, 
the digital ecosystem has radically changed the way 
people communicate by giving the consumer an active 
role, one that can make or break the success of ICT 
players. New apps and services, available on mobile 

connected devices, are being offered every day to 
consumers in order to help them stay informed, play 
games, share files, exchange instant messages and 
videos, and watch movies. 

Mobile video traffic accounted for more than 
50 per cent of mobile data traffic by the end of 2013, a 
figure that is expected to grow to nearly 69 per cent in 
2018. By then, mobile cloud applications will account 
for 90 per cent of total mobile data traffic.12 Further, 
2013 saw the emergence of an array of new smart and 
connected devices, including wearable devices such as 
watches, glasses and health bracelets, allowing 
consumers continuous connectivity and monitoring and 
bringing the experience of the “Internet of things” even 
closer to the user.  

 

Figure 1.2: Global growth of IP traffic, Internet users, apps downloads and mobile traffic 
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The number of mobile Internet connections will 
exceed 10 billion by 2018, according to Cisco, and will 
be 1.4 times greater than the world's population. The 
impact of all Internet-connected devices, apps and 
services on communications networks is enormous, 
and the future looks bright for equipment vendors, 
manufacturers and apps providers. According to 
Ericsson, mobile data traffic is expected to grow at a 
compound annual growth rate (CAGR) of 45 per cent 
over the 2013-2019 period, and fixed data traffic will 
grow at a CAGR of 25 per cent.13 

Data-intensive services, such as cloud services and 
data analytics (also known as “big data”), are putting 
additional strain on networks. Operators and service 
providers are working diligently to identify strategies to 
cope with the ever-increasing traffic expansion. In 
addition, Cisco further predicts that by 2018, 52 per 
cent of global mobile traffic will be offloaded onto  
Wi-Fi/ small cell networks, up from 45 per cent in 2013. 

1.1.3  Fixed broadband network development 

At the end of 2013, more than 11.7 million 
kilometres (km) of fibre and microwave backbone 
transmission networks were available in five global 
regions: Africa, the Arab States, the Asia-Pacific region, 
the Commonwealth of Independent States (CIS), and 
Latin America and the Caribbean. These are the regions 
for which data has been collected, to date, as part of a 
major ITU project to map global connnectivity (see 
Figures 1.3 and 1.4).14 

Deploying and extending nationwide broadband 
infrastructure remains a key target in most countries’ 
digital agendas and plans. Mapping the deployment of 
fibre transmission capacity, as the ITU is now doing, will 
enable governments to track and measure progress 
they have made in achieving their broadband 
infrastructure development goals. It also will provide 
them with tools to identify areas where connectivity at  

 

Figure 1.3: ITU’s map of world terrestrial optical fibres and microwaves transmission networks, 2013 
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the backbone level will require public funding due 
to a lack of private-sector economic viability. Finally, 
mapping deployment will identify the percentage of 
people currently out of reach of online access and who, 
therefore, could benefit from universal access 
programmes. 

So far, the mapping results indicate that, while 
huge efforts have been made to increase international 
connectivity, many countries still face challenges in 
deploying and expanding next-generation networks to 
support the ongoing growth in data traffic. On the 
positive side, additional international submarine cables 
have been deployed along the eastern and western 
coasts of Africa, increasing the options for international 
high-speed connectivity between that continent and 
the rest of the world. This competition will help reduce 
the costs of international bandwidth. But the challenge 
now is to ensure that cable landing stations are further 
connected to domestic broadband networks in a 
competitive manner. 

Looking at the regional distribution of the available 
capacity, it appears that the Asia-Pacific region alone 
accounts for no less than 85 per cent of fibre and 
microwave backbone networks outside Europe and 
North America, with China and India alone operating 
over 9.7 million km (see Figure 1.4, left chart). The top 
10 countries by route-kilometre account for 95 per cent 
of all operational fibre and microwave infrastructure. 
Apart from the BRIC countries, Mexico, South Africa 
and Iran are among the top achievers in terms of 
operational fibre connections.  

This statistic, however, overlooks the achievements 
of some of today’s smaller digital economies, which 
would not rank high in terms of total route-kilometres 
due to their size. But many smaller countries, such as 
Singapore, for example, rank high on lists of the 
proportion of their population that has effectively been 
connected. 

The fact that so much of the world’s fibre and 
microwave backbone networks can be found in just 10 
countries does, however, demonstrate the fact that the 
digital divide still remains, and more efforts are needed 
to promote increased network capacity. In Asia-Pacific, 
the region with the most operational capacity (among 
those already mapped), there are 6.5 times as many 
route-metres per capita than in Africa, the region with 
the least. Asia-Pacific also has twice as much capacity 
per capita as Latin America has (see Figure 1.4, right 
chart). The Arab States are ranked higher than Africa 
but lower than all other regions. 

There are some bright spots in this picture. The 
data collected for these five regions indicate that three 
of them have the highest percentage of population 
covered by existing capacity: CIS, Arab States, and Latin 
America and the Caribbean, with Asia-Pacific and Africa 
showing lower figures (see Figure 1.5). It is interesting 
to note that those very similar levels of population 
coverage have been achieved through various means in 
the different regions. State subsidies have largely 
contributed to covering four out of every five citizens in 
the CIS region, while in Latin America, public-private 
partnerships and private entrepreneurship have been 
the main drivers of expanding networks to cover more 
than two-thirds of the population. 

 

Figure 1.4: Fibre and microwave routes in selected regions, 2013 
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Figure 1.5: Status of backbone connectivity and take up of data services, selected services, 2013 
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Note: Based on available data for 83 countries across the covered regions. 
 Data on fixed broadband subscriptions for selected countries comes from the Economist Intelligence Unit. 
Source: ITU. 

 
Despite the gigantic efforts being deployed and the 

achievements to date, the digital divide remains greater 
in the Asia-Pacific region, where some 40 per cent of 
the population remains out of reach of a backbone 
transmission network. Only slightly more than one-
tenth of the population is within 10 km of a backbone 
network. Geography and demography are, no doubt, 
some of the factors complicating connectivity efforts, 
because large territories, arid zones and scattered 
populations constitute major infrastructural challenges. 
In Africa and the Arab States, about one-quarter of the 
population falls within a 25 km range of a backbone 
network, and in CIS and Latin America this proportion is 
closer to one-third of the population. 

When comparing actual broadband service  
penetration figures (both fixed and mobile) with the 
proportion of people within a 50 km range of a 
backbone network, it appears that further efforts 
need to be mobilized to capitalize on the potential 
market and available capacity (see Figure 1.5). The 
best performing region for take-up as a proportion of 
capacity is Asia-Pacific, where more than half of the 
population within the 25 km range has been 
connected. On the opposite end of the scale, Africa 
is still struggling to connect half of those within the 
10km range. Not surprisingly, mobile broadband 
technologies, which are more agile and competitive, 
contribute to multiplying the number of connected 
people and leverage the benefits of the nascent 
global digital economy across all regions. 

Getting the unconnected population living within 
reach of an operational fibre transmission network to 
subscribe to digital access services clearly requires 
governments to undertake further economic and 
regulatory efforts. Economies need to capitalize on the 
existing fibre networks by bringing affordable 
broadband services closer to the user. Within a 10 km 
range of a backbone network, there is undoubtedly an 
economic model for access and backhaul networks. 
Effectively connecting the population within the 25 km 
range, however, is likely to require, in addition, 
establishing viable public-private partnerships (PPPs). 
The 50 km range is where fourth-generation ICT 
regulation has the most important role to play, 
providing additional incentives and allowing for new 
business models to develop and thrive. The grey zone 
containing people who are out of reach of backbone 
connectivity will probably require, in many cases, 
additional government subsidies, in the form of 
universal access or service programmes and/or 
implementation of national broadband plans, 
strategies and policies.  

These figures from the ITU’s mapping project clearly 
highlight the importance of bringing transmission 
networks closer to the population to foster Internet 
connectivity and broadband uptake. They also indicate 
that by adding kilometres of fibre in the transmission 
network, the number of people having access to the 
digital world may increase in a similar proportion, thus 
enabling them to be part of the digital economy. 
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Box 1.1: Gearing up to G.fast – Operators Get More Bang for their Bucks in Copper 

G.fast is a suite of new ITU broadband standards capable of achieving access speeds of up to 1 Gbit/s using existing copper 
telephone wires. G.fast is optimized for short-range deployments within a range of 250 metres of a fibre terminal, which is 
connected to a dozen or more existing copper telephone lines leading to nearby premises. Consumers will have an over-the-
counter solution, which they can self-install without a technician’s assistance. This consumer-friendly equipment suite will be 
equipped to support bandwidth-intensive services such as Ultra-HD “4K” streaming and IPTV, advanced cloud-based storage, 
and communication via HD video. G.fast could also be installed in apartment buildings already equipped with fibre terminals 
to increase speeds via the existing telephone cables. 

G.fast offers telephone companies and other operators the prospect of capitalizing on existing bases of fixed lines. G.fast 
technology could bring speeds close, or equivalent, to fibre without requiring fibre installation in the last 250 metres to the 
home. This would save significant costs, time and civil engineering disruption. It would also complement fibre infrastructure 
strategies, because a combination of fibre and G.fast is likely to prove more cost-efficient than installing pure fibre-to-the-
home (FTTH). 

 A large number of leading service providers, chip manufacturers, system vendors and other ITU members are actively 
involved in the G.fast project. Companies involved in its development are already testing, and have confirmed, the standard’s 
gigabit-per-second capabilities through lab and field trials using prototype equipment based on mature drafts of the standard 
in a range of different scenarios. G.fast is designed to coexist with VDSL2, enabling service providers to play to the strengths of 
each standard in different environments, switching customers between G.fast and VDSL2 in line with dynamic business 
models. 
The physical-layer protocol aspects of G.fast are defined by Recommendation ITU-T G.9701, “Fast Access to Subscriber 
Terminals - Physical layer specification.” They achieved first-stage approval in 2013 see ITU press release 
www.itu.int/net/pressoffice/press_releases/2013/30.aspx#.Up4HyHCshcY. Chip manufacturers will now scale-up G.fast chip-
design and testing efforts, feeding the results of this work into ITU-T Study Group 1515. 

Source: ITU. 
 

Meanwhile, it is important to make the most of the 
existing copper lines to ensure that citizens benefit 
from high-speed broadband services. This can provide 
an alternative solution, at least in the short term, for 
increasing access speeds up to 1 gigabit per second 
(Gbit/s) in the last hundred metres of the network. The 
G.fast project is one of the solutions that can be 
envisaged (See Box 1.1).  

Providing greater capacity on the supply side,  
however, may not be enough. Adopting digital literacy 
strategies and local content development policies, 
stimulating demand for digital services, is crucial to 
ensure that telecommunication pipes are not left 
empty. Policy-makers need to devote attention to 
educating consumers and preventing misbehaviour and 
hazards online, so that citizens can fully understand the 
potential of the digital ecosystem and truly benefit 
from being online. In a globalized, data-driven world, 
digital content (data) can be stored, processed, 
published and made available instantaneously to all. 
Whether consumers can trust that their rights are 
protected will increasingly weigh on users’ behaviour in 
the digital world. 

1.2 Regulatory trends 
As described in the previous section, the global 

market for telecommunication networks and services is 
in transition, evolving into a fully digital, online 
ecosystem. This is reflected in the development of 
fourth-generation regulation, as this section will 
explore. 

1.2.1 Fixed-line markets 

Looking back at the traditional approach to  
regulating fixed-line market segments, mandates and 
requirements stand out as the main drivers of 
network expansion and the introduction of new 
services (see Figure 1.6, left chart). Measures like 
requiring the unbundling of the local loop, publishing 
a reference interconnection offer and setting  
minimum quality-of-service norms have hugely 
improved the competitiveness of fixed-line markets and 
helped protect consumer interests. Their cumulative 
effect, however, has been slower growth, particularly 
relative to mobile technologies (see Figure 1.6, right  
  

http://www.itu.int/net/pressoffice/press_releases/2013/30.aspx#.Up4HyHCshcY
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chart). In the traditional mind-set that has largely 
defined the landscape for fixed-line technologies, 
regulation has been seen as a buffer rather than as a 
kick-starter for private entrepreneurship and market 
growth. 

1.2.2  Mobile market regulation 

Unlike fixed technologies, the mobile service  
market has benefitted from a more liberal regulatory 
approach, and this may be one of the secrets of the 
miracles it has delivered. The mobile sector has been 
subject to much less intervention. Regulation has been 
geared primarily toward creating opportunities for 
markets to develop, rather than imposing burdensome 
requirements (see Figure 1.7, left chart). 

The regulatory frameworks for spectrum  
management in both mature and developing markets 
have been built on flexible rules and incentives. For 
example, spectrum licencing has evolved to allow the 
management and use of spectrum rights to change in 
the course of a licence‘s tenure. This has been a major 
step beyond the typical auctioning of licences that are 
not subject to trading and in-band migration (or change 
of use).16 

The growth of mobile cellular, including mobile 
broadband, services bears witness to the value and 
appropriateness of this lighter-touch approach in 
delivering on both social and economic goals (see 

Figure 1.7, right chart). In certain key areas with direct 
impact on competition and consumers, however, it has 
proved essential and effective to facilitate the  
expansion of “challenger” network operators and 
service providers ‒ such as in the case of mandating 
mobile number portability. 

1.2.3  Licensing and market entry 

Allowing ICT markets to thrive today is a matter of 
finding the balance between creating the right 
incentives and enforcing necessary rules. With the 
move toward more ex post regulation, the barriers to 
market entry are gradually decreasing in virtually all 
market segments, opening the way for new market 
players and new business models.  

In the area of licensing, particularly, almost half of 
all surveyed countries have introduced global  
authorization regimes for some types of ICT services. 
One-fifth of them have opted for unified licences that 
allow for greater agility of service providers to meet 
market demand with new services and combinations of 
equipment and infrastructure. Less-prescriptive 
licensing significantly reduces the administrative and 
formal requirements to enter a market and provide 
services (see Figure 1.8, left chart). Led by convergence 
within the ICT sector and across the economy, these 
simplified and more effective licensing models continue 
to gain momentum. 

Figure 1.6: Regulating fixed lines 
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markets, 2005 and 2013
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http://www.itu.int/icteye
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Figure 1.7: Incentive regulation and growth in mobile services 
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On the opposite end, one out of seven countries 
surveyed still uses only single-service, individual 
licences (beyond the licences delivered for the use of 
scarce resources such as radio spectrum and numbers). 
Such licences often do not allow market players 
sufficient flexibility and efficiency to meet evolving 
market conditions. 

Taking a middle path, about one-third of countries 
offer multi-service licences allowing provision of a 
designated set of services ‒ but not any and all services. 
While having the great benefit of being technology-
neutral, this model remains limited in terms of boosting 
competitiveness and innovation in ICT markets. In 

addition, one-third of the countries retain limitations 
on the number of ICT licences (see Figure 1.8, right 
chart), effectively offsetting some of the advantages of 
simplified licensing. 

On a positive note, one-third of countries have 
established licence-exempt use of spectrum, which can 
provide additional opportunities for extending 
connectivity, notably by atypical players such as 
schools, hospitals, and local communities. Overall, the 
trend toward consolidation and simplification of 
licencing is contributing significantly to making ICT 
markets a more vibrant atmosphere for both service 
providers and consumers.  

Figure 1.8: Licensing frameworks for ICT services, 2013 
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Other types of market-entry regulations also have 
significant impact on the structure and functioning of 
ICT markets. Typically, restrictions on foreign ownership 
of domestic operators or licensees can prevent 
developing markets from receiving vital transfusions of 
foreign direct investment (FDI) that would promote 
competition and boost local economies. Such 
restrictions are also generally seen as inconsistent with 
the promotion of liberalized ICT markets and  
competitively neutral regulation and policies.17 While 
the majority of surveyed countries have evolved open 
regulatory models allowing foreign ownership in all 
main markets, 7 per cent of countries still ban foreign 
service providers (see Figure 1.9, right chart). Nearly 
two-thirds of markets impose no restrictions on foreign 
investors, while 17 per cent allow for majority foreign 
ownership or controlling interest. 

1.2.4  Competition 

Competition in ICT markets is nothing less than 
vital in nurturing ICT connectivity and developing a 
healthy environment for new and affordable services to 
emerge and thrive. By the end of 2013, the main 
broadband markets – DSL, cable modem, fixed wireless 
and mobile broadband ‒ all supported competition in 
80 to 90 per cent of countries (see Figure 1.9, left 
chart). These figures have changed very little over the 
past five years. For the mobile broadband providers, 
the high level of competition established at the outset 
has provided a major boost, enabling operators to 

garner rapid subscription growth compared with their 
earlier fixed broadband competitors. 

Much has been achieved in making telecom-
munication markets more competitive over the last 
decade. The mobile and Internet segments continue to 
be the most competitive; close to 95 per cent of 
countries have liberalized regimes for those markets. 
Yet, not all market segments have evolved at the same 
pace. Competition in basic telephony is progressing, 
but it still lags behind the other ICT markets. Basic 
telephony remains a monopoly in about one-third of 
countries worldwide. Similarly, regulators continue to 
open international gateways up to competition, but at a 
much slower rate than for other services. Leased lines 
and international gateways require further regulatory 
attention in order to spur broadband market growth in 
some developing countries.  

Every year, national regulatory authorities and  
sector ministries of ITU Member States provide a rich, 
robust and unique set of data to the ITU on their ICT 
regulatory frameworks. Capitalizing on this survey data, 
the ITU has been working on an important project to 
quantify the impact of regulation on competition and, 
thus, on market growth. A Regulatory Scorecard has 
been developed to track the progress made in creating 
and boosting an enabling environment for growth and 
investment. Preliminary results herald the significance 
of ICT regulation for the success of key services and the 
transformation of ICT markets (see Figure 1.10 below). 

 

Figure 1.9: Market liberalization highlights, 2013 
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Figure 1.10: Regulation driving ICT markets globally 
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Box 1.2: GSR Best Practice Guidelines 2013 on the evolving roles of both regulation and the regulators in a 
digital environment 

Regulation 4.0: Innovative and smart regulatory approaches 
Innovative and smart regulatory approaches can foster equal treatment of market players without placing an extra burden on 
operators and service providers. Some of the guidelines include:  

• Adopt a “light-touch” regulatory approach, intervening only when necessary, while ensuring that market forces 
work without constraints and in favour of innovation;  

• Ensure that the principles of fair, equal and non-discriminatory treatment of all market players continue to prevail, 
fostering a level playing field among regulated and unregulated players;  

• Apply administratively simplified and flexible models to facilitate market entry and stimulate competition and 
innovation; 

• Conduct market analysis to assess the situation in a converged environment;  
• Adopt a regulatory framework that eliminates barriers to new entrants; 
• Include competitive provisions that guarantee a healthy relationship between all authorized players in the relevant 

market (operators, Internet providers, OTT providers, etc.); 
• Empower consumers to make informed decisions through the development of online tools to check download 

speeds, quality-of-service and prices for access and data plans;  
• Implement measures to monitor the use of traffic management techniques to ensure that they do not unfairly 

discriminate between market players;  
• Encourage network and facility sharing through “soft” measures such as cross-sector infrastructure mapping that 

enables the coordination of civil works. 
• Ensure the highest level of transparency and openness, such as by making relevant market data and regulations 

publicly available; 
• Encourage multi-stakeholder consultation on policy and regulatory matters; 
• Continue to ensure regulatory predictability and foster co-regulation wherever possible; 
• Work with other interested stakeholders to reduce or remove practical barriers to broadband infrastructure 

deployment. 
The evolving role of the regulator 
Regulators can now be seen as facilitators, or even partners, in promoting development and social inclusion. Regulators can 
sponsor and oversee PPPs among aid donors, governments, ministries and NGOs, particularly in meeting universal access 
goals for rural, remote and un-served areas and for people with special needs. 

See: www.itu.int/bestpractices 
 

http://www.itu.int/bestpractices
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1.3  GSR-13 Best Practice 
Guidelines 

Regulators participating in the ITU’s 13th Global 
Symposium for Regulators (GSR-13), held 3-5 July 2013 
in Warsaw, Poland,18 recognized the need for efficient 
ICT regulation in responding to changing market 
expectations, improving social inclusiveness, promoting 
development, and providing safety in case of disaster. 
They identified and endorsed several best practice 
guidelines as smart measures regulators can take to 
facilitate the inclusion of everyone in the digital 
environment. The GSR-13 best practice guidelines are 
described in the following subsections and are also 
available, in full, at www.itu.int/bestpractices. 

1.4  Conclusion 
Fourth-generation regulation is about evolution 

rather than revolution. It recognizes a re-thinking of ICT 
regulation to bring about a more flexible and 
contextual approach to regulating issues at different 
levels of the sector (networks, services, applications, 
etc.). It is certainly about a softer and, ultimately, 
smarter regulation, free of bias and led by out-of-the-
box thinking. Most of all, fourth-generation regulation, 
as explained in this special edition of Trends in 
Telecommunication Reform, builds on the lessons 
painstakingly learned over the past 20 years in an effort 
to lead regulators away from the pitfalls that they have 
faced over the years. 

 

  

http://www.itu.int/bestpractices
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FOURTH-GENERATION 
REGULATION:   
A NEW MODEL OF 
REGULATION FOR THE 
DIGITAL ECOSYSTEM 

 Alan Horne, ICT Senior Expert 

2.1  Introduction 
Regulation, regulation, regulation. You cannot pick 

up a newspaper, turn on your TV, or review the Internet 
news without being aware that regulation is a key topic 
in the press. There are stories on regulation of the 
finance sector stemming from the global financial crisis. 
There are articles on regulation of the press (by the 
press!), ever since the “phone hacking” case in the 
United Kingdom. And with the world’s population 
clock1 indicating just over 7 billion people – increasing 
by the hour – issues of how and what to regulate are 
becoming more relevant. Governments are facing 
increasing social and economic issues. Pressures are 
building on the provision of health care, education, and 
policing, as well as on goals for employment, environ-
mental protection and economic growth.   

Governments now widely accept the idea that 
effective communications and ready access to infor-
mation resources can greatly assist in tackling the 
issues that societies are facing. Since the late 1980s, 
market liberalization and advances in technology have 
driven the digitalization of all aspects of national 
economies. In moving to a competitive telecommunica-
tions model, strong regulation and regulators have 
been required to enable new entrants to compete 
against dominant players with significant market 
shares. And yet, despite the evolution of competition, 
regulation 2  of the evolving telecommunications 
industry does not appear to be getting easier.  Instead, 
there is a new, perhaps more complex, digital ecosys-
tem emerging from the convergence between the 
information technology, telecommunications, and 

media/entertainment Industries. As this ecosystem 
grows in unpredictable technological directions, 
regulators today face an increasing array of challenges, 
reflecting the dizzying explosion of services and 
applications being carried over multiple digital net-
works – all of them subject to societal demands for 
regulation.  

Chapter 3 of the 2013 edition of Trends in Tele-
communication Reform began to document this new 
set of regulatory challenges in analyzing spectrum 
policy in a hyper-connected mobile world. The author, 
Dr. Bob Horton, suggested a framework for understan-
ding the evolution of telecommunication regulation, 
postulating three different “generations” of regulatory 
practice. With slight changes to Dr. Horton’s hypothesis, 
the generations can be described as: 
• First generation – Monopoly (either public or 

privately owned) utilities were closely managed, 
with the intent to encourage improvements in effi-
ciency and service. In effect, regulation simulated 
the desired effects of competition. 

• Second generation – Characterized by partial 
privatization and licensing of competing infrastruc-
ture providers, this phase of regulation focused on 
balancing the goal of opening up access to incum-
bents’ networks with the need to protect 
government infrastructure investments and ongo-
ing shareholdings. 

• Third generation – With full privatization, regula-
tion shifted toward a focus on protecting 
competition in service and content delivery, with 
an increasing perception of the need for consumer 
protection. 
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The full development of the digital ecosystem is 
now heralding a fourth generation of regulation. 
Prompted by recent market and technology develop-
ments, government policy-makers face even greater 
calls to ensure access to digital infrastructures –
particularly fixed and mobile access networks. Broad-
band networks and Internet services are increasingly 
viewed as non-optional utilities (or “rights”) whose 
availability and performance impact every aspect of the 
economy and societal development. 

The stakes for regulatory agencies have never been 
higher. The “fourth-generation regulator” must oversee 
an increased range of services, delivered over multiple 
broadband and converged networks that form the 
digital ecosystem. More than ever before, regulators 
are now being asked to protect consumers from a stew 
of ills such as inappropriate content, faulty billing and 
fraudulent online activities. So important is the 
Internet, that fourth-generation regulators are increas-
ingly becoming involved not only in the economic 
necessity of building affordable access, but also in the 
attendant social opportunities and challenges arising 
from better-connected communities. This is particularly 
important in the developing world. 

In this growing digital ecosystem, how do regula-
tors address, for example, data interconnection and the 
“Internet of things”?  Moving to new, fourth-generation 
regulation, how do regulators balance transparency 
and public consultation with a complex array of public-
private collaborations, industry self-regulation and new 
types of partnerships?  How should regulators balance 
their own pressures for efficiency, austerity and cost 
savings with their expanded, fourth-generation role to 
oversee converging industries and consumer protec-
tion?  How should regulators cooperate and 
collaborate, both within and among national govern-
ments, in an increasingly global market?   

This chapter addresses these questions in the con-
text of a regulator working in the new global digital 
ecosystem. It takes a broad international perspective, 
but with a particular focus on developing countries, 
spotlighting recent developments and best practices. 
The chapter is divided into six sections:  Section 2 
addresses the changing technology and market 
environment; Section 3 discusses the expanding scope 
of public policy; Section 4 discusses the evolving role of 
regulators; Section 5 then proposes the shape of 
fourth-generation regulation; and  Section 6 then 
points the way for next steps and best practices. 

2.2  The changing  
environment 

Regulators’ activities change as the environment in 
which they are working evolves. This section addresses 
the current changing environment in terms of techno-
logy, networks, suppliers and consumer services. Figure 
2.1 depicts the key areas of change and the stakehol-
ders involved in the digital ecosystem. 

2.2.1  Technology development 

Technological advances in telecommunications 
have been sparked by operators’ need for efficiencies, 
cost savings and increased capabilities – all to increase 
their competitive advantages.  The top international 
vendors have risen to the challenge and are all pursuing 
technologies that can offer ever faster and cheaper 
fixed and wireless network solutions based upon 
Internet protocol (IP). High-speed, broadband fixed, 3G 
and now Long Term Evolution (LTE) networks (com-
monly known as “fourth generation” or “4G”) have 
enabled the progressive development of increasingly 
“smarter” phones and terminals and a growing 
environment of applications and services. Research 
companies such as NPD3 and IDC4 are reporting that 
some 50 per cent (around 900 million) of all mobile 
phones sold in 2013 have been smart phones. With 
broadband wireless networks and powerful new 
phones, consumers now have access anytime, any-
where, to increasingly sophisticated online applications 
and services. 

These technology advances have been under-
pinned by cooperation in developing new standards. 
For example, the 3rd Generation Partnership Project 
(3GPP5) has played a key role in ensuring international 
standards for LTE. 3GPP unites six telecommunication 
standard development organizations (ARIB, ATIS, CCSA, 
ETSI, TTA, TTC), known as “organizational partners” and 
provides their members with a stable environment to 
produce the highly successful reports and specifications 
that define 3GPP technologies. ITU standards (called 
“recommendations”) are also fundamental to the 
operation of today’s networks. For Internet access, 
transport protocols, voice and video compression, 
home networking, and myriad other aspects of 
information and communications technology, hundreds 
of ITU standards allow systems to work – locally and 
globally.  

 

http://www.3gpp.org/Partners
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Figure 2.1:  The changing telecommunication environment  

Regional
Commission 

e. g.
EU, AU

Technologydevelopment

Network
convergence

Internet
Services

S upply

chain

Public

op in ion

National
Government

Internat ional
Inst itutions e. g.

UN, WTO, ITU

Agreements

National
Policy

National
Policy

Regulator(s)

Self/
coregulation

Consumer impact
& response

Commercial
companies
behaviour

Regulation

Standards/
Recommen

dations

Standards
Org

ITU

ICANN

National
ConstitutionRegional

Directives

Regional
Policy

 
Source: Author 

Meanwhile, ITU has allocated and identified a wide 
range of spectrum bands for use by the new wireless 
networks, which it defines under the term “interna-
tional mobile telecommunications” or “IMT.”6   The 
release of additional spectrum (the so-called digital 
dividend) from the transition to digital TV has also been 
a major boost for the telecommunication industry. 

Mobile broadband is now more prevalent than 
fixed broadband. ITU has estimated7 that by end of 
2013, the number of fixed broadband subscriptions will 
have reached 688 million globally, amounting to a 
global penetration rate of just 9.8 per cent. At the same 
time, the number of mobile broadband subscriptions 
grew by 21 per cent between 2010 and 2013, reaching 
an estimated 2.1 billion by the end of 2013. This figure, 
while representing nearly three times the number of 
fixed broadband subscriptions, still pales in comparison 
with total mobile subscriptions, which were estimated 
at 6.84 billion by end of 2013.  Still, ITU predicted that 
mobile broadband penetration in the developing world 
would reach 20 per cent by year-end 2013, while 
penetration levels in the developed world would be at 
75 per cent.  

The balance clearly has shifted from fixed, wireline 
services in the home to wireless delivery of service to 
the mobile individual. This is illustrated in Figure 2.2, 
which indicates the overwhelming shift to mobile 

broadband in all parts of the world. The paucity of fixed 
broadband subscriptions in the developing world is 
particularly significant; many parts of the world are 
likely to remain without large-scale fixed broadband 
penetration. 

Meanwhile, the total number of Internet users will 
reach an estimated 2.7 billion worldwide at the end of 
2013. In developing countries, the number of Internet 
users will have more than tripled since 2007, reaching 
more than 1.8 billion.  Yet despite this rapid growth, 
less than a third of inhabitants in the developing world 
will be online by the end of 2013. There is still a major 
job to be undertaken in connecting the unconnected. 

2.2.2  Network convergence 

The emergence of broadband communications has 
changed the way that content is packaged and 
delivered. Whether generated by broadcasters or by 
consumers, content is now being distributed over the 
same integrated networks. Consumers can listen to 
radio, watch live TV, and take part in a live video 
conference using the same service. With the pressure 
to cut costs and take advantage of new technologies, 
operators are progressively merging their networks so 
that calls originating from a mobile or fixed-line 
telephone or data terminal are carried over the same 
IP-based core network. Figure 2.3 depicts this con-
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verged, broadband digital world in the form of a 
network diagram.  

The main difference between mobile and fixed 
services lies in the access network and whether the 
customer’s terminal is connected to the public network 
–  either by a fixed connection (copper, cable or optical 
fibre) or a wireless one (cellular or WiFi). A converged 
network enhances efficiencies in the provision of 
services and the use of scarce spectrum. For example, a 
mobile call or Internet session can be handed over to 
the fixed network as the customer’s terminal moves 
into the range of a Wi-Fi or WiMax signal. 

While the core networks can operate using packet 
switching, the interfaces for both mobile and fixed 
voice users are still largely using circuit-switched 
technology (although this is changing for fixed access 
using MSANs). Interconnection between competing 
networks is still performed using circuit-switched 
technology and Signaling System No. 7 (C7) signaling. 
This should evolve progressively as the commercial 
relationships involving IP interconnection are sorted 
out. Interconnection of networks can be simplified 
using IP interconnection, easing the commercial 
relationship between operators. 

2.2.3  Internet services 

Supported by the growing number and capability 
of smart phones and higher-speed, broadband 
networks, services provided over the Internet have 
experienced significant growth. These services 
represent new opportunities, as well as challenges, for 
many traditional media industries, including TV, music 
and news networks – not to mention every conceivable 
retail and service industry that can now sell its products 
over the Internet. “E-commerce” is changing the face of 
shopping for goods and services, with impacts on 
shops, stores and other “brick-and-mortar” firms.  

The advances in network capability have enabled 
the development of new value-added or “over-the-top” 
(OTT8) service providers. OTT content and service 
providers are offering a multitude of applications and 
developing new revenue sources. The growth in OTT 
services has challenged the business models of 
infrastructure providers. Voice-over-IP (VoIP) services 
such as Skype are just as much an application as a 
weather forecast or interactive game. OTT services 
have benefitted from the introduction of unlimited 
broadband access, while operators have been slow to 
adjust their charging plans to reflect actual usage.  

 

Figure 2.2 - Estimated fixed and active mobile broadband subscriptions per 100 inhabitants, 2013 
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Figure 2.3: Services over a converged network 
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Licensed operators of telecommunication services 
are now lobbying for some OTT services, such as VoIP, 
to be made subject to licensing requirements. Their 
argument is that if OTT services provide voice calling, 
that service should be just as licensable, under the 
same terms that apply to traditional operators. But in 
most cases, the VoIP services fall outside of the existing 
regulatory service definitions because they are not 
directly provided to customers but rather are accessed 
over a network that is already licensed. VoIP service 
providers can argue that they are not using any scarce 
resources such as numbering, spectrum or access to 
land. They maintain that that the customer already is 
paying the licensed service provider for Internet 
connectivity, and the VoIP providers also pay to be 
connected to licensed operators. Their service results in 
data being passed between operators, who can deal 
with the exchange under interconnection arrange-
ments.   

Meanwhile, the OTT service providers are providing 
services that consumers want to buy, and network 
operators do benefit through increased demand and 
traffic. Competition and improved technology have 

prompted operators to evolve from the provision of 
“plain old telephone service” (POTS) to the provision of 
broadband services that allow voice, data, video, live 
TV, games, social networking – the list goes on. 
However, operators of converged networks are likely to 
continue seeking new approaches, working with OTT 
providers, to defray network costs and capital invest-
ments.  

Some of the biggest drivers of OTT revenues (and 
network capacity demand) are social networking sites, 
which have provided a new way for people to com-
municate and share ideas. The eBusiness 9  
Knowledgebase website provides a ranking of the top 
15 social networking sites; in May 2013, Facebook 
alone was visited by some 750 million people.  
eBusiness also ranks the top 10 websites (of all kinds). 
The May 2013 list consisted of Google, Facebook, 
Yahoo, YouTube, Wikipedia, MSN, Amazon, eBay, 
Twitter and Bing.  

A 2012 Nielsen study on how Americans use their 
media time10 indicated that many people have “cut the 
cord” and no longer watch video via broadcast, cable or 
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satellite TV. These individuals comprise more than 
5 million “zero TV” U.S. homes, up from just over 
2 million in 2007. 11   

Indeed, the proliferation of broadband networks 
and the digitization of content are bringing about a 
profound and rapid transformation of the media and 
content landscape, with potential fallout for regulatory 
functions. Russia, for instance, has issued several 
Internet Protocol Television (IPTV) licences. It is now 
quite common for a radio “chat show” to take a call 
from someone living overseas and listening to the 
program on the Internet. The Russian broadcast station 
and the chat show channel are both licensed, but many 
Internet service providers are not. The aggregate 
audience for unlicensed, self-produced and “long tail” 
content is growing. For example, in March 2013 
YouTube’s worldwide audience12  exceeded 1 billion 
monthly unique users. To put this in perspective, 
however, the Broadcaster Audience Research Board13 
(BARB) in May 2013 indicated that, on average, 
43.779 million people per day watched TV in the UK, 
out of a total population of around 60 million. 

Entertainment is not the only driver of online ser-
vices. To cut costs, banks increasingly have begun 
offering services over the Internet. There is now a 
steady rise in the use of the mobile devices for financial 
transactions, a trend that developed partially from pre-
paid mobile services. In the developing world, where 
most people lack bank accounts, “mobile money” or 
“mobile wallet” services represent a significant 
opportunity to reach the "unbanked" or "under 
banked” market. In January 2013, Juniper Research 
estimated that by 2017, more than 1 billion mobile 
subscribers (15 per cent of global mobile subscribers) 
will use mobile banking services. This gives telecom-
munications and financial regulators an incentive to 
work together to ensure that consumers are properly 
protected. 

Near-field communication (NFC) is a form of rapid 
communication between wireless devices like smart 
phones or tablets. NFC allows a user to simply wave a 
smart phone over another NFC-compatible device to 
send information over the Internet without needing to 
touch the devices together or go through multiple steps 
setting up a connection. NFC technology is enabling the 
development of a host of new services to assist 
transactions. For example, consumers may be able to 
simply swipe a smart phone over a sensor at the 
supermarket checkout lane or to buy a theater ticket – 
not to mention sharing the latest game with a friend.  

2.2.4  Supply Chain 

Along with the lessening of restrictive practices and 
the growth of competition in the supply of equipment 
and services, there has also been consolidation in the 
manufacturing sector. There are now only a relative 
handful of equipment providers globally that can 
supply a full range of network equipment and services 
to the telecommunication companies.14 A list of the top 
10 suppliers would include Alcatel-Lucent, Alvarion, 
Cisco, ECI Telecom, Ericsson, Fujitsu, Huawei, Juniper 
Networks, Nokia, Marconi, Qualcomm and ZTE. The 
reduction in the number of global equipment provid-
ers, along with the growth in their size, has made it 
easier for the major market players to cooperate in 
developing harmonized standards, advancing new 
technologies, and operating with greater economies of 
scale. 

Many developing countries face increasing region-
alization of their telecommunication markets. 
International telecommunication groups like Bharti 
Airtel, America Movil, Telefonica, Millicom International 
Cellular, Etisalat, MTN, Qtel, Digicel, Cable and Wireless, 
Vodafone and Vimpelcom now operate across national 
boundaries in their respective regions. This brings some 
benefits, but it also affects the environment for 
regulators, including the following impacts: 
• Regional companies may not have local regulatory 

staffs in each country, leaving national regulators 
with no local personnel with which to interface.  

• Regional or corporate regulatory affairs staffs may 
give higher priority to regional regulatory policy 
interests than to local or national ones. 

• Regional marketing and pricing strategies may 
overtake local ones. 

• Services and branding may be defined regionally or 
internationally, rather than to suit local or national 
circumstances. 

• Cost reductions, economies of scale and centraliza-
tion may be achieved through aggregation of 
procurement activities, sharing of IT platforms, 
centralized billing, internalization and aggregation 
of traffic for international connectivity, and location 
of customer support in call centres and data cen-
tres. 

• Efficiencies may be achieved from regionally 
integrating corporate structures, sharing expertise 
across the enterprise, and making the same indi-
viduals responsible for multiple jurisdictions. 

• Strategic decisions may be centralized; 
• National subsidiaries may share the same boards 

with affiliates or parent companies. 

http://www.factbrowser.com/source/juniper_research
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• There may be integrated regional networks and 
technology transfers. 

• Integrated disaster preparedness and recovery 
policies may be implemented. 

Regional and international operators also have the 
potential to cross-subsidize, using profits in one country 
to sustain anti-competitive activities in another. Such 
techniques can also be adapted to efforts to minimize 
or avoid taxes. In fact, with the consolidation of the 
market into a few regional and global operators and 
equipment suppliers comes the issue of potential anti-
competitive behaviour by companies that have gained 
significant market power (SMP). Global suppliers could, 
for example, use SMP to force network operators to 
adopt technologies that suit the suppliers’ global 
business interests rather than those of the operator. 
One way to achieve this is by stopping support for older 
technologies, requiring operators to invest in new ones 
based on the suppliers’ timetable, not their own. 

Meanwhile, the market’s shift to IP-based techno-
logy has reinforced the reality that the dominant 
industry players are no longer the incumbent telephone 
companies. Tech companies such as Apple and 
Samsung, with their smart phones and tablets, and 
Google and Microsoft, with their software applications 
and platforms, have become the new business leaders. 
These companies are rapidly increasing their stock 
values, while the infrastructure players are struggling to 
keep pace. There has been a quantum change in the 
value chain, and now the software and application 
service providers dictate to the infrastructure players. 

2.3  Public policy 
In each jurisdiction, regulation is grounded in public 

policy, which is, in turn, set into a framework of laws, 
international agreements and national constitutions. 
These foundational or constitutional documents and 
rules take a significant amount of time to be agreed and 
implemented, and they are not changed easily or 
quickly. They articulate long-term goals and top-level 
principles to guide policy-makers and regulators, and 
they may not even be sector-specific. They are nearly 
always technology-neutral; they do not change with 
technical advances or unduly favour one technology 
choice over another.  

Unlike constitutional documents, policies and regu-
lations are more specific and can be changed – 
although not always quickly or easily. In the past, 

policy-makers and regulators have, for better or worse, 
been influenced by technology in drafting these policies 
and regulations. Consequently, with significant 
advances in technology there has been a tendency for 
some policies and regulations to become obsolete or 
irrelevant. For example, it has been common practice 
to segment the telecommunication market into sub-
markets (i.e., mobile telephone service, cable TV 
service and “value-added service”), licensing operators 
in each niche and limiting them to specific technologies 
and service offerings. This has often complicated efforts 
to adapt policies and regulations to cope with market 
convergence and technology advances.  

Public policy objectives should begin with the core 
goals and principles set forth in the broader founda-
tional documents. There are common themes for 
different aspects of communications policy, such as 
equal access and accessibility, which serve as a 
compass for the development of specific policies and 
regulations. This section explores the different facets of 
public policy development, including the process of 
translating larger goals and objectives into more 
specific policies and rules.  

2.3.1  International agreements 

At an international level, there are several im-
portant institutions, societies and forums that influence 
national policy-making, including the United Nations, 
ITU, the World Trade Organization (WTO), the World 
Economic Forum (WEF), the Internet Corporation for 
Assigned Names and Numbers 15  (ICANN) and the 
Internet Society16 (ISOC). 

Information and communications technologies can 
assist greatly in helping to reach the eight UN Millen-
nium Development Goals (MDGs). 17   Among the 
forums that have contributed to meeting these and 
other global policy objectives have been: 

• The World Summit on the Information Society 
(WSIS) forum 2012,18 which set out actions to assist 
nations in achieving the MDGs.  

• The WTO Agreement on Basic Telecommunications 
Services, published in 1997, which provided a new 
framework to promote binding commitments on 
market access from WTO members (including a 
statement of “pro-competitive regulatory princi-
ples” that rapidly become the definition of the 
policy revolution in the sector).  

• The Broadband Commission for digital develop-
ment,19 which has established goals to achieve 
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digital inclusion for all. These goals are being ex-
pressed in national policies, and implementation is 
being supported by regulators. In September 2012, 
the Commission issued a report20 on the state of 
broadband deployment.  

• The World Conference on International Telecom-
munications (WCIT 21 ) (resolution Plen/1 Dubai 
2012) set out special measures for landlocked de-
veloping countries and small, island states for 
access to international optical fibre networks. 

• Negotiation of the revised International Telecom-
munication Regulations (ITRs) treaty, hotly debated 
at WCIT, was a good example of how an open and 
transparent debate by ICT stakeholders can influ-
ence the policies of governments. The treaty will 
come into effect, for its signatories, on 1 January 
2015. 

• During ITU’s Fifth World Telecommunication/ICT 
Policy Forum (WTPF), which took place in May 2013, 
discussions focused on international Internet-related 
public policy matters.  

 As ICANN President and CEO Fadi Chehade stated 
at the WTPF, “No one organization, no one country, no 
one person can manage the Internet. We must do this 
together. And it’s our unity that will make this a very 
strong Internet that is secure and stable for everybody.”   
This is the spirit that often animates global efforts to set 
the foundations for public policy in the telecommunica-
tion sector. 

2.3.2  Regional policies and directives 

Similarly, regional groups and forums are setting 
the foundations for public policy, as well. The European 
Union’s (EU’s) Digital Agenda22 for Europe (DAE) is one 
example, and ITU is supporting other regional efforts 
such as Africa’s programme on Harmonization of the 
ICT Policies in Sub-Sahara Africa 23 (HIPSSA), the 
“ICB4PAC” 24  process in the Pacific region, and 
“HIPCAR”25 in the Caribbean. 

The EU’s DAE contains 13 specific goals that encap-
sulate the digital transformation the EU wishes to 
achieve. Progress against these targets will be mea-
sured in the annual Digital Agenda Scoreboard. The EU 
will issue DAE-related directives, which the 27 member 
states will be required to implement. The DAE’s goal is 
to reboot Europe's economy and help its citizens and 
businesses take full advantage of digital technologies. It 
is the first of seven flagships initiatives under Europe 
2020, the EU's strategy to deliver smart, sustainable 
and inclusive growth. A review published on 18 

December 2012 identified seven key areas for further 
effort in stimulating growth and jobs in Europe: 

1. create a new and stable broadband regulatory 
environment; 

2. foster new, public digital networks through 
Connecting Europe Facility loans; 

3. launch the Grand Coalition on Digital Skills and 
Jobs; 

4. propose an EU cyber-security strategy and 
directive; 

5. update the EU's copyright legal framework; 
6. accelerate cloud computing through public sector 

buying power; and 
7. launch a new electronics industrial strategy – an 

"Airbus of chips." 

The EU has estimated that full implementation of 
the DAE would increase European GDP by 5 per cent, or 
EUR 1,500 per person, over the next eight years. This 
growth would be achieved by increasing investment in 
ICTs, improving “eSkills” levels in the labour force, 
enabling public sector innovation, and reforming the 
framework conditions for the Internet economy. EU has 
estimated that up to 1 million digital jobs risk going 
unfilled by 2015 without pan-European action. 
Conversely, 1.2 million jobs could be created through 
infrastructure construction. This would translate into 
3.8 million new jobs throughout the economy in the 
long term. 

Not all regional organizations have the same au-
thority over member states that the EU wields. The 
African Union (AU) has some influence over its 54 
member states, but other groups, such as the 22-
member Arab League, lack enforcement mechanisms 
such as a judicial court. However, the discussions held 
at the Arab League’s Permanent Committee for ICT are 
important in influencing and harmonizing public policy 
in the region. The 32nd meeting of that body, held in 
Doha in March 2013, covered numerous subjects of 
common interest, including the Arab Dialogue on 
Internet Governance (ArabDIG) Initiative, the Arabic 
Top-Level Domains Project and the Arab Internet 
Network Linkage Project. Discussions focused on 
policies and actions to enrich the production and usage 
of Arabic content – written, auditory and visual – on the 
Internet, as well as making that content more accessi-
ble via fixed and mobile devices. The overall goal is to 
support sustainable development of an Arab 
knowledge society while maintaining the region’s Arab, 
Islamic identity.  

http://ec.europa.eu/digital-agenda/about-our-goals
http://ec.europa.eu/digital-agenda/en/scoreboard
http://ec.europa.eu/digital-agenda/news-redirect/9309
http://ec.europa.eu/digital-agenda/news-redirect/9309
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Similarly, the Asia-Pacific Telecommunity Regulato-
ry Forum26 (APTRF) helps APT’s 32 member states 
establish policies and action plans for ICTs by bringing 
together policy-makers and regulators from the region 
for dialogue on common issues. In the western 
hemisphere, the Summits of the Americas are institu-
tionalized gatherings of 25 heads of state and 
government. Leaders discuss common policy issues, 
affirm shared values and commit to concerted actions 
at the national and regional levels to address continu-
ing and new challenges in the Americas. One common 
issue being actively debated is cooperation in introduc-
ing common legislation to deal with cyber-crime.27  

2.3.3  Public opinion 

Government policy-making is largely driven by 
public opinion. For example, public opinion has forced 
governments to step in to regulate harassing sales and 
marketing techniques that employ SMS and automatic 
outbound dialing. Such regulatory efforts include “Do-
not call” 28  laws and registries enacted by many 
jurisdictions in the United States, for example. 

The Internet Society29 (ISOC) fosters an environ-
ment for international cooperation, community, and 
multi-stakeholder development of the Internet. ISOC’s 
work is authoritative and will impact government 
policy. Further, there is a growing number of people 
and institutions involved in Community Informatics (CI), 
which is primarily concerned with improving the 
wellbeing of people and their communities through 
more effective use of ICTs.  CI is an academic cross-
discipline related to a variety of fields, including 
information systems, computer science, planning, 
development studies, and library science. It involves 
people across many disciplines who are interested in 
using ICTs for different forms of community action, as 
distinct from purely academic study or research about 
ICT effects. This communitarian approach is interna-
tional and informs a growing mass of public opinion, 
which likely will influence government policy greatly 
over time. 

2.3.4  Public policy formation 

Recognizing the social and economic benefits being 
brought about by high-speed communication networks, 
governments are increasingly viewing broadband 
Internet access as a right, not a luxury, and are 
developing national ICT and broadband policies. 
According to a report from the Organization for 
Economic Cooperation and Development (OECD),30 
countries with high broadband penetration rates have 

typically established national broadband policies. The 
report enumerates the top eight overall ICT policy 
priority areas in most plans: 

• broadband networks, 
• ICT skills and employment, 
• online government services, 
• security of information systems and networks, 
• research and development (R&D) programmes, 
• technology diffusion to business, 
• electronic settlement/payment systems, and  

digital content. 

In 2010, the Pacific Islands Forum Secretariat (PIFS), 
in collaboration with the Secretariat of the Pacific 
Islands Applied Geoscience Commission (SOPAC) and 
the Secretariat of the Pacific Community (SPC), 
commissioned a review of digital strategy, resulting 
in a framework for action for ICT development in the 
Pacific.31  This has become the main input into govern-
ment policies in the region. 

Elsewhere, the Ghana National Telecoms Policy32 
includes an overarching objective to have a “fully open, 
private and competitive market for telecommunica-
tions services.”  This would imply that there would be 
no constraints on the number of providers. The Malta 
Communications Policy, however, includes in its 
objectives “an adequate number of General Interest 
Objectives (GIO) broadcasters, balanced against 
minimal distortion of market mechanisms” implying the 
number of operators might be constrained. 

Regarding radio-frequency spectrum, one of the 
policy goals of the United States, for example, is to best 
utilize this limited resource in such a way that will bring 
about the "highest and best use”33 – without specifying 
what that use might be. Conversely, in South Africa,34 
“A primary object of broadcasting policy is to ensure 
public interest values of access, diversity, equality, 
independence and unity, as well as fundamental 
human rights contained in the Constitution.”  Addition-
al objectives include diversity, balanced reporting, 
promotion of national broadcasters’ programmes, and 
distribution of public notices.  

The Kenyan government, meanwhile, has under-
scored universal access to ICTs as a major objective of 
its Vision 2030 plan – Kenya’s economic blueprint 
aimed at propelling the country into middle-income 
status. The Seychelles National ICT Policy35 articulates 
an  ICT Policy Vision and Mission Statement.  These are 
just a few examples of governments developing ICT 
Policies. 

http://en.wikipedia.org/wiki/Information_Science
http://en.wikipedia.org/wiki/Information_Systems
http://en.wikipedia.org/wiki/Computer_Science
http://en.wikipedia.org/wiki/Planning
http://en.wikipedia.org/wiki/Development_Studies
http://en.wikipedia.org/wiki/Library_Science
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2.4  The evolving role of 
regulators 

This section reviews the impact on regulators of the 
evolving telecommunication environment and changing 
public policy, as described in the previous sections. The 
trend of technology convergence and the changing face 
of competition, with new entrants, mergers and 
acquisitions, are directly affecting the role of regulators 
around the world. Section 2.5 then will focus on the key 
elements, going forward, that are having a profound 
effect on fourth-generation regulations and regulators. 

2.4.1  Competition and services 

More than 161 countries had established inde-
pendent regulatory agencies by mid-2013, while 
liberalization of telecommunication and ICT markets 
continued. Competition is now the norm in most ICT 
markets throughout the world. The range of new 
services now offered over broadband networks, 
however, is requiring regulators to work closely with 
different interest groups and authorities. These new 
services are raising basic questions about how they 
should be regulated:  Can old models be applied or is a 
new approach needed? 

In this evolving network environment, a progres-
sive policy framework to oversee the physical 
infrastructure is absolutely necessary, but it is not 
sufficient by itself. Networks are ultimately set up to 
deliver services, and regulators have to face the 
challenges that these new services and applications 
bring. In theory, regulators should be transitioning from 
ex ante to ex post regulation36 and more reliance on 
general competition law and regulation. However, 
many markets are undergoing consolidation, resulting 
in two or even one fixed infrastructure operator and a 
reduced number of mobile network providers. Mobile 
network operators, which have always been subject to 
competition in most markets, are now offering serious 
challenges to the fixed providers – to the extent that 
they now dominate most call-origination markets. So, 
regulators need to base their approaches on sound 
competition principles and assessments of their 
markets. This will allow them to act flexibly enough to 
cope with the changing fortunes of different market 
players. 

ITU’s Global Symposium for Regulators (GSR) has 
established Ten Best Practice Guidelines for Enabling 
Open Access.37 The list recommends regulation that will 

set the right balance between service competition and 
infrastructure competition. This includes ensuring equal 
and non-discriminatory access to networks and 
alleviating potential bottlenecks. 

Creating an environment that gives consumers a 
choice of services and providers has been a fundamen-
tal function of regulators. In a competitive digital 
environment, with more and more broadband services, 
the challenge becomes ensuring that everyone has 
access to those services. In remote rural areas, 
circumstances such as low population density, distance 
from urban and backbone networks, and challenging 
terrain and climate can make it uneconomical to build 
competitive network infrastructure. In such cases, the 
focus may shift to competitive provision of services, 
including from OTT providers. Choice among OTT 
services can be maintained by ensuring network 
neutrality. However, operators often fight hard against 
regulations that require them to provide access to their 
networks.  

In spite of regulatory requirements, established 
operators have often used interconnection, roaming, 
infrastructure sharing and network access issues to 
inhibit competition or maintain a competitive ad-
vantage and higher prices. Regulators have been 
challenged by many of these issues, resulting in delays 
in building truly competitive markets. In many cases, 
regulators have forced infrastructure sharing, but often 
just at a passive level, such as mast or duct sharing. 
Where a structurally separate broadband network is 
made available to all operators on wholesale terms, 
however, full infrastructure-sharing can be achieved. 

Regulators and incumbent operators alike can face 
challenges when a global operator enters their market. 
Global operators have cost and strategic advantages 
over local incumbents that can help them considerably 
in gaining market power. Global players can afford to 
field highly qualified regulatory lawyers and support 
staffs to confront and bedevil the regulator. Moreover, 
they can use profits from one country to cross-subsidize 
offerings in another, undercutting prices, rapidly 
increasing market share and dominating the subsidized 
market. Retail cross-subsidies can be generated both 
from overseas markets and from highly profitable (and 
lightly regulated) mobile calling termination rates. The 
result can increase the level of mobile-to-fixed or fixed-
to-mobile substitution (depending upon which market 
segment is being subsidized). Moreover, operators can 
use internal accounting to establish favourable financial 
advantages for subsidiary companies. Often, the global 
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parent company provides support or common services 
to the local subsidiary for free. Capital equipment may 
be purchased through central contracts, with volume 
discounts provided to subsidiaries but not open to rival 
local incumbent operators. 

On the other hand, regionalization and globaliza-
tion can bring many advantages in terms of cutting 
costs and introducing new services. Regulators have to 
respond when operators exploit the rules to their own 
advantage and threaten to distort markets. However, 
regulators should ensure they do not block investment 
and change unduly in an effort to protect national 
incumbents. The key is to support market-driven 
advances in technology and business practices, while 
ensuring that anti-competitive activities are prevented. 
Production of “codes of practice” or “guidelines” on 
what regulators deem to be anti-competitive can assist 
operators. The code of practice for competition in 
telecommunication services adopted by the Infocomm 
Development Authority (IDA) of Singapore38 is repre-
sentative of many such codes. It aims to: 

• promote the efficiency and competitiveness of the 
information and communication industry; 

• ensure that telecommunication services are 
reasonably accessible to all people, and are sup-
plied as efficiently and economically as practicable 
– at performance standards that meet social, indus-
trial and commercial requirements;  

• promote and maintain fair and efficient market 
conduct and effective competition;  

• promote the effective participation of all sectors of 
the information and communication industry;  

• encourage, facilitate and promote industry self-
regulation; and 

• promote investment, development and expansion 
of the industry. 

Many competition policy issues center on the rela-
tionship between dominant and non-dominant market 
players, including content providers. The regulator has 
a role to play in the application of competition policy, 
including merger control. 

2.4.2  Net neutrality 

The question of whether action is needed to en-
sure unfettered access to the Internet is still being 
debated and challenged. The move to require Internet 
network operators to ensure equal access and non-
discriminatory treatment is referred to as net neutrality. 
While there is no single, universally accepted definition 

of the term, most agree that it should include the 
general principles that (1) network owners that provide 
access to the Internet should not restrict how consum-
ers lawfully use that network, and (2) operators should 
not be able to discriminate against unaffiliated OTT or 
content providers that seek access to their networks. 

The U.S. Federal Communications Commission, for 
example, has generated net neutrality rules through its 
Open Internet Order.39  There is still a debate in the 
United States, however, about whether more specific 
regulatory guidelines are required to protect the 
marketplace from potential abuses. Some argue that 
existing laws on competitive behaviour are sufficient. 
The US Congress (i.e., the national legislature) is 
debating net neutrality; meanwhile, operator Verizon 
has challenged the FCC’s rules in a federal appeals 
court. 

ITU’s Trends in Telecommunications Reform 2013 
addresses (in Chapter 2) a key question in the net 
neutrality debate:  What type of traffic management is 
acceptable during peak traffic times?  What should not 
be acceptable is for an operator to allow only its own 
services to be offered, while limiting those of compet-
ing service providers.  

2.4.3  Licensing and authorizations 

In the early days of liberalization, second-
generation regulators focused on creating competition 
in different market segments by separately licensing 
mobile, fixed , Internet and international services. 
Third-generation regulation moved to unified licences, 
pioneered by Singapore, Australia, Nigeria, Kenya, Egypt 
and a number of EU countries. Technical advances and 
the pursuit of IMT standards allowed different wireless 
transmission technologies to be used in the same 
frequency bands. As a result, unified licensing has 
allowed any company wishing to provide telecommuni-
cation services to do so using any technology and 
offering any type of service, whether it is fixed, mobile, 
data, or Internet. The unified licence still includes, 
however, requirements for consumer protection, 
quality of service, coverage, interconnection, competi-
tive behaviour and lawful interception.  

In some countries, there have been issues with the 
introduction of unified licences. These have concerned 
such matters as licence fees (for example, in India) or 
efforts by incumbents to delay competition. Leaving 
such issues aside, a technology-neutral approach is 
often needed to support sound and sustainable 
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competition, and unified licensing is one such ap-
proach. One example is the “general authorization 
scheme” developed by OFCOM in the United King-
dom.40 This approach also has been set out in the EU’s 
directive on authorization of electronic communica-
tions networks and services.41 

The core innovation is the replacement of indivi-
dual licences with general authorizations, while 
another regulatory framework still exists for use of 
frequencies and numbers. In other words, the operator 
might be required to submit a notification to regulatory 
authorities, but it may not be required to obtain an 
explicit decision authorizing it to offer service. There is 
a clear distinction, however, between operating under a 
general authorization and having a right to use scarce 
resources such as radio frequencies and numbers. 
Broadcasting or content production and distribution 
could be subject to a similar approach. 

2.4.4  Interconnection 

Dealing with interconnection, as well as rates for 
fixed and mobile termination, has always been a time-
consuming and resource-intensive task for regulators. 
Interconnection barriers have been a major tool in the 
armoury of incumbent operators in slowing down the 
launch of new entrants’ services. Apart from transit 
operators, interconnection must not be seen as a 
source of profit but rather a reciprocal arrangement 
between licensed operators that need to terminate 
calls for each other’s customers.  

Interconnection issues will continue to be a signifi-
cant challenge to regulators, who need appropriate 
powers to ensure that interconnection rates reflect 
costs in order to support sustainable competition. With 
IP networks, there is an opportunity to simplify 
interconnection rates using either “sender-keeps-all” or 
a single, low rate based on an efficient IP network. With 
converged networks, there is a progressive blurring of 
boundaries between the content and voice worlds. 

2.4.3  Institutional efficiencies 

Regulators need appropriate regulatory powers 
and tools to fulfil their mandates efficiently and without 
undue political and market influence. Their actions 
should be based on the principles of accountability, 
transparency, stability and predictability. Like any 
organization, a regulatory agency requires a clear vision 
and strong leadership. Governments can help by 
establishing clear ICT policies for the regulator to 

implement; the lack of a clear legal framework will 
impact a regulator’s ability to work effectively. One 
positive example is the Australian Communications and 
Media Authority (ACMA), whose chairman set a goal to 
be the “world’s best” converged regulator. The 
Australian Government established a clear ICT policy, 
which resulted in the converged regulator. 

The regulatory agency has to be appropriately 
staffed to cope with a diverse set of services and 
dynamically changing markets. Benefits can be derived 
from keeping the regulatory team as small as possible, 
staffed with very highly qualified individuals, and strong 
in its approach to solving problems and managing 
projects. Such individuals should be paid at a competi-
tive level, commensurate with the ICT sector they are 
regulating. To maintain flexibility with varying work-
loads, advances in technology, and changes in public 
policy, staffs need effective processes to obtain outside 
expert support. The experts required at any one time 
will be dictated by the issue being addressed. Experts 
should not generally be asked to write reports but 
rather to prepare the draft text – i.e. to be result-
driven. The result could, for example, be a regulation, 
regulatory decision, guideline or consultation docu-
ment. Such an approach radically reduces the overhead 
costs of the regulatory agency and enables the 
regulators to be nimble, evolve with the times, and 
avoid excessive redundancy and capital costs. 

Traditionally, different regulatory authorities have 
been involved in regulating different aspects of what is 
now becoming the digital ecosystem, covering such 
aspects as: 

• promoting and maintaining fair competition; 
• ensuring consumer protection; 
• spectrum management; 
• news media; 
• advertising; 
• telecommunications; 
• television and radio broadcasting; 
• information rights; 
• postal services;  
• electricity and water utilities; and 
• financial regulation. 

Convergence of services is driving regulatory re-
quirements and oversight to converge, as well. There 
has been a growing trend to merge separate regulatory 
bodies. ITU defines a converged regulator as one that 
oversees some or all of these sectors:  telecommunica-
tions, spectrum matters, Information technologies, 
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broadcasting and in some instances, electronic content. 
The objective of such mergers generally is to increase 
the efficiency of regulation and to achieve policy 
objectives. Increasingly, there is a need to harmonize 
regulations across different communications sectors, in 
order to support efficiency, fairness and clarity for 
service providers and the general public. Such conver-
gence should also help to reduce administrative costs. 

Different countries have taken different positions 
concerning which authorities are to be merged. The 
Australian Government reviewed all of the arguments 
for convergence of regulation, issuing a report in April 
2012.42  It recommended that the Australian Communi-
cations and Media Authority (ACMA) be replaced with 
a new regulator, suggesting that ACMA was not 
independent enough. The government review conclud-
ed that there are three areas where regulatory 
intervention is justified:  media ownership, media 
content standards, and ensuring Australian and local 
content. However, the recommendation was met with 
hostility from the industry, which largely dismissed the 
report’s findings as unnecessary. Certainly, some of the 
debate sprang from vested interests in particular media 
segments.  

The Communications Authority in Hong Kong, Chi-
na43 was created in April 2012 from the merger of the 
broadcasting and telecommunication regulatory 
authorities. It is a unified regulatory body overseeing 
the converging telecommunication and broadcasting 
sectors. The Office of the Communications Authority44 
supports the Communications Authority in fulfilling its 
vision that Hong Kong, China, has the world-class 
communications services it needs to meet the chal-
lenges of the Information Age. 

As a converged regulator, the Korean Communica-
tions Commission (KCC)45 has overseen one of the most 
impressive developments of a nationwide broadband 
network on the national level. The Republic of Korea has 
ranked first among OECD countries for wireless broadband 
penetration since 2010. KCC also has established a Global 
Cyber Security Centre supported by the World Bank. 
KCC has maintained that institutional convergence has 
helped accelerate economic and market development 
because it led to a review and update of plans and 
regulations for: 

• promotion of convergence industries; 
• authorization of cross-ownership of diverse media; 
• reduced restrictions on broadcasting business 

ownership; 
• introduction of new businesses; 
• early facilitation of Internet multimedia TV (IPTV); 
• strengthening content in an era of multimedia and 

multichannel services; 
• switching over to full-scale digital broadcasting; 
• entering overseas broadcasting markets; and 
• advancing network technology, including gigabit 

Internet service. 

Some countries, meanwhile, have chosen not to 
have a specific sector regulator but rather focus on 
competition aspects of all sectors. One example is the 
Commerce Commission, 46  which is New Zealand's 
primary competition regulatory agency. It includes a 
telecommunication commissioner responsible for 
sector-specific matters. In the Bahamas, the Public 
Utilities Commission and the Television Regulatory 
Authority were combined to oversee electronic 
communications, including broadcasting and cable TV. 
The resulting Utilities Regulation and Competition 
Authority URCA further combined the role of a 
competition authority and a communications authority 
in a single agency.  

Which industries can benefit from a merger of re-
gulatory authorities will depend on the degree of 
potential substitution of services. It is clear that in the 
ICT industry, broadband networks enable substitution 
of such communications services as:  

• postal/mail services and email, 
• fixed and mobile voice services 
• Satellite, cable and Internet video/TV services, 
• Internet TV and over-the-air broadcast TV, 
• Internet radio and broadcast radio, 
• Printed newspapers and Internet news websites. 

To a certain extent, the argument over whether or 
not sector-specific regulators should converge depends 
upon the market conditions, such as:  maturity of the 
local content market, broadband penetration in the 
market, the size of market and the degree of expertise 
and specialized knowledge available to form regulatory 
staffs. Whether consumer protection and competition  
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is regulated separately from economic regulation of the 
ICT sector is possibly less of a concern if effective 
dialogue and procedures are established. 

2.4.4  Summary of duties 

The InfoDev ICT regulatory tool kit47 provides a 
useful summary of telecommunication regulatory 
duties. A more detailed example of the traditional roles 
of a national regulatory authority is spelled out in 
Directive 2002/21/EC of the European Parliament and 
of the Council (7 March 2002) (See Box 2.1). This 
document articulates a common regulatory framework 
for electronic communications networks and services. 
48  The “Framework Directive,” as it is known, forms 
part of a “Telecommunications Package” that sets out 
the regulatory framework for telecommunications that 
will make the electronic communications sector more 
competitive. To take into account the changing 
environment, the Framework Directive was amended in 

2009 by two directives:  one on “better law-making” 
and one addressing “citizens' rights.”  Regionalization of 
regulation was further strengthened by Regulation (EC) 
No 1211/2009 of the European Parliament and of the 
Council (25 November 2009) establishing a group 
known as the Body of European Regulators for 
Electronic Communications (BEREC49). 

The regional ICT framework set out by the EU is a 
good example of a response to the convergence of 
technologies and the need for horizontal regulation of 
all infrastructures. The EU framework is no longer 
limited to telecommunication networks and services 
but covers all electronic communications. The content 
of services delivered over electronic communications 
networks, such as broadcasting content or financial 
services, is excluded, as is oversight of telecommunica-
tion terminal equipment to facilitate access for disabled 
users. 

 

Box 2.1: The EC Framework Directive 

Member state governments should ensure that national regulatory authorities (NRAs): 
• Have independence from all organizations providing electronic communication networks, equipment or services.  
• Provide a right of appeal allowing any user or provider of electronic communication networks or services the right to 

appeal to an independent appeal body in the event of any disputes. 
• Demonstrate impartiality and transparency in exercising their powers, and ensure arrangements for public consulta-

tion of the interested parties before implementing measures that could have a significant impact on the market. 
• Consolidate the internal market. The NRAs, the Commission and BEREC must cooperate to determine the instru-

ments, as well as the most appropriate solutions, to deal with any situation that may arise within the internal 
market for electronic communications. In certain cases, the Commission has the power to refuse measures pro-
posed by the NRAs. 

NRAs should promote competition in the provision of electronic communication networks and services, through: 
• ensuring that users derive maximum benefit in terms of choice, price and quality; and 
• encouraging efficient use and management of radio frequencies and numbering resources. 

NRAs must also contribute to development of the internal market, in particular, by: 
• encouraging the establishment and development of trans-European networks and the interoperability of pan-

European services; and 
• cooperating with each other and with the European Commission to ensure the development of consistent regulato-

ry practices and application of the new regulatory framework for the telecommunications sector. 
NRAS should also promote European public interests by: 

• ensuring that all citizens have access to universal service, as specified in the “Universal Service Directive”; 
• ensuring the availability of simple and inexpensive dispute resolution procedures; and 

contributing to ensuring a high level of protection of personal data and privacy (according to the “Privacy and Electronic 
Communications Directive”). 
 

Source: EU, europa legislation 

 

 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0021:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32009L0140:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32009L0136:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32009R1211:EN:NOT
http://europa.eu/legislation_summaries/information_society/legislative_framework/l24108h_en.htm
http://europa.eu/legislation_summaries/information_society/legislative_framework/l24120_en.htm
http://europa.eu/legislation_summaries/information_society/legislative_framework/l24120_en.htm
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Price regulation50 is still one of the most common 
functions of regulators. There is a trend, however, to let 
competitive forces work and maintain only regulations 
concerning anti-competitive behaviour, such as abuse 
of market power through pricing strategies designed to 
disadvantage rival service providers.  

2.5  Fourth-generation  
regulation 

The evolution of the fourth-generation regulator’s 
role can be viewed as a necessary response to several 
critical issues arising out of the changing environment. 
These issues, as depicted on Figure 2.4, stem largely 
from economic and social development realities and 
objectives set by government policy-makers. To be 
clear, these issues should be seen as additions to the 
more traditional tasks of regulators, which should 
progressively become less important with the maturing 
of a competitive market place. 

2.5.1  Universal access to broadband networks 

What will not change, however, is the fact that 
operators in a competitive environment will not 
willingly serve communities in areas where it does not 
make economic sense to do so. Further, competitive 

operators often focus on new customers and growing 
market share, rather than on retaining existing 
customers.  

The key challenge for governments and regulators, 
then, is to encourage the private sector to cover as 
large a percentage of the population as possible, 
leaving only the smallest number of people to be 
connected using financial subsidies. The fourth-
generation regulator has a major role to play in this, 
working with a wide range of interest groups to ensure 
universal broadband connectivity to the Internet. In 
urban and developed countries, this should be on a 
universal service basis (i.e., striving to make sure every 
individual person or household has broadband service). 
In rural communities and developing countries, the 
policy goal is more likely to be universal access (i.e., 
ensuring that each individual has access to broadband 
service somewhere in the community). 

ITU’s GSR 11 Best Practice Guidelines covered regu-
latory approaches for advancing broadband networks, 
encouraging innovation and extending digital literacy to 
enable full inclusion in a broadband world.51 Included 
were potential funding mechanisms to foster public 
and private investment in broadband infrastructure. 
Key aspects of the guidelines were the need to find 
investment incentives and the need for coordination 
with stakeholders at local, national and international 
levels.  

 
Figure 2.4:  The Evolving Role of Regulators 
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Government and public services are generally the 
largest employers and spenders on communication 
services. A sound ICT policy should include using online 
provision of public services as leverage to create the 
kind of digital ecosystem that will boost private sector 
investment. This assumes that public services will 
largely be run over public (or commercial) communica-
tions services – not using a government-owned private 
network. 

The regulator in Vanuatu took an innovative ap-
proach to investigate the provision of broadband 
Internet and ICT services to a remote island community, 
using a universal access fund (UAF) to start a broad-
band pilot project in the community. Vanuatu’s 
government had demonstrated initial leadership in 
liberalizing the telecommunication market and 
establishing a universal access policy and UAF. 

The key to success is adopting policies that include 
broadband infrastructure and ICTs. Then there has to 
be effective programme management involving all 
stakeholders, including an ICT steering committee 
supported by licensees that exhibit the tenets of sound 
corporate social responsibility. Government can take 
the lead in creating demand by budgeting for Internet 
connections to each school and healthcare centre. 
Generally, such a strategy can foster the progressive 
development of applications that boost government 
effectiveness and efficiency. To fully roll out “eGo-
vernment” services, however, everyone must have 
Internet access.  

In the case of Vanuatu, the regulatory agency 
worked with different government departments to 
support the delivery of better health and education 
services. Regulators concluded that in order to succeed 
in achieving “ICT for all,” there had to be collaboration 
and major community involvement supported by 
demand-driven incentives. Vanuatu is an example of a 
small Island development state (SIDS) that aims to 
overcome the hurdles of distance, low population 
density and low GDP by having: 

• a clear policy; 
• orchestrated strategic actions; 
• coordinated efforts to promote demand; 
• consolidation of international traffic; 
• strategic use of modern satellite services; 
• public-private partnerships in submarine cables 

investment; and 
• awareness of the benefits of being connected. 

Governments recognize the importance of having 
all of society connected by broadband communica-
tions, avoiding creation or exacerbation of a “digital 
divide.”  Government broadband/ICT policies have 
included various strategies to encourage the installation 
of new broadband infrastructure. The schemes can be 
categorized follows: 

• licence-based obligations; 
• provision of grants on a competitive basis, repre-

senting the evolution of traditional universal access 
programmes; and 

• creation of new, broadband, optical fibre-based 
and state-run networks. 

Licence obligations have been used commonly to 
ensure coverage of rural areas and network build-outs 
by mobile operators. To date, however, they are not 
usually implemented for ensuring broadband rollout. 
Universal service funds, where they exist, have 
commonly been focused on the provision of basic voice 
services. Increasingly, though, public policy is requiring 
universal accessibility to converged services in order to 
achieve digital inclusion and a fully functioning digital 
ecosystem. Fourth-generation regulators likely will be 
involved with different funding mechanisms, licensing 
incentives, spectrum allocation and assignment 
strategies, quality-of-service and infrastructure 
accessibility issues – all designed to encourage 
investment in broadband networks and take-up of ICT 
services over those networks. 

Investment in infrastructure can be encouraged 
through policy and regulatory incentives, which can be 
monetary (such as the elimination or discount of 
Licence fees or taxes) or non-financial (such as alloca-
tion of additional spectrum once quality or coverage 
targets are achieved). If a fund is established, conside-
ration should be given to reviewing the terms of 
funding, in order not to distort the market while 
stimulating demand for ICT services. The burden of 
supporting any funding subsidy needs to be spread 
among the widest number of stakeholders possible. In 
a developed nation, this can be achieved through 
taxation or industry levy, or the government itself can 
provide the subsidy. On the other hand, in least-
developed countries there is often not an effective tax 
collection mechanism, so subsidies may have to come 
from development funds, charities and the ICT sector 
itself. Subsidies can be applied either to operators 
(the typical mode for most UAFs) or directly to 
the consumer. 
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Where private-sector investment and the use of 
UAFs fall short, there is an emerging trend for the state 
to become more interventionist in providing some 
telecommunication infrastructure. This is a reversal of 
the move towards total privatization of the sector.  
Australia, for example, has established the Department 
of Broadband Communications and Digital Economy52 
(DBCDE) to oversee the development of its National 
Broadband Network (NBN). NBN is a next-generation 
broadband network designed to provide faster, more 
reliable broadband access to all Australian homes and 
businesses through a mix of three technologies: optic 
fibre, fixed wireless and next-generation satellite. 

The DBCDE has set a target to provide NBN access 
to 93 per cent of Australian homes through optic fibre 
lines to the premises. These lines will be capable of 
providing broadband speeds of up to 1 gigabit per 
second (Gbit/s). The remaining 7 per cent of premises 
will have access to the NBN through next-generation 
fixed wireless and satellite technologies, providing peak 
speeds of up to 25 megabits per second (Mbit/s). The 
government has established NBN Co Limited (NBN Co) 
to design, build and roll out the network. The NBN will 
be Australia’s first national, open access, high-speed 
broadband network to sell wholesale services to 
service providers. More than 30 providers were 
reported to be delivering competitive services to 
customers over the NBN in mid-2013. 

The United Kingdom has taken a different ap-
proach. It functionally separated British Telecom’s 
access network from its retail service operations. The 
goal was to enable BT to act in a non-discriminatory 
way in providing wholesale services over its copper and 
optical network. Further, the government established 
an Urban Broadband Fund (UBF) managed by the 
Department for Culture, Media and Sport (DCMS). The 
objective is to stimulate private-sector investment to 
achieve a transformation in the UK broadband 
market by 2015. The UK government announced in 
December 2012 that 12 cities would be allocated UBF 
funding for broadband network projects, adding to the 
ten cities that were awarded funds in the previous 
year’s budget. When governments decide to have 
direct involvement in operating infrastructure, regula-
tors can encounter issues if there is no clear separation 
between policy-making and network operations. If 
conflicts of interest occur, they can breed poor 
decision-making and friction between regulators and 
government officials. 

The Pacific Telecommunications Council, mean-
while, carried out a broadband infrastructure study in 
Fiji.53 The results indicated that without government 
subsidization and financial incentives, rural fixed or 
mobile service would not be profitable for operators. In 
addition, local issues, such as a lack of electrical power 
or maintenance capability, also hamper infrastructure 
development. Yet, where rural coverage exists, the 
socio-economic benefits for communities are clearly 
positive (Samuel et al. 2005). Maintenance strategies 
should be considered in tandem with rural network 
deployment plans. These could include remote 
monitoring and the establishment of maintenance 
stations (Egyedi and Mehos, 2012). Lessons from Fiji 
that are generally applicable are: 

Societal: 
1. Community involvement is needed to build 

demand and ensure that services and needs are 
aligned (development of participatory practices 
and approaches). 

2. ICT training and education at all levels of society 
are needed to support usage, innovation and  
buy-in. 

3. Stakeholder representation and organization can 
help community development. 

Institutional:  
4. Independent telecom/ICT regulators should be 

strengthened 
5. Stakeholders should be organized, and plans 

should be implemented. 
6. Attention should be given to development of 

consultation processes. 
7. Mechanisms should be developed to effectively 

make use of skills and resources offered by exter-
nal organizations. 

Economic: 
8. Devote resources to measuring (gathering 

statistical data) and assessing for greater certainty 
in policy development and growth assessments. 

9. Target obvious sectors that need broadband and 
can support a national business model. 

Technological: 
10. Pursue evolutionary introduction of technology 

and multiple broadband technologies (i.e., build 
out in line with demand). 

Both the Fiji and Vanuatu experiences point to the 
need to involve the community and to generate 
demand rather than simply building networks. Further, 
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projects must be sustainable; remote connections to 
schools, health centres or tele-centres often fail once 
subsidies are withdrawn. Connectivity in a remote 
community must be supported by many community 
activities in order to be sustainable. Given that 56 per 
cent of the worldwide emerging market population 
lives in rural areas (Egyedi and Mehos, 2012), the issues 
and lessons concerning broadband access in rural Fiji 
have relevance for other markets, as well. 

2.5.2  Consumer protection 

Responding to consumer complaints is, and will 
remain, a major task for any regulator. To support 
market entry and fair competition, newly formed 
regulatory agencies have had to devote much of their 
attention to ensuring that networks are interconnected 
and that the incumbent operator does not abuse its 
dominant position. For their part, many new entrants 
have focused on competing and growing their custom-
er bases. Their customer service may not always be as 
effective, initially, as might be wished, and as a result, 
regulators often have found it necessary to deal with 
many consumer complaints. 

With convergence of services and the increased 
use of the Internet (especially using mobile devices), 
consumer protection activities are even more im-
portant than ever before. Many countries are adopting 
consumer protection regulations specifically designed 
for ICT customers; these may be enforced either by the 
ICT sector regulator and/or a designated consumer 
protection agency. The Australian Communications and 
Media Authority (ACMA), for example, has instituted 
measures to protect consumers’ interests in the 
Internet Age, investigating complaints about online 
content and gambling services. ACMA also has 
encouraged the development of codes of practice for 
ISPs and educated the public about Internet safety and 
privacy risks, particularly for children. 

Consumer associations and boards have been es-
tablished in various countries to focus on 
communication issues. In the United Kingdom, notable 
examples include the OFCOM Consumer Panel54 and 
the UK Communications Managers Association 
(CMA).55  Further examples can be found in Bahrain 
and Vanuatu, where regulators have established 
consumer and business advisory groups. In many 
countries, other entities promote consumer protection, 
including government organizations and self-regulating 
business associations and consumer protection 
agencies.  

ICT regulators should collaborate with any and all 
interested agencies in order to coordinate activities in 
the interest of consumers. Further, regulators need to 
ensure that operators make it clear to their customers 
that complaints can be brought to independent 
regulatory entities. Consumers need to know which 
regulatory entity to contact, based on the particular 
issue of concern. For example, if a customer has a 
complaint concerning a mobile financial or “ebanking” 
service, the complaint most likely should be submitted 
to the financial regulator (often, but not always, the 
nation’s central or reserve bank). Underpinning the 
consumer-protection system are agreements among 
regulators over the division of jurisdiction, as docu-
mented in a memorandum of understanding (MOU). 

In India, there are consumer-organized online initi-
atives such as “Consumer Tadka,” which is run by the 
online consumer forum Akosha. The objective of 
Consumer Tadka is to help people resolve disputes by 
allowing them to register their complaints online.56  
When a consumer files a complaint on the Consumer 
Tadka website, an executive calls the customer and 
helps them resolve their issue. Consumer Tadka also 
has produced Filing a Consumer Complaint – The No-
Nonsense Guide to help Indians through the complaint 
process.57  Consumer Tadka conducted a survey58 in 
2011 (See Box 2.2), and the results were not a good 
reflection on the operators, despite most telecommu-
nication companies’ indicating that they were tracking 
consumer satisfaction as a high-priority metric. The 
survey results, however, would likely be deemed typical 
in most counties around the world. 

Regulators should build strong relationships with 
consumer groups such as Akosha, even as they educate 
consumers on how (and with whom) they should file 
complaints. Regulators also should translate the 
knowledge they gain from responding to complaints 
into concrete actions to ensure that licensees properly 
address problems in a systematic way. That can lead to 
fewer consumer complaints and, hopefully, happier 
customers. Regulations also should ensure that 
operators are providing the appropriate consumer 
complaint procedures. Sometimes, regulations have 
been introduced – for example, concerning “do not 
disturb” (DND) prohibitions – yet there are still 
significant complaints. In such cases, regulators may 
need to consider conducting a public awareness 
campaign so that consumers will know how to obtain 
redress. 



 

Trends in Telecommunication Reform: Special Edition 31 

Chapter 2 

Along with the benefits of access to the Internet 
comes the negative side. Given the very nature of the 
Internet, and its openness and accessibility, some of 
undesirable elements of society have found ways to use 
the medium to commit fraud and other crimes. Gov-
ernments have responded by trying to protect 
vulnerable citizens – particularly children – through 
general laws. There is also an increasing amount of 
content control software (see Australia’s broadband 
comparison site for one definition).59 Filtering software 
controls permission levels that govern what a read-
er/viewer is able to access on the Internet. Such 
software is typically installed on a home computer, 
which has customized settings to suit filtering levels. 
The software can also be in the cloud and accessed 
through the customer’s Internet service provider. 
Common features include blocking specific websites, 
logging or monitoring actions, and image filtering that 
can be set over a large range of categories. Most 
popular content-control software is very easy to install 
and operate. 

Government involvement in any matters concern-
ing content control is sensitive, triggering concerns by 
freedom-of-speech activists. The UK government, for 

example, has supported consumers by providing 
information and advice on a dedicated website.60  
Additionally, regulators are working in cooperation with 
such groups as the Family Online Safety Institute 
(FOSI),61 which is an international, non-profit organiza-
tion working to make the online world safer for 
children. One example of FOSI working with a regulator 
comes from Bahrain, where a regional conference62 
was held involving regulators from the Arab Region, 
FOSI and many different stakeholders drawn from the 
educational and consumer-protection communities. 

Governments and regulators have worked together 
in the development of legislation such as the Children’s 
Internet Protection Act63 (CIPA), which was enacted by 
the US Congress in 2000 to address concerns about 
children’s access to obscene or harmful content over 
the Internet. CIPA imposes child-protection require-
ments on schools or libraries that receive discounts for 
Internet access or internal connections through the U.S. 
E-rate programme – a universal service programme 
that provides discounts for communications services 
provided to schools and libraries. The FCC issued rules 
implementing CIPA in 2001, and it updated those rules 
in 2011. 

Box 2.2:  Results of a Survey of Complaints by Indian Consumers 

Consumer Tadka’s survey found that consumer disputes are usually about one of the following issues: 
1. Fraudulent fair use policies – for example, claims that one operator’s meters were “deliberately” faulty. 
2. Overcharging/non-activation of plans – this involves activation of the wrong service plan (e.g. GPRS). One customer was 

able to get extra GPRS charges removed through negotiations with the mobile operator. 
3. Charging for unwanted value-added service (VAS) products – often, certain VAS services (like ringtones or mobile 

content) are automatically activated and charged to customers’ accounts. 
4. Wrong billing – although billing systems are automated, sometimes bills are obviously wrong (e.g. duplicate charges for 

the same call). 
5. Bad network coverage/call quality or dropped calls – this is a really rampant issue.  
6. Getting calls and SMSs despite DND activation – national Do Not Disturb (DND) registries are efforts to block unwanted 

advertising, commercial messages or spam. They mostly work, but not always – sometimes customers keep getting un-
wanted messages. Some complaints allege that the operators give out (or sell) mobile numbers to unaffiliated 
businesses, which use them to engage in aggressive marketing. 

7. Miscellaneous – These complaints range from failure to implement promised bill credits to rude behaviour from 
customer care personnel. 

Consumer Tadka’s summary of the results pointed to several key problems: 
8. The telecommunication industry’s high churn rate (i.e., the high number of new customers and account deactivations on 

a daily basis) may translate into lack of attention to any individual customer. 
9. The financial amounts involved in most consumer complaints are so small that it doesn’t make sense for most customers 

to take legal action – such as finding a lawyer and filing a complaint. 
The three-tiered self-regulatory system set up by operators – customer care assistants, then nodal officers, and then appellate 
authorities – takes a lot of time for customers to negotiate and is expensive for the operators, as well. 

Source: Tadka 
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Over one-third of young people have come into 
contact with online content that upsets or worries 
them, according to a report released to mark the UK 
Safer Internet Day 2013. Roughly 27 per cent of 
children aged seven to 11, and 41 per cent of teenagers 
(ages 11-19), have seen something online in the past 12 
months that they found hurtful or unpleasant. Exam-
ples included scary videos, pictures and chainmail, 
“rude” things and swearing, violent films or games. The 
survey also found that 31 per cent of 7-11s and 23 per 
cent of 11-19s cited gossip or mean comments online 
as something that stopped them from enjoying their 
time online. 

The explosion in content provision is a huge chal-
lenge to content regulation (how does the regulator 
screen everything?), which is made even more difficult 
because a large proportion of the content may 
originate in other jurisdictions. The most practical way 
forward for regulators may be to encourage providers 
to develop self- and co-regulation methods to deal with 
complaints from customers. This could even involve 
blocking and removing offensive material that incurred 
a threshold level of consumer complaints. The provi-
sion of customer-controlled filters, either in the cloud 
or on the customer’s PC, together with education on 
parental controls, remains a pragmatic approach. 

Concern over the privacy of communications has 
existed practically since the first telephone call was 
made by Alexander Graham Bell in 1876. In the digital 
ecosystem, 64  where everything and everyone is 
connected, the privacy of individual and corporate 
information is even more critical.  Privacy-protection 
strategies are constantly being developed to keep 
ahead of the criminals. Data-protection laws abound, 
but an offshore hacker is hard to reach, even when the 
perpetrator is identified.65   

The World Intellectual Property Association 66 
(WIPA) has reported that the ICT sector now incurs the 
largest number of intellectual property disputes. 
Copyright infringement, facilitated by broadband 
service, is increasingly drawing regulators into the 
middle of the copyright debate, particularly in the 
area of enforcement and Internet intermediary 
liability. ICT regulators are increasingly being viewed 
as the appropriate authorities to implement 
copyright protection rules that encourage invest-
ment and service innovation within the digital 
economy. Meanwhile, the growth of costly litigation 
is affecting the development of a competitive envi-

ronment and the eventual prices of products and 
services.  

2.5.3  Spectrum management 

With the rapid growth of mobile services has come 
demand for ever-increasing spectrum bandwidth. This 
has put pressure on other sectors, such as broadcast-
ing, where analogue systems are now seen as 
inefficient uses of scarce spectrum. Digitization of TV 
transmission has made it easier to argue for consolida-
tion of TV broadcast spectrum to make way for mobile 
services (i.e., the so-called Digital Dividend).67 

In its 2013 edition of Trends, ITU highlighted the 
importance of allocating spectrum in an effective 
manner in order to meet the growing demands for 
broadband wireless access.68  In years past, a primary 
objective of spectrum management (although often 
somewhat thinly veiled) was to maximize revenues to 
the regulatory agency or the national treasury. This 
overriding pre-occupation has been overtaken by a 
longer view and a more strategic approach. Govern-
ments are increasingly aware that allowing the private 
sector to invest in ICT networks – with the resulting 
growth of ICT services – positively impacts GDP growth 
in the entire economy. Gains in revenues from income 
taxes, value-added taxes and profit taxes, all of which 
accrue over the long haul, are now seen as more 
important than revenues from spectrum auctions or 
mobile licensing fees. 

Moreover, the approach regulators take to spec-
trum allocation and assignment for broadband 
communications has a direct impact on competition, 
costs and rollout speed. Spectrum should be allocated 
to maximize its use for the best economic and social 
outcomes. Where there is competition for spectrum 
access, then auctions should be designed to achieve 
this optimal usage. Operators should be induced to 
drive for efficiency and to maximize quality. 

One option for fourth-generation regulators may 
be to treat spectrum as a wholesale commodity, in 
effect charging a rent for its use but not requiring 
operators to lay out considerable capital expenditures 
to “buy” licences. In effect, this would move spectrum 
from a capital expenditure (CapEx) to an operational 
expenditure (OpEx) and off the balance sheet – 
reserving operators’ capital for infrastructure invest-
ment. Such a move would financially assist operators, 
enabling them to roll-out new infrastructure and 
allowing them to provide lower-cost services to 
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consumers. If operators were not effectively using the 
spectrum, then they would lose the right to use it. 

OFCOM’s recent 4G spectrum auction in the United 
Kingdom was an attempt to balance the differing 
interests in the 800 MHz and 2 100 MHz spectrum 
between the provision of broadband services for indoor 
and outdoor use, in rural and urban areas. OFCOM 
attached rollout requirements to support its social goal 
of extending broadband connectivity to all. 

In addition to policy issues, fourth-generation regu-
lators may also have institutional issues to sort out. 
Often, spectrum management has been handled by an 
agency or department that is separate from the 
telecommunication sector regulator – or by multiple 
authorities. As competition has developed for spectrum 
usage, it has pitted commercial interests against 
governmental (often military) uses. A converged 
regulatory agency, with the appropriate legal mandate, 
can fill an important coordinating role between the 
commercial and non-commercial sectors. 

2.5.4  Cooperation and collaboration 

Regulators have a key role to play in coordinating 
with other agencies – for example, with law enforce-
ment agencies in protecting privacy of information or 
enabling lawful interception or tracing. In the con-
verged digital ecosystem, everything and everyone is 
interconnected in one way or another. Standards and 
operational procedures are required to enable such a 
system to function. Regulators need a commonality of 
approach, and they need forums where communities 
of interest can work together at a local, national, 
regional and international level. The fourth-generation 
ICT regulator can play a key, facilitating role in such 
forums. 

Each country has its own legislation and enforce-
ment agencies to confront illegal activities. But the 
Internet means that criminal behaviour can transcend 
legal jurisdictions. International agreements do attempt 
to deal with this, but they are not necessarily as 
effective as authorities might wish. Online crime 
includes such activities as hacking, spreading software 

viruses, pirating software, illegal trading, fraud, scams, 
money laundering, smuggling prescription drugs, 
defamation (slander or libel), cyber-stalking and cyber-
terrorism. Regulators have an important role to play in 
working with International crime-prevention agencies 
to tackle criminal activities over the Internet. 

With the growth in ICT products comes growth in 
“eWaste.”  Regulators should collaborate with environ-
mental agencies on this important issue and, where 
necessary, support operators and consumers as they 
work to address eWaste issues.  

On a global level, ITU’s Telecommunication Deve-
lopment Bureau (BDT) has worked to help ICT 
regulators share information on a range of sector-
related regulatory issues. One of the key forums for 
information exchange is ITU-D’s Global Symposium for 
Regulators (GSR).69  The first GSR was held in 2000 in 
Geneva, marking the first time that ITU had organized 
an event just for national communication regulators 
and policy-makers. It also underlined the global trend 
of countries’ establishing independent regulatory 
authorities for the ICT/telecommunication sector. 
There were only 14 such regulatory agencies in 1990, 
86 in 1998 and 124 in 2002. As of mid-2013, there were 
161 countries with independent regulatory bodies. 

Meanwhile, in various regions, international groups 
or associations have been formed among regulators to 
help with capacity-building and exchange of infor-
mation and experiences. Box 2.3 lists selected regional 
regulators’ groups and some of the current topics they 
are addressing. 

In addition, there are other forums where regula-
tors can participate to improve their understanding of 
how to regulate in the digital ecosystem. For example, a 
website has been created, as part of an initiative of the 
World Economic Forum, to encourage dialogue and 
discussion regarding the digital ecosystem.70  Regis-
tered members can share comments, papers, news and 
other media on the website, which was created to be a 
neutral and open platform for discussion about the 
future of the global, converged IT, telecommunication 
and media sector.   

http://www.rogerdarlington.me.uk/crimeonthenet.html#Hacking
http://www.rogerdarlington.me.uk/crimeonthenet.html#Pirating
http://www.rogerdarlington.me.uk/crimeonthenet.html#Illegal trading
http://www.rogerdarlington.me.uk/crimeonthenet.html#Fraud
http://www.rogerdarlington.me.uk/crimeonthenet.html#Scams
http://www.rogerdarlington.me.uk/crimeonthenet.html#Money Laundering
http://www.rogerdarlington.me.uk/crimeonthenet.html#Prescription Drugs
http://www.rogerdarlington.me.uk/crimeonthenet.html#Defamatory Libel
http://www.rogerdarlington.me.uk/crimeonthenet.html#Cyber Stalking
http://www.rogerdarlington.me.uk/crimeonthenet.html#Cyber Terrorism
http://www.rogerdarlington.me.uk/crimeonthenet.html#Cyber Terrorism
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Box 2.3: Selected Regional Regulators’ Groups – Current Activities 

Regulator Group Members Key Issues being addressed 

Arab Regulators Network 
(AREGNET) 

22 Arab countries The main objectives of AREGNET are to share expertise, know-
how, and success stories among Arab countries and discuss 
regulatory challenges. Current issues being addressed include: 
customer protection across borders: national broadband plans 
and cross-border type approval certificates.  

Association of Communi-
cations and 
Telecommunications 
Regulators of Portu-
guese-speaking states 
from the Community of 
Portuguese Speaking 
Countries (ARCTEL-
CPLP)71 

National regulatory 
authorities (NRAs) for 
communications and 
telecommunications of 
14 Portuguese speaking 
countries. 
 

Pros and cons of regulatory aspects concerning roaming and 
international communication prices 

Association of Regulators 
for Information and 
Communication Services 
of Eastern and Southern 
Africa (ARICEA72) 

Membership is open for 
all ICT regulators in the 
COMESA region. 
Currently, there are ten 
members covering 
communications and 
utilities. 

Strategic issues in the communications sector that promote 
growth and regional integration. Key issues are consumer 
protection, cyber-security and quality of service. 
 

Body of European 
Regulators (BEREC)  

Regulatory bodies within 
the member states of 
the European Union 

The Annual Work Programme73 indicates that key priorities are 
to promote regulatory approaches and practices that enhance 
competition and provide the right incentives for investment in 
new (fixed and mobile) high-speed networks. Recent activities 
have included commenting on the Draft EU Universal Service 
Directive and producing guidelines on roaming regulations. 

Communication 
Regulators Association of 
Southern Africa 
(CRASA)74  

Consultative body of 12 
regulatory agencies 
dealing in telecommuni-
cations, broadcasting 
and postal sectors, 
drawn from southern 
African countries. 

CRASA facilitates harmonization of ICT and postal policy and 
regulatory frameworks in the Southern African Development 
Community (SADC). Key topics covered include policy develop-
ment, interconnection, and spectrum management and 
harmonization. 

REGULATEL 75 Telecommunications 
regulators from 18 Latin 
American Countries 

Financing broadband communications. Harmonization of 
regulations. 

South Asian Telecommu-
nications Regulators' 
Council (SATRC) 

Regulators from nine 
South Asian Countries 

ICT policy, development of regulations and spectrum. 

West Africa Telecommu-
nications Regulators’ 
Association (WATRA)76 

15 national regulatory 
authorities in West 
Africa 

Actions to foster liberalization and competition through the 
establishment of modern legal and regulatory structures for 
telecommunication delivery in West Africa towards a common 
telecommunication market. Recent activities include applying 
pressure to reduce mobile tariffs and harmonization of 
regulatory stability to boost investment and investor confidence. 

Source: Author 

 

  

http://www.aregnet.net/
http://www.aregnet.net/
http://www.arctel-cplp.org/
http://www.arctel-cplp.org/
http://www.ariceaonline.org/
http://www.ariceaonline.org/
http://www.crasa.org/
http://www.crasa.org/
http://www.regulatel.org/
http://www.aptsec.org/links/satrc/default.htm
http://www.aptsec.org/links/satrc/default.htm
http://www.watra.org/
http://www.watra.org/
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2.5.5  Consultations 

In many countries, regulators are required to con-
sult with stakeholders before issuing regulatory 
decisions, determinations or guidelines. With service 
convergence and Internet growth, the number of those 
stakeholders has rapidly increased and become much 
more broadly representative of society. For example, a 
measure impacting on content could draw in stake-
holders from consumer groups, religious groups, 
educational institutions, content developers and 
programme producers, as well as network operators. 
Engaging with community leaders and involving them 
in consultation processes is essential, particularly in 
developing communities. Regulators and communities 
need to collaborate on, not only the opportunities that 
broadband Internet access brings, but also on the 
issues that may need to be addressed by some form of 
regulation or through education and awareness-raising 
efforts. 

Meanwhile, regulators have a key role in advising 
and communicating with policy-makers in government 
ministries and offices. The United States, for example, 
developed its National Broadband Plan 77   after 
extensive consultation processes. The Federal Commu-
nications Commission (FCC) took the lead as the 
coordinator, issuing a “notice of inquiry” in April 2009, 
and following up with no fewer than 36 public work-
shops held at FCC offices and streamed online. These 
sessions drew more than 10,000 in-person or online 
attendees, providing the public-record mandate for the 
ideas contained within the Plan. FCC also issued 31 
separate public notices seeking additional comments 
and advice on specific elements of the Plan. In return, it 
received 23,000 comments, totaling about 74,000 
pages, from more than 700 parties. The agency also 
received about 1,100 additional ex parte filings 78 
totaling some 13,000 pages. Finally, there were nine 
public hearings, held throughout the country, to further 
clarify the issues addressed in the Plan. FCC also 
engaged in significant collaboration and conversations 
with other government agencies and Congress, since 
the scope of the Plan included many issues outside of 
FCC’s traditional expertise. All of this activity was 
recorded, docketed and made available to the general 
public as part of the official record of the proceeding. 
 
Having an open communication channel with operators 
and service providers also is important. With the 
growing complexity of the market and the issues being 
addressed, formal (and when appropriate, informal) 
communications can assist in resolving issues. A 

rigorous consultation process will assist fourth-
generation regulators in taking actions that they can 
firmly base on facts and consensus, in the form of data 
and opinions submitted to them by all concerned 
parties. This can pave the way for decisions that set the 
proper conditions for economic and social develop-
ment, while avoiding allegations of favouritism, secrecy 
and arbitrary decision-making. In short, a well-
developed consultation process can help minimize 
disputes and costly challenges that might otherwise 
follow the release of a regulatory decision.  

2.5.6  Balanced and innovative regulation 

In order to be effective, fourth-generation regula-
tors need to exhibit such characteristics as: 

• openness to ideas and approaches; 
• flexibility to keep up with rapid changes in the 

market; 
• business sense to work with operators; 
• knowledge of financial aspects of the business; 
• political agility and understanding to work with 

political leaders; 
• the ability to offer policy guidance; 
• the ability to develop appropriate regulations to 

implement public policy; and 
• an understanding of consumer issues.  

At times, a regulator has to be innovative, working 
to achieve the vision and goals set by policy-makers 
while remaining within the law. One example of 
creativity and flexibility can be found in Bahrain, where 
the regulator took an innovative approach to number 
portability, taking on the capital costs of the number 
portability system. This approach removed the burden 
from the operators and enabled effective implementa-
tion, ultimately allowing customers to change service 
providers and keep their existing numbers. 

Often, regulators can work with licensees to deve-
lop guidelines or urge the operators to police their own 
industry. This is generally referred to as self-regulation 
or co-regulation. With self-regulation, the industry 
voluntarily develops, administers and enforces its own 
solutions to address a particular issue – with no formal 
oversight or legal enforcement by the regulator. In 
reality, a more common approach is co-regulation, in 
which the regulator and industry together develop, 
administer and enforce a solution. Co-regulation may 
be authorized by legislation, giving industry an official 
foundation for setting and administering its own 
guidelines or codes of practice.  
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Experience and guidelines on when to authorize 
self- and co – regulation can be found on the web 
pages of ACMA79 and OFCOM.80  By way of example, 
OFCOM commissioned an independent survey of the 
UK code of practice for the self-regulation of new forms 
of content on mobiles. OFCOM concluded81 that the 
code was effective in restricting young people’s access 
to inappropriate content, making it a good example of 
industry self-regulation. 

2.6  Best practices 
Based on the experiences of regulators in devel-

oped and developing markets, a fourth-generation 
regulator is likely to: 

• implement pro-competitive ICT policies that are 
influenced by international and regional agree-
ments, and that are designed to achieve social and 
economic objectives; 

• regulate a converged communication environment, 
either through a single converged regulatory entity 
or a closely coupled group of regulators; 

• regulate competitive broadband communications 
services, including telecommunications, Internet, 
television, radio and posts; 

• take action, within the scope of ICT regulations, to 
protect public interests in areas such as health, 
safety, the environment, and social cohesion; 

• play a key coordinating role in consumer protection 
and the security of content and information; 

• work in a collaborative way with a wide range of 
national, regional and international stakeholders 
involved in developing and sharing approaches to 
market development and regulation; 

• work with, or manage, government-led funding 
and public-private initiatives to secure universal 
service/access to broadband internet connectivity 
and to achieve digital inclusion; 

• foster initiatives to involve communities in 
sustainable infrastructure development for broad-
band connectivity; and 

• develop and support a sustainable, competitive 
and largely digital communication environment by 
being innovative wherever appropriate. 

Box 2.4 lays out further best practices in developing 
a sustainable, competitive fourth-generation market.  
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Box 2.4:  Best Practices for Fourth-Generation Regulation 

1. Set clear policies that articulate high-level goals for the sector – and that have been developed through public con-
sultation. Such polices should aim to support: 

a. capitalizing on the value of public infrastructure and scarce resources; 
b. encouraging the use of ICT services for social and economic activities; 
c. making services available to anyone, anywhere; 
d. encouraging prices to fall to an efficient level; 
e. creating a vibrant, competitive market that provides consumer choice; 
f. preventing abuse of power by dominant providers; 
g. protecting consumers’ personal information and privacy; 
h. ensuring any-to-any connectivity and interoperability;82 
i. making it easy for consumers to change providers; 
j. ensuring the availability of spectrum, numbering, addresses and land resources on fair and equitable 

terms; 
k. technology neutrality; and 
l. encouraging investment. 

2. Shift regulation from detailed ex ante rules to effective ex post enforcement. 
3. Ensure that disputes can be dealt with effectively. 
4. Draft laws as concisely as possible. 
5. Make a clear separation between regulatory (and policy-making) authority and operational management of state-

run networks, in order to avoid conflicts of interest. 
6. Appoint government ministers who understand the current policies, laws and institutions – before changes are 

proposed. 
7. Urge providers of regulated services to work within their licence conditions and regulations and to follow a protocol 

of competing fairly and energetically. 
8. Establish a financially separate entity to regulate the sector, with income coming directly from the regulated entities 

– and allow the regulatory body to set competitive employment terms and remuneration. 
9. Ensure that regulators carry out consultation processes before finalizing any guideline, regulation or decision. 
10. Support self-regulation or co-regulation and introduce rules only when absolutely required to protect consumers or 

to sustain competitive services. 
11. Recruit and retain capable regulatory staffs, including individuals who are knowledgeable about the big picture, as 

well as adaptable and effective programme managers. 
12. Develop effective processes and procedures to procure outside expert support that is attuned to market changes. 
13. Establish financial incentives to encourage private sector investment that are stable and do not change without 

consultation. 
14. Implement mechanisms to finance un-served or under-served communities and geographical areas. 
15. Set clear regulatory guidelines covering key areas such as anti-competitive actions, consumer protection, spectrum 

management, licensing, quality-of-service, content, interconnection and infrastructure sharing. 
16. Adopt international standards where applicable and appropriate. 
17. Set up a low-cost and rapid appeals process enabling licensees to resolve any disputes with each other, consumers 

or the regulator. 
18. Educate consumers to understand the choice of services, and the terms and conditions of those offerings, available 

in the market. 

Source: Author 

 
The United Kingdom’s OFCOM is among the agen-

cies that can be considered a fourth-generation 
regulator. OFCOM’s priority actions are set out in its 
2013/2014 plan, 83  which is highly reflective of a 
regulator in a digital economy (See Box 2.5). 

Similarly, the Korean Communications Commission 
can also be viewed as a fourth-generation regulator, as 
illustrated in Box 2.6. 
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Box 2.5:  OFCOM’s priorities for 2013/2014 

1. Promote effective competition and informed choice. This will include ensuring effective competition and invest-
ment in both current and super-fast broadband, and promoting choice for consumers through clear information and 
efficient switching processes. 

2. Secure optimal use of spectrum. OFCOM will support the future release of more spectrum for mobile broadband to 
meet consumers’ growing demand for data. 

3. Promote opportunities to participate. For consumers and citizens to benefit from communications services, they 
need to be able to access and make use of them. OFCOM’s work in this area will include securing the universal post-
al service and working in collaboration with government and industry on the availability of superfast broadband.  

4. Protect consumers from harm. OFCOM will develop and enforce consumer protection policy on a range of issues. 
This will include reforming non-geographic telephone numbering to ensure price transparency and considering is-
sues such as mid-contract price increases in mobile phone contracts.  

5. Maintain audience confidence in broadcast content. This will involve relicensing the commercial public service 
broadcasters to ensure continued delivery of high-quality, widely available public service channels. 

Source: Ofcom’s Annual Plan for 2013/2014 

Box 2.6:  The Korean Communications Commission’s (KCC’s) Vision and Key Issues – 2013 

Vision 
1. Promotion of Convergence in Industry: Authorization of cross-ownership of diverse media, reduced restrictions on 

broadcasting business ownership and introduction of new business. 
2. Vitality in the Content Business: Formation of an environment in which the value of content is recognized and 

which provides a foundation for production and distribution of broadcasting and communications content. 
Key Issues 

1. Visibility of Development: Early facilitation of Internet multimedia TV (IPTV); strengthened content in response to 
the era of multimedia and multichannel distribution; switch-over to digital broadcasting in full scale; and network 
advancement, including gigabit Internet service. 

2. Market-friendly Regulatory Reform:  Ownership restrictions in satellite broadcasting and terrestrial DMB are to be 
eased; deregulation of broadcasting commercials and introduction of media representatives; improvement of tele-
communication market-entry and pricing regulations; and new mid- and long-term policy directions will be offered. 

3. User Protection and Care for the Poor:  Restrictions on the use of personal information; more stringent measures to 
deal with harmful information on the Internet, measures to cut telecommunication service fees for households; and 
more access to services for marginalized populations, including the disabled and foreigners.
 

Source: KCC 
 

Mauritius is a good example of an economy that 
has experienced significant growth supported by a 
vibrant ICT sector. The government set out its ICT vision 
and established the national Information and Commu-
nications Technology Authority (ICTA) in 2001.84 ICTA’s 
vision is “to play a leading role in the future of ICT in 
Mauritius, contributing to an efficient, competitive and 

optimally regulated ICT sector.”  In recognition of 
regional leadership, the ICTA was awarded “best 
regulator” for Southern and Eastern Africa at the Africa 
Telecom People (ATP) conference in October 2012.85  
And, in terms of a regional entity, BEREC in Europe has 
articulated a vision that could be viewed as model or 
best practice (See Box 2.7). 
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Box 2.7:  BEREC’s Vision 

BEREC is committed to independent, consistent, high-quality regulation of electronic communications markets for the benefit 
of Europe and its citizens. It contributes to the development and better functioning of the internal market for electronic 
communication networks and services. BEREC does so by aiming to ensure a consistent application of the EU regulatory 
framework and by aiming to promote an effective internal market in the telecommunication sector, in order to bring even 
greater benefits to consumers and businesses alike. Furthermore, BEREC assists the Commission and the national regulatory 
authorities (NRAs) in implementing the EU regulatory framework for electronic communications. BEREC gives advice on 
request and on its own initiative to the European institutions and to complement, at European level, the regulatory tasks 
performed at national level by the regulatory authorities. NRAs and the Commission have to take utmost account of any 
opinion, recommendation, guidelines, advice or regulatory best practice adopted by BEREC. 
In particular, BEREC is requested to: 

• develop and disseminate among NRAs regulatory best practices, such as common approaches, methodologies or 
guidelines on the implementation of the EU regulatory framework; 

• on request, provide assistance to NRAs on regulatory issues; 
• deliver opinions on the draft decisions, recommendations and guidelines of the Commission as specified in the regu-

latory framework; 
• issue reports and provide advice, upon a reasoned request of the Commission or on its own initiative, and deliver 

opinions to the European Parliament and the Council, when needed, on any matter within its competence; 
• on request, assist the European Parliament, the Council, the Commission and the NRAs in relations, discussions and 

exchanges of views with third parties; and 
• assist the Commission and NRAs in the dissemination of regulatory best practices to third parties. 

BEREC's main tasks include to: 
• participate in consultations under the single market consultation (Article 7) procedure; 
• give opinions on cross-border disputes; 
• disseminate best practices, assist NRAs, advise the Commission, the European Parliament and the Council, and assist 

the institutions and the NRAs in their relations with third parties; 
• deliver opinions on draft recommendations and/or guidelines on the form, content and level of detail to be given in 

notifications, in accordance with Article 7b of Directive 2002/21/EC (Framework Directive); 
• be consulted on draft recommendations on relevant product and service markets, in accordance with Article 15 of 

the Framework Directive; 
• deliver opinions on draft decisions on the identification of transnational markets, in accordance with Article 15 of 

the Framework Directive; 
• be consulted on draft measures relating to effective access to the emergency call number 112; 
• be consulted on draft measures relating to the effective implementation of the 116 numbering range; 
• deliver opinions on draft decisions and recommendations on harmonization, in accordance with Article 19 of the 

Framework Directive; and 
• deliver opinions aiming to ensure the development of common rules and requirements for providers of cross-

border business services. 

Source: BEREC 

 
ITU’s GSR event has produced a series of Best Prac-

tice Guidelines; the 2013 guidelines focus on the 
evolving roles of both regulation and the regulators in a 

digital environment.86  This series of recommendations 
commenced in 2003 and has changed along with global 
market developments.  
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2.7  Conclusion 
This chapter set out to address questions such as: 

• In this growing digital ecosystem, how do regula-
tors address the full array of individuals, businesses 
and “things” that can now communicate electroni-
cally? 

• How should regulators balance efficiency, fairness 
and cost-saving to prepare for the digital cloud 
ecosystem? 

• What approach should regulators take in develop-
ing appropriate regulatory incentives, fostering co-
regulation, promoting competitive measures, and 
allocating spectrum for IMT (3G, LTE); and 

• Is it enough just to have cooperation among 
regulators? 

Essentially, these questions boil down to one:  How 
should regulators transition to “fourth-generation” 
regulation, a new model based on consultation and 
partnership? This question arises from the fundamental 
evolution of the digital ecosystem. There is growing 
convergence of technologies, networks and markets. 
Communications services are converging onto IP-based 
networks, and consumers are expecting TV, film, radio, 
music, financial services, and social networking, as well 
as voice, over their mobile smart devices, anywhere 
and at any time.  

Meanwhile, governments are recognizing the im-
portance of broadband networks, and the new Internet 
services and applications, for social and economic 
development. They are responding with new policy 
plans and documents that regulators must implement. 
Further, national policies are being shaped by interna-
tional trends, agreements and directives. So, on top of 
existing regulatory tasks, fourth-generation regulators 
now are adding new roles stemming from the evolution 
of government policy to address changing technologies 
and to implement social and economic goals.  

Despite the rapid growth in internet services and 
applications, however, less than one-third of inhabit-
ants in the developing world will be online by the end 
of 2013. Connecting the unconnected remains a major 
task – globally and in many countries and regions. 
Fourth-generation regulators need to collaborate with 

policy-makers, other sector regulators, industry and 
other groups to expand and extend universal access to 
broadband networks. New, creative funding mecha-
nisms are required, and universal access mechanisms 
should recognize the benefits of community-led and 
demand-driven incentives. Regulators can also play a 
key role in increasing confidence, reducing risk and 
encouraging investment in the ICT sector overall, 
through good governance and adopting and practicing 
sound regulatory principles of transparency, non-
discrimination and consultation. Fourth-generation 
regulators should consider the possibilities of promot-
ing regulatory aims through co-regulatory or industry 
self-regulatory measures.  

Moreover, broadband Internet access has opened 
up society to the less-savory aspects of human nature, 
providing new opportunities to exploit others. In the 
growing digital ecosystem, fourth-generation regulators 
will be deeply involved with consumer protection. 
Inappropriate and exploitive content, fraudulent 
activities, hacking and “identity theft” are just a few of 
the Internet-era ills that regulators will face pressure to 
combat. Fourth-generation regulators have a key role to 
play in coordinating cross-border activities in privacy 
protection – and, conversely, lawful interception or 
tracing – balancing these roles even as they work to 
build and hold the trust of consumers in the content 
and security of information. 

In sum, fourth-generation regulators differ from 
previous generations of regulators in the emphasis they 
place on the pursuit of government social and econom-
ic policy goals, as well as on the need for improved 
consumer protection and access to broadband 
networks. The digital ecosystem enabled by smart 
phones, high-speed networks, convergence, cloud 
computing, over-the-top services and massive data 
manipulation (i.e., “big data”), as well as the “Internet 
of things” – all of these trends and innovations provide 
challenges and opportunities to advance regulatory 
practices and goals. Through effective cooperation 
among all stakeholders – and with the right balance of 
regulation – regulators can combat the negative 
activities occurring in the digital ecosystem and 
maximize the immense benefits it can bring to people 
around the world. 
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3.1  Introduction 
The term TV White Spaces usually refers to 

unoccupied portions of spectrum in the VHF/UHF 
terrestrial television broadcasting frequency bands. 1  In 
some countries, trials and tests are under way to 
improve the utilization of this highly valued spectrum 
resource by implementing sharing between the 
primary television service and other services. 
Broadband wireless applications are the main focus of 
sharing trials, but sharing is also being considered for 
other applications, such as machine-to-machine 
communications (M2M). The common pattern involved 
with all these alternative wireless applications is their 
low-power nature, which makes them well-suited for 
operation under a licence-exempt 2  regulatory 
framework. 

This chapter reviews the relevant regulatory 
aspects of implementing a TV white space (TVWS) 
framework in parts of the UHF spectrum allocated to 
television broadcasting. There are different approaches 
and considerations in deciding whether and how to 
explore TVWS. Some of these are operational and 
technical, involving how to determine whether and 
when spectrum is idle and how to then access it. These 
aspects can be grouped under a category of managing 
the empty spaces.  Other considerations concern the 
long-term planning of the UHF spectrum resource as 
part of a national ICT strategy – a process that could be 
dubbed better managing inefficiencies. Both 
approaches are aimed at improving the efficiency of 
spectrum use through accessing idle spectrum to 
deliver low-cost services and applications. Meanwhile, 
planners hope to internationally harmonize spectrum 
use to achieve economies of scale, particularly for end-
user devices. 

This chapter also examines wireless markets and 
the sustainable development of information and 
communications technologies (ICTs) involved in TVWS 
implementation. Along the way, it will examine relevant 
international regulatory developments in the UHF 
spectrum bands and the related evolution of 
broadband wireless services that will be allowed into 
the bands. Finally, the chapter looks at the regulatory 
and policy questions that may need further exploration 
before implementing TVWS on a large scale, in order to 
take into account spectrum regulatory developments at 
the international level.3 
3.2  Overview: the 

development of TV 
White Spaces 

First, however, it is necessary to define exactly what 
“TV white spaces” means and how it has developed. 
This section seeks to provide that background and draw 
boundaries around the evolution of this sharing 
technology.  

3.2.1  What is “TV White Space”?  

According to the ITU report “Digital Dividend4: 
Insights for Spectrum Decisions,”5 TV white spaces are 
“portions of spectrum left unused by broadcasting, also 
referred to as interleaved spectrum.”  More narrowly, 
TVWS usually refers to unused spectrum portions of 
the VHF and UHF terrestrial television frequency bands 
– more often the UHF band. These TV spectrum “gaps” 
(the unused portions) have advantageous propagation 
properties, including excellent outdoor and indoor 

TV WHITE SPACES: 
MANAGING EMPTY SPACES 
OR BETTER MANAGING 
INEFFICIENCIES? 
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coverage and non-line-of-sight propagation. So they 
stand out to some administrations as an alternative for 
providing commercial wireless services other than the 
existing broadcasting services. Some of the wireless 
technologies being explored in TVWS are low-power, 
machine-to-machine (M2M6) communication devices 
and low-power wireless broadband applications, 
capitalizing on the longer coverage ranges achievable 
with UHF spectrum. 

3.2.2  Finding the white spaces:  instances of 
TVWS availability  

There are different ways in which TVWS can arise in 
any given location. Similarly, the amount of spectrum 
available in the form of TVWS can vary significantly 
across different locations, depending on various factors 
that include:  (1) geographical features, (2) the level of 
potential interference to the incumbent TV broad-
casting service, (3) TV coverage objectives and related 
planning, and (4) television channel utilization. These 
factors governing TVWS availability can be categorized 
as follows: 
• Frequency:  To avoid interference among 

broadcasters, idle channels are purposely planned 
into the TV channelization plans in some 
geographical areas. 

• Deployment:  TV white spaces may become 
available by taking advantage of the height of 
TVWS transmit antennas and their installation sites, 
as well as the aggregate emissions of the numerous 
TVWS devices. These technical parameters can be 
planned to generate compatibility with nearby or 
surrounding TV broadcasting reception in order to 
avoid interference. 

• Space/distance:  Geographical areas that are 
beyond the current or planned TV coverage areas 
can be made available for TVWS because no 
broadcasting signals are present. 

• Time:  A TV white space could become available 
when a broadcasting station is off-air and the 
licensed broadcasting transmitter is not using the 
assigned frequency channel. This might occur  
during a specific period of time (e.g. nighttime), 
but this type of availability can be subject to change 
if the broadcaster decides to modify its hours of 
operation. 

Moreover, it should be noted that TVWS associated 
with fallow frequencies (described in the first bullet 
point above) is usually linked to legacy analogue 
television broadcasting. In the case of digital terrestrial 
television (DTT), however, “frequency separation” cases 
of TVWS are less frequent. That is because the digital 
broadcasting network often uses the adjacent channel 
rejection capabilities of digital technology at their full 
extent, meaning fewer guard channels are available to 
use as white spaces. 

As a qualifier, it is important to mention that the 
UHF television broadcasting service has been allocated 
as a primary service across all regions of the world in 
the ITU’s International Table of Frequency Allocations, 
which are part of the Radio Regulations.7  Under the 
Radio Regulations (or “RRs”), a primary service cannot 
be subjected to harmful interference from any non-
primary service operating in the same frequency bands 
(i.e., from a secondary service). By the same token, 
secondary services cannot claim interference 
protection from primary services. 

Yet, there is a third category of service – with fewer 
rights than either primary or secondary services. 
Systems operating opportunistically cannot claim 
interference protection from any other services in the 
same band. TVWS systems are prime examples of such 
opportunistic systems – they operate at their own risk. 
TVWS equipment is being developed to operate 
opportunistically on a non-interference/ non-protection 
basis and under a licence-exempt regime. In regulatory 
terms, this is similar to low-power/ short range devices 
used for 802.11 Wi-Fi operations. Not only can TVWS 
radio emissions not claim protection from interference, 
they also cannot cause harmful interference to primary 
or secondary services in the bands in which they 
operate.  

Also, digital TV systems permit the use of single 
frequency networks (SFNs), in which several 
transmitters can use the same frequency channel 
without interference. The increasing use of SFNs is 
becoming a key element in frequency planning of 
television broadcasting, enabling the re-allocation of 
the so-called digital dividend to mobile services. 8  
However, a channel that may be available at one time 
for TVWS may become unusable as a result of the 
introduction of new TV transmitters in the same SFN. 
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Figure 3.1:  Single Frequency Networks (SFNs) use the same frequency to transmit the same programme in a 
given region 
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Lastly, there are also instances where complete 
idleness of TV frequency bands can be found. These are 
fully available, large blocks of UHF spectrum – not just 
small spectrum gaps that are sporadically available at 
certain times. These instances are due to very low 
levels of terrestrial television demand, and they are 
commonly found either in very low population-density 
areas (vast rural zones) or in highly developed 
metropolitan areas where the TV broadcasting market 
has become dominated by subscription TV services (i.e. 
cable, fiber, IPTV and satellite television). Where 
consumers have overwhelmingly chosen these pay TV 
options, free-to-air UHF terrestrial television has 
essentially been abandoned. In such cases, the digital 
dividend can be claimed by reallocating the UHF 
broadcasting channels for higher-value uses, such as 
broadband mobile wireless offerings. 

3.2.3  What’s driving the search for alternative 
forms of spectrum utilization   

In general terms, the search for alternative, 
creative ways to exploit spectrum has been driven by 
several factors in recent years. All of these drivers are 
important, and all of them are a direct result of the 
increasing demand for wireless connectivity.9  Securing 
access to efficient and sustainable communications 
infrastructure has become a major goal worldwide, 
especially considering the vital role that ICTs now play 
across all areas of human life. Indeed, these technolo

gies have been acknowledged within the targets of the 
UN Millennium Development Goals for their capacity to 
help alleviate poverty, improve the delivery of 
education and health services, and empower citizens. 10  

With this steep increase in the demand for mobile 
connectivity comes inevitable pressure on the supply 
side of the resource. Radio spectrum is necessary to 
enable wireless technologies to transmit and receive 
data. Levels of spectrum demand may vary around the 
world, depending on factors such as population density 
and the scale of broadband network development. But 
the rise of advanced consumer mobile devices and 
data-demanding mobile applications is a global trend. It 
has considerably increased the usage of bandwidth in 
mobile spectrum bands – for both carrier-grade mobile 
networks (i.e. 3G and 4G networks) and licence-exempt 
local area networks (i.e. Wi-Fi).  

Also, emerging economies are increasingly 
embracing the promise of wireless broadband 
communications and, in the process, are realizing more 
value from spectrum as a national infrastructure 
resource. Wireless connectivity provides a more 
affordable and flexible alternative for providing Internet 
access to citizens, expediting efforts to reduce the 
digital divide. 11 . As a by-product, the increase in 
demand for mobile wireless access also leads to an 
increase in demand for wireless support infrastructure, 
such as microwave links used for backhaul.   
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3.3  Building the TVWS  
ecosystem 

In this demand-driven context, TVWS appears to be 
the leading edge of a new generation of opportunistic 
services that can co-exist or even share spectrum with 
existing services. In order to become a reality in more 
than a few isolated markets, however, TVWS must fully 
mature from a concept into an ecosystem that brings to 
bear technology evolution, market development, 
standards-setting, regulatory accommodation and 
device manufacturing. Furthermore, this ecosystem 
must be capable of being reproduced and scaled, 
through allocation, regulation and planning, in multiple 
different countries. This section examines what 
progress has been made, to date, in nurturing such an 
ecosystem. 

3.3.1  Types of TVWS markets 

Taking into account the previously described need 
for an ICT ecosystem, the first step is perhaps to look at 
the types of markets where TVWS could flourish as a 
solution for spectrum demand. One such type is likely 
to be a mature market with already highly developed 
broadcasting and mobile broadband infrastructures. 
Another type of market for TVWS – for different 
reasons – might be a rural, low-population-density 
market that provides more “open space” for 
opportunistic spectrum use.  These types are explored 
further in the following sub-sections. 

3.3.1.1 Mature markets with highly developed 
infrastructures 

In these markets, the need for more efficient forms 
of spectrum utilization is driven mainly by factors such 
as increasing bandwidth bottlenecks caused by the 
growing uptake of data-intensive applications (see 
Figures 3.3 and 3.4 below), along with rapid consumer 
absorption of novel mobile products. Potential 
regulatory options for addressing bandwidth bottle-
necks would include efforts to achieve maximum 
spectrum efficiency through exploring forms of shared 
spectrum access. These might include cognitive radio,12 
spectrum aggregation, alternative spectrum licensing 
strategies, and long-term spectrum planning and “re-
farming” (as a way to avoid spectrum fragmentation).  
TVWS falls into this category, as a stratagem for yielding 
greater bandwidth from finite amounts of available 
spectrum. There are, however, some limitations in the 

use of TVWS to provide mobile broadband access to 
the mass consumer market: 
• The availability of TVWS spectrum in urban areas is 

likely to be small where digital television has been 
deployed. 

• There is a potential for aggregate interference from 
the introduction of large numbers of ubiquitous, 
licence-exempt TVWS users into the primary 
service (television reception). 

• Mutual interference among opportunistic TVWS 
users may also be a limitation. 

Still, as Figure 3.2 indicates, forecasts of mobile 
date traffic growth over the next several years provide a 
strong incentive in developed mobile service markets to 
do something to avoid bandwidth constraints. 
Manufacturers of mobile broadband devices also feel 
this pressure, and they are likely to press regulators, in 
turn, to act now to free up additional frequencies (See 
Figure 3.2). TVWS is one strategy that likely will become 
more compelling during this period. 

Cost-benefit analyses may be needed, therefore, to 
assess the relative benefits and limitations of TVWS. On 
the one hand, it can provide some additional spectrum 
to the overall bandwidth pool available to users. On the 
other hand, TVWS constitutes an interference-limited 
option (since it has no protection from primary users) 
for wide-area coverage. This is one of the main points 
of divergence between TVWS and Wi-Fi devices used in 
higher frequency bands:  the low-power/short range 
use of licence-exempt Wi-Fi devices prevents them 
from creating detrimental interference to primary 
users, provides for higher frequency re-use and 
requires a low-cost, small infrastructure footprint.  

Moreover, introducing TVWS in a highly constrai-
ned spectrum environment can set up a mismatch 
between high demand for bandwidth and a very low 
TVWS bandwidth supply. Cost-benefit considerations in 
this regard would include: 

• assessing the frequency re-use capabilities of TVWS 
networks in bandwidth-limited scenarios; 

• balancing download and upload requirements; and 

• considering costs for network infrastructure 
deployment and service delivery 
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Figure 3.2:  Global mobile data traffic growth forecast, 2013-2018  
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Figure 1. Cisco Forecasts 15.9 Exabytes per Month of Mobile Data Traffic by 2018
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Cost considerations could also include an 

assessment of the trade-offs arising from replicating 
existing cellular infrastructure.  

3.3.1.2 Rural regions with sparse populations 

The low numbers of consumers in many rural 
regions, along with potentially more challenging 
geographical features, contributes to the lack of 
connectivity in such areas. Reaching these regions by 
means of fixed-line infrastructure is capital-intensive; 
low short-term returns on investment discourage 
providers from considering such an option. A wireless 

alternative may be a more cost-effective choice, 
especially if it can achieve a large coverage area with 
fewer base stations, lowering the cost of the wireless 
infrastructure. 

Such alternatives can include mobile networks in 
lower frequency bands, such as the UHF bands, in 
which signals propagate farther, achieving greater 
coverage. Other alternatives may be satellite-based 
solutions or lower-frequency fixed broadband wireless 
access – or combinations of all these alternatives. 
 .

 
Figure 3.3: Smartphones lead data growth  
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Therefore, rural scenarios represent a challenge but 
also hold great potential:  unlike densely populated 
areas, a larger supply of spectrum may be available for 
wireless broadband, depending on the extent of 
coverage requirements imposed on broadcasters. 

In order to provide broadband coverage through 
TVWS to these large rural areas, infrastructure must be 
built. Base station towers and backhaul links are 
needed before the user can access the network 
through some form of end-user equipment (whether 
be it mobile, nomadic or fixed to the customer 
premises). While broadband access provided through 
wireless networks is generally much less cost-intensive 
than fixed-line wired solutions, investments in wireless 
infrastructure are not insignificant – even if regulators 
adopt a licence-exempt regime. The cost of investment 
may affect return-on-investment (ROI) calculations of 
commercial providers considering TVWS network 
deployment, given that while the spectrum supply is 
high, customer demand may be quite low. Further 
concerns may arise from the lack of interference 
protection and vulnerability to changes in regulation. 
The latter could even include reallocation of the 
spectrum to a different primary service. 

While it could be said that spectrum is plentiful in 
these regions, allowing easy access to the market, some 
other relevant factors can influence the deployment of 
wireless networks. Firstly, the varying levels of 

population income in these regions (ranging from 
extreme poverty to more well-off farming 
communities) can impact the affordability of end-user 
devices or service subscriptions. Subsidies can be 
introduced to defray some of the connectivity costs in 
rural areas. These are often implemented through 
universal service obligations or funds. 13   Secondly, 
access to electrical power sources may be tenuous or 
non-existent in these locations, making it difficult to 
operate base stations and backhaul links or to charge 
battery-operated devices. Finally, it may be difficult to 
find equipment if there are insufficient economies of 
scale resulting from a lack of spectrum harmonization. 

As a result of these factors, TVWS alternatives right 
now are being tested in selected local areas of some 
countries as an option in addressing connectivity 
needs. These areas range from spectrum-congested 
zones in highly developed metropolitan areas, with 
varying degrees of UHF TV spectrum idleness, to large 
rural areas lacking access infrastructure and needing 
lower-cost deployment alternatives. Given that TVWS 
may provide a valuable alternative in both types of 
area, policy-makers, regulators and the private sector 
can be expected to continue experimenting to develop 
this ecosystem. Certainly, many markets will continue 
to face increasing demand for spectrum access in 
congested areas, as well as in rural regions where 
connectivity gaps persist (see Figure 3.4 below). 

Figure 3.4:  Mobile broadband growth figures per region  

Americas    Europe CIS

Arab States Africa Asia-Pacific

460 million subscriptions
48% penetration
28% CAGR (2010-2013)                          

422 million subscriptions
68% penetration
33% CAGR (2010-2013)                          

129 million subscriptions
46% penetration
27% CAGR (2010-2013)                          

71 million subscriptions
19% penetration
55% CAGR (2010-2013)                          

93 million subscriptions
11% penetration
82% CAGR (2010-2013)                          

895 million subscriptions
22% penetration
45% CAGR (2010-2013)                          

CONTINUOUS HIGH GROWTH OF MOBILE BROADBAND
More than 2 billion subscriptions worldwide by end 2013*

 
source: ITU world telecommunication/ICT indicators database 
Note: * Estmate 



 

Trends in Telecommunication Reform: Special Edition 51 

Chapter 3 

3.3.2  Current standards for TVWS devices  

Currently, the development of standards for 
devices intended to operate in TV white spaces is 
focused on two major types of application:  (1) wireless 
regional area networks (WRANs) and (2) machine-to-
machine (M2M) communications. These two families of 
applications are explored in more detail in the following 
sub-sections. 

3.3.2.1  Wireless Regional Area Networks  

WRANs are capable of delivering broadband 
connectivity mainly in rural areas and are intended for 
operation on a non-interference/non-protected basis. 
Development of WRAN standards has taken place 
under the IEEE 802 family of standards (which covers 
Wi-Fi devices). IEEE 802.22 is the specific standard for 
devices operating in TVWS.14  One of its objectives 
focuses on interference protection of the incumbent 
television broadcasting service (digital or analogue), 
given the need to share spectrum with primary TV 
broadcasting.  

There is also a need to protect other legacy, 
authorized radio transmitters that operate in the band, 
such as wireless microphones, which are used during a 
wide range of events and public gatherings. An 
important aim of this standard is to incorporate 
cognitive radio technology to establish non-interfering, 
opportunistic spectrum use in a shared-spectrum 
environment. 15 

In addition to the development of a sensing 
capability, a centralized spectrum-assignment 

mechanism has been proposed to further prevent 
harmful interference to the TV service. This centralized 
approach, adopted in the United States, consists of a 
geo-location capability embedded in devices operating 
in TVWS. 16 This geo-location capability is then coupled 
to a centralized frequency database system, which 
serves as a form of look-up table for the TVWS device 
to identify which broadcasting channels are not in use 
at its geographic location. The device can also then 
perform calculations of the power level required and 
other technical specifications needed to protect TV 
reception in more distant areas. 

3.3.2.2  Machine-to-machine communications 

Machine-to-machine communications consist of 
very low-power radio transmitters that are used for 
low-data-rate industrial and commercial applications, 
such as monitoring, tracking, metering and control. In 
other words, M2M represents a realization of the 
concept of “smart machines.”  A proprietary, draft 
specification for M2M TVWS devices was released in 
April 2013 in the United Kingdom, under the umbrella 
of a standards advocacy group called Weightless SIG.17 
It would allow low-data-rate M2M devices to operate 
by querying a master frequency database. As with 
WRANs, these M2M devices are intended to operate 
on a licence-exempt, non-interference/non-protection 
basis. As the use of M2M devices grows, and more 
applications connect to the “Internet of things,” the 
amount of M2M traffic is expected to grow 
exponentially (see Figure 3.5), especially considering 
the higher coverage ranges offered by UHF bands. 
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Figure 3.5: Projected growth of M2M traffic  
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3.3.3  TVWS strategies and market development 

For policy-makers and regulators, the key question 
is how TVWS would fit into a national strategy for 
development of information and communications 
technologies (ICTs). More narrowly, what role would 
TVWS have in local broadband access markets?  It is 
important, from a regulatory perspective, to identify 
the potential TVWS trade-offs in relation to the goals 
set for the national ICT strategy. A long-term national 
ICT strategy, then, will need to incorporate an 
assessment of costs, scalability, resiliency and reliability 
of the countries’ national wireless access infrastructure, 
as a basis to judge whether TVWS is a useful approach.  

3.3.3.1  Costs 

A country’s ICT infrastructure resource includes 
several access platforms for achieving connectivity 
across urban and rural scenarios. These include wireline 
(copper, coaxial cable or fibre), fixed wireless, mobile 
and satellite solutions. Plus, the “last mile” is only one 
link in the connectivity chain. Although the wireless 
access portion that can be provided by a TVWS WRAN 
system can be installed at a relatively low cost, there 
are other significant connectivity costs down the chain. 
For instance, backhaul options are relatively low-cost in 
comparison to fibre or wired options, but there are 
costs for interconnection and data traffic from the 
backhaul to the ISPs or the telecommunication 
infrastructure provider’s core network. 18  Then, the 
costs of all the transmission components need to be 
considered in order to establish the overall level of 
funding required for subsidizing the service costs 
incurred by the rural customer base. 

3.3.3.2  Scalability 

Ventures to provide connectivity in rural areas may 
start with a low number of users, but demand is likely 
to grow, along with the capacity of the non-access 
elements of the network. The critical need is to avoid 
bandwidth bottlenecks at the last-mile level, in order to 
prevent potential disruptions or forcing users into a 
sub-optimal access solution due to lack of planning.  

3.3.3.3  Resiliency 

Resiliency involves having an access infrastructure 
that can endure potentially disrupting and critical 
situations through system redundancy, prompt 
resolution of system failures and appropriate user 
support services. 

3.3.3.4  Sustainability 

Sustainability entails a reasonable level of reliability 
that is expected throughout the national network and 
its branches, in order to support national economic 
objectives that would include attaining and maintaining 
a competitive position among regional and global 
economies, in order to attract foreign and local 
investment. If emerging rural businesses are to be 
supported by new infrastructure and investment, then 
rural communities and entrepreneurs will expect to 
have a reliable wireless infrastructure in place – one 
that will not create more costs for users in comparison 
to other available solutions.   
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The potential for inclusion of a TVWS element in a 
national ICT strategy should include consideration of 
these preceding factors. TVWS can be a useful strategy, 
as long as it meets criteria based on low costs, potential 
scalability, a significant contribution to overall network 
resilience, and finally, sustainability in the market.  

3.4  Regulatory Perspectives  
Clearly, regulators have a role in defining how 

TVWS will be introduced in their jurisdictions. The 
primary role will be a function of spectrum 
management and planning. Because TVWS represents 
a departure from traditional, “command and control” 
spectrum allocation and assignment practices, careful 
thought should be given to the rules that will govern 
the introduction of services and applications in the TV 
white spaces. How these rules are framed, 
implemented and enforced likely will set a precedent 
for the applicability of similar database or cognitively 
enabled services.  

Moreover, national regulatory approaches take 
place against a backdrop of international spectrum 
allocations and the ITU’s RRs. National regulatory 
authorities should ensure that they are knowledgeable 
regarding the work carried out by ITU-R working parties 
and study groups regarding TVWS.  

3.4.1  Spectrum planning  

The evolution of digital technologies has altered 
terrestrial television broadcasting, making it more 
spectrally efficient by allowing, through digital 
compression techniques, the transmission of multiple, 
high-quality TV programmes in a single channel. Before 
DTV, it was possible to transmit only one programme 
per channel. This technological advance has brought 
the opportunity to reallocate some of the TV spectrum 
for higher-demand uses – particularly mobile service. In 
a nutshell, this is what is often called the digital 
dividend.19  Consolidation of broadcasting channels, 
made possible by the greater efficiency of digital 
broadcasting, frees up spectrum for high-bandwidth 
mobile services, such as broadband Internet access. 

This digital dividend can be realized once the 
transition from analogue to digital TV service is 
completed and the analogue transmissions are shut 
down. Only then can the vacated TV bands be 
redeployed for use by mobile service operators. 
Otherwise, without coordination or other mitigation 
techniques, mobile service is likely to interfere with 
over-the-air TV signals, degrading both services.  This 
process of completing a transition from analogue to 
digital broadcasting, followed by reallocation and 
assignment of new spectrum rights, is obviously a 
significant one, underlining the importance of 
technically sound spectrum management.20  

On the international level, spectrum planning 
involves the collaborative efforts of countries in 
adopting coordinated spectrum decisions and revising 
and updating the RRs and the International Table of 
Frequency Allocations. The revision process involves 
collaborative technical studies carried out by the ITU-R 
study groups and their subsidiary working parties, 
which draw in the expertise of regulators, the private 
sector and other stakeholders.21  With the results of 
these technical studies, delegates from ITU member 
states then gather every three to four years to update 
the RRs, by consensus, at World Radiocommunication 
Conferences (WRCs).22 

It is important to understand the broad scope of 
international spectrum planning. Commercial services 
are not the only ones impacted. There are critical 
safety-of-life systems (i.e. aeronautical, maritime, 
defense, public safety and disaster relief communi-
cations, radionavigation and radiodetermination 
systems). In addition, spectrum for important scientific 
and medical systems (i.e. space research, meteo-
rological monitoring and medical imaging), satellite 
communications and mission-critical industrial 
applications (i.e. telemetry and control systems) also 
has to be planned and coordinated.  

Such a complex ecosystem of radiocommunication 
services, whose number continues to grow as 
technology advances, makes the task of international 
spectrum planning extremely important. Moreover, 
within this ever-evolving process, one thing is certain:  
the public value of spectrum resources depends 
directly on the ability to prevent crippling interference, 
so that society can benefit from all uses and 
applications. 
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Box 3.1:  International planning of the spectrum: directly supports the rational and efficient national 
administration of the spectrum 

ITU Member States recognize each other’s national rights and obligations for the purpose of ensuring the harmonious 
and sustainable use of the spectrum resource. In doing so, they can enjoy the right of protection of their 
radiocommunication services from harmful interference by coordinating spectrum use at their borders and respecting 
internationally agreed technical parameters for using radiofrequencies (as radiofrequency propagation cannot be 
physically “cut-off” at country borders). Moreover, as countries have the sovereign right to manage the radio spectrum 
within their territorial borders, such right can only be exercised successfully through a reciprocal agreement to not 
cause harmful interference to other states. This set of internationally agreed rights and obligations is contained and 
specified within the Radio Regulations of the International Telecommunication Union - the international treaty through 
which countries ensure the orderly and sustainable use of the radio spectrum. These regulations are based on several 
principles, of which principle 0.3 and 0.4 of the Radio Regulations stand out: 
0.3 “In using frequency bands for radio services, Members shall bear in mind that radio frequencies and the 
geostationary-satellite orbit are limited natural resources and that they must be used rationally, efficiently and 
economically, in conformity with the provisions of these Regulations, so that countries or groups of countries may have 
equitable access to both, taking into account the special needs of the developing countries and the geographical 
situation of particular countries” (No. 196 of the ITU Constitution) 
0.4 “All stations, whatever their purpose, must be established and operated in such manner as not to cause harmful 
interference to the radio services or communications of other Members or of recognized operating agencies, or of other 
duly authorized operating agencies which carry on a radio service, and which operate in accordance with the provisions 
of these Regulations” (No. 197 of the ITU Constitution) 
Hence, based on the common interest of States to ensure the sustainability of their wireless infrastructure resources, it 
is in direct interest of countries to plan the allocation of the spectrum resource in a collaborative manner (at national, 
regional and, to the extent possible, global levels) and guaranteeing such outcomes is therefore an important element 
of national public policy objectives. 
Furthermore, spectrum management, through the international planning of spectrum, provides certainty for 
investment and results in higher market harmonization. The constant technological changes require the continuous 
review of spectrum allocations, which is carried out in a planned and predictable manner in order to benefit industries 
through balancing efforts between encouraging innovation and providing stable regulatory frameworks to stimulate 
investment, while safeguarding existing wireless services from harmful interference. Moreover, the benefits of 
collaborative international spectrum planning translate into economic benefits in that internationally harmonized 
spectrum bands enhance the interoperability of systems across or within regions as well as maximize economies of 
scale. Some clear examples of this can be found in the broadcasting industry, license-exempt local area networks and 
the mobile communications industry (and non-commercial services, such aeronautical and maritime 
radiocommunications). 

Figure 3.6: ITU-R world regions as per the Radio Regulations 

REGION 3

REGION 2

REGION 1

REGION 3
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3.4.2  Regulatory developments at the 
international level 

As stated earlier in this chapter, the rapid uptake of 
mobile cellular services has led to an increase in 
demand of bandwidth for mobile telecommunication 
services. Consequently, regulators and policy-makers 
are focusing intently on identifying suitable spectrum 
bands to be allocated for mobile services under the 
ITU’s framework for IMT.23   

Previous WRCs have identified and allocated 
spectrum for IMT in various bands, including the upper 
portion of the UHF TV broadcasting bands, paving the 
way for national regulators to implement the digital 
dividend in their countries. The amount of spectrum 
allocated and identified for IMT in the UHF varies, 
however, based on which ITU-R region a country lies 
within (See Figure 3.7). Generally speaking, these 
variations are represented by the band configurations 
of the three regions: 
• The European Union (Region 1) band is 790-862 

MHz (2 X 30 MHz);  
• The U.S. (Region 2) band is 698-806 MHz, 

comprising blocks of 2 X 22 MHz; and   
• The Asia-Pacific band plan (Region 3), which also 

comprises 698-806 MHz but contains the largest-
bandwidth channels (2 X 45 MHz).24 

At the last WRC, held in 2012, countries in ITU-R 
Region 1 (Europe, Africa and Middle East) agreed to an 
extension of their digital dividend band (790-862 MHz), 
allocating the adjacent 694-790 MHz band for mobile 
services on primary basis, to take effect in 2015.25  This 
decision followed several studies carried out in Europe 
and the US on the optimal use of UHF spectrum and 
how to balance broadcasting and mobile service needs 
and demand. In March 2012 (just after WRC-12 had 
concluded), the United Kingdom’s Office of 
Communications (Ofcom) released a consultation paper 
titled, “Securing Long Term Benefits from Scarce 
Spectrum Resources:  A Strategy for UHF bands IV and 
V.”26  In the paper, Ofcom announced a long-term 
strategy for “enabling the future release of potentially 

valuable harmonized mobile broadband spectrum in 
the 700 MHz band to meet the growth in demand for 
mobile data capacity.”  

Similarly, in the US, the Federal Communications 
Commission’s “Mobile Wireless Competition Report”27 
for 2013 noted that the country’s National Broadband 
Plan had recommended making available an additional 
500 MHz of spectrum within ten years for broadband 
use, of which 300 MHz should be made available in the 
frequency range 225 MHz to 3.7 GHz (mostly in the 
UHF spectrum). The goal of U.S. policy is to make UHF 
TV spectrum available for reallocation to wireless 
broadband through “incentive auctions.”28 The FCC has 
been directed to implement a reverse auction to 
“determine the amount of compensation that each 
broadcast television licensee would accept for 
voluntarily relinquishing some or all of its spectrum 
usage rights.”  Moreover, U.S. President Barack Obama 
recently has released an executive memorandum 
directing Federal government agencies to encourage 
and implement more spectrum sharing for the purpose 
of achieving higher spectrum efficiency and advancing 
spectrum availability for wireless broadband. 29 

Such policy decisions clearly signal these countries’ 
increasing concerns about the heated demand for 
spectrum, and they point to strategies for identifying 
and allocating the UHF spectrum for broadband. 
Further, delegates at WRC-12 established an agenda 
item for the next WRC (in November 2015) to consider 
yet more mobile spectrum allocations and 
identification of bands for IMT. These regulatory 
developments are significant indicators of the ongoing 
international review of UHF spectrum utilization.  

Put succinctly, the 700 MHz band already has been 
reallocated from broadcasting to mobile service, and 
much of the remaining UHF spectrum (470-694 MHz) is 
one of several bands now being proposed for additional 
reallocations. 30  As international spectrum planning 
progresses, it raises interesting questions regarding the 
outcome of the TVWS approach in the UHF bands (See 
Box 3.2).  
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Box 3.2: Questions for regulators and stakeholders 

1) What would be the situation for TVWS service providers and users with regard to TVWS deployments in the recently 
agreed digital dividend extension (694-790 MHz) in ITU-R Region 1? What would be the situation in ITU-R Regions 2 and 
3 in their digital dividend bands?  

2) If new, additional digital dividends occur in the remaining UHF TV bands, what would be the impact on TVWS service 
providers and users in bands that can be identified for primary services other than broadcasting?  

3) Would an incoming primary service different from broadcasting be capable of co-existing with widespread TVWS 
devices? 

4) Which party (or parties) would be accountable for funding the costs of TVWS service providers and users in potential 
scenarios of migration or reallocation of TVWS devices? 

 

 

3.4.3  Licensing frameworks at the national level  

National regulators have adopted various 
mechanisms for licensing spectrum at national level 
(see Table 3.1). These national spectrum manage-

ment frameworks are used to define the rights and 
obligations of spectrum users and provide for 
operator accountability.  

 

 

Table 3.1: Spectrum licensing mechanisms 

Model Typical Users Typical Uses 

Administrative licensing  
 

• Government agencies 
 – Military 
 – Public safety 
 – Resource managers 
 – Transport operators 
• Broadcasters 
• Professional users 
• Earth station operators 

• Radars 
• Aeronautical and maritime 
• Tactical radios 
• Remote sensing  
• Terrestrial television broadcasting 
• Professional mobile radio 
• Point-to-point links 
• Satellite telecommunications 

Property Rights (Flexible 
Rights of Use) 

• Commercial terrestrial wireless operators 
• Satellite operators 

• 2G and 3G mobile services 
• Satellite broadcasting and 

telecommunications  
• WiMax or fixed wireless 

License-exempt (Class license, 
General User License) 

• Internet hotspot providers 
• Individuals 

• Wi-Fi (WLANs) 
• Other Low-power devices (key fobs, 

garage openers) 

Source: Author and ITU report Exploring the Value and Economic Valuation of Spectrum 
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The objectives of these licensing frameworks 
include:   
• Coordinating an orderly use of the spectrum 

resource through licensing and registry (national 
and international); 

• Avoiding instances of harmful interference through 
the establishment of licence parameters. 

• Ensuring technical compatibility between different 
services within a band and with services in adjacent 
bands. 

• Mitigating harmful interference into safety-of-life 
systems. 

• Ensuring that the finite spectrum resource is 
appropriately valued (and not hoarded), through 
taxation or fees. 

• Enabling equitable, rational, efficient and 
economical forms for allocating the resource when 
demand exceeds supply. 

• Avoiding monopolies and enabling competition for 
the benefit of consumers. 

• Providing a stable regulatory environment for 
spectrum users in order to encourage investment 
and innovation. 

In general, licensing regimes function in different 
ways to accommodate different types of services. 31  
For example, administrative licenses can cover higher-
power transmitters at a fixed location, making it easier 
for coordination and planning purposes (as in the case 
of broadcasting and fixed links). Property rights 
frameworks provide more licensing flexibility (and 
tradability) for larger-scale deployment of commercial 
mobile services requiring high quality- of-service. This 
allows them to meet service expectations of both 
regulators and customers, including expectations for 
emergency calling and coverage objectives. 

Lastly, licence-exempt frameworks (or variations 
known as a general user licence or a class licence) have 
been established across several frequency bands to 
accommodate the deployment of large numbers of 
ubiquitous low-power devices, for which individual 
licensing would be impractical. Nevertheless, licence-
exempt devices are subject to compliance with 
technical specifications and, in some cases, even 
operational requirements. In addition, they commonly 
operate on a non-interference/ non-protection 
operation. Wi-Fi  is a prime example of operating under 
licence-exemption or class licence, and TVWS devices 
are also being proposed for operation under such a 
framework. 

In order to ensure technical compatibility of TVWS 
devices operating on a non-interference basis with the 
primary television broadcasting service, it may be 
helpful to perform an impact assessment of the current 
or proposed licensing approach. For instance, terrestrial 
television broadcasting has long been considered a 
public service, so it has operated throughout its history 
under licensing rules that include coverage protection 
parameters, such as protection ratios and maximum 
permitted levels of unwanted signals. 32 

In light of the importance of protecting TV 
broadcasting, several studies have taken place in 
different regions to assess the level of technical 
compatibility between TV broadcasting and TVWS 
broadband devices. One such study was undertaken in 
Europe, through the European Conference of Postal 
and Telecommunications (CEPT), which conducted 
extensive studies to ascertain the level of compatibility 
between TVWS devices and UHF TV in the band 470-
790 MHz. 33  The studies also looked at compatibility 
with other forms of radiocommunications in the same 
frequency bands. The report concluded that the most 
feasible option for avoiding interference into the TV 
service is the geo-location database technique, since 
available sensing techniques alone were not (and are 
not) yet reliable enough to guarantee interference 
protection. 

Traditionally, some sharing of the licensed UHF TV 
broadcasting service has already been implemented, 
allowing, for example, the use of wireless microphones. 
It can be argued that this band sharing was achieved 
successfully because of the operational nature of the 
wireless microphones themselves. Because they were 
used by the television industry as a production tool, the 
industry had a direct interest in achieving technical 
compatibility. 

In order to achieve a degree of technical 
coordination between the primary broadcasting service 
and the ubiquitous use of wireless microphones, 
countries opted either for some form of wireless 
microphone usage registry (a kind of temporary 
licensing) or some form of licence exemption coupled 
with operational conditions. This actually set a technical 
precedent for sharing between primary TV 
broadcasting and a licence-exempt service in the same 
band, subject to coordination.  

Still, once the digital dividend spectrum became 
attainable and was reallocated to the mobile service, 
licensing clauses for the operation of wireless 
microphones in those bands needed reconsideration.34  
It became necessary to plan for ceasing their operation 
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in the digital dividend bands, due to the risk of harmful 
interference into the incoming mobile services. That 
raised the issue of compensation for the costs of 
relocating or “migrating” the microphone devices out 
of the UHF bands. Users of the devices (i.e., 
broadcasters) faced costs for either re-tuning 
equipment or acquiring new hardware capable of 
operating in a different band. Additional costs may arise 
later, such as for interference cases arising from devices 
that are not migrated and remain in the reallocated 
band.  

The bottom line is that the wireless microphone 
story indicates the possibility of appropriate coordina-
tion, achieved by a combination of database-managed 
channel assignment, geo-location and a compatible set 
of technical specifications. Given that, TVWS operating 
on secondary basis in the TV UHF bands should not 
necessarily represent an unmanageable hurdle in terms 
of licensing. There are already numerous bands that 
include secondary allocations, which are subject to 
operational coordination and interference manage-
ment measures in order to allow co-existence between 
the services. So a well-defined licence-exempt regime 
(on a non-interference/ non-protection basis) for TVWS 
could well serve as viable option for co-existence 
between TVWS and the incumbent service. 

There is, however, a possible pitfall. If the nature of 
the primary service changes – let’s say from 
broadcasting to mobile, as it has in the UHF digital 
dividend bands – then it will be necessary to assess the 
interference risk from TVWS devices into the new 
primary service and their potential reallocation to 
another band.  

Key differences between TV broadcasting and 
mobile service delivery may become important in this 
scenario. TV broadcasting requires a small number of 
high-powered transmitters at known fixed sites, 
transmitting to receive-only user equipment (i.e., 
televisions). This is the current technical scenario for co-
existence between licence-exempt TVWS devices (with 
geo-location and database-managed channel use) and 
the incumbent broadcasters. This scenario presents a 
stable set of challenges for co-existence. But if the 
primary service changes from broadcasting to mobile, 

the technical challenges also change. The small number 
of TV stations would be replaced by a larger number of 
cellular base stations. And receive-only TV sets would 
be replaced by an infinitely larger number of mobile 
wireless devices (smart phones, tablets, etc.) that both 
receive and send signals. The increase in spectral 
complexity would require analysis and studies to assess 
the level of compatibility with white spaces devices. 

3.4.4  The ongoing deployment of digital TV 
broadcasting  

The picture becomes more complex when one 
looks at the varying nature of the switch-over to digital 
broadcasting in different countries. Digital terrestrial 
television (DTT) in the UHF bands has been 
implemented fully in some countries, but in others the 
process has been slower – or has not even started yet. 
In regions and countries where channel utilization by 
the primary DTT service is still undergoing planning and 
coordination, there is still uncertainty with regard to 
the “final” DTT coverage footprint. The best example of 
this is in Africa, which is part of a comprehensive digital 
broadcasting channelization agreement negotiated in 
Geneva in 2006 (known as “Geneva-06”). 35  Many 
African countries have not fully implemented Geneva-
06, with the implication that any TVWS arrangement 
implemented now might not be applicable in the 
future.   

Moreover, as TV broadcasting services are being 
squeezed into a smaller amount of spectrum to make 
room for the digital dividend, they are forced to 
increase their spectrum efficiency by using SFNs. This 
translates into more intensive use of the same 
channels, reducing the availability of white spaces. 
Similarly, the benefits of digital television are still being 
explored, and more value-added applications may 
arise. It would not be surprising if DTT broadcasters try 
to squeeze in more consumer alternatives using their 
available spectrum, further pinching the white spaces 
that previously were available. So the long-term 
availability of TVWS might not be guaranteed, and 
disruption of TVWS operations – or even permanent 
unavailability – could become a reality. 
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Box 3.3: Further questions for regulators and stakeholders 

1)  What studies would be necessary to assess the level of compatibility between license-exempt TVWS devices and 
licensed mobile services, should further allocations be made for the mobile service in the UHF TV band?  

2)  Is it possible to guarantee a continuity of service for TVWS service providers in UHF TV spectrum bands in regions 
where DTT deployment is still ongoing? 

3)  What will happen with TVWS networks using analogue TV channel gaps once digital TV is fully deployed? 

4)  What are the risks and benefits for TVWS service providers and users if early adoption of TVWS takes place in regions 
where DTT transition has not been finalized?  

5)  Is there a need to consider some form of spectrum security of tenure for TVWS service providers in order to provide 
them with a minimum “spectrum pool” for successful service provision 

 
With all of the ongoing international and national 

proposals and changes for the use of the UHF 
spectrum, a picture emerges of regulatory flux, as well 
as variation among countries and regions. Without 
status as a primary (or even secondary) service – and 
without licences that provide spectrum usage rights – 
TVWS operations appear vulnerable to this fluctuating 
regulatory picture. Regulators may need to ask some 
searching questions in this environment regarding the 
potential long-term viability of TVWS in the UHF bands 
(see Box  3.3). Additional questions to be considered by 
regulators are further included in the regulatory 
checklist available in Annex 1.  

3.4.5  Operational characteristics of license-
exempt devices 

Licence-exempt frequency bands, such as those 
used by Wi-Fi devices, have been implemented to host 
large numbers of ubiquitous devices. These terminals – 
which we know as smart phones, lap-tops and tablets, 
share those frequencies collaboratively, using low 
power levels and channel control schemes, and operate 
without an expectation of any quality-of-service (QoS) 
standard. As mentioned earlier, no individual licence is 
required for operation in these bands, but compliance 
with technical and operational parameters is necessary 
to avoid harmful interference to other devices and 
services. Moreover, increases in transmit power 
exceeding the limits prescribed for licence-exempt 
devices would either reduce the number of possible 
users at a given area or cause interference, either 
within that band or in adjacent bands. Therefore, the 
usefulness of licence-exempt bands depends on 
adherence to the prescribed limits (power limits and 
frequency boundaries) by the devices. 

Several frequency bands have been allocated 
worldwide to operate on a licence-exempt basis, and 

these bands accommodate a variety of devices and 
applications. Wireless local area networks (wireless 
LANs) – known as Wi-Fi hotspots or networks – are the 
most common. Wireless LANs operate mainly in the 
following bands: 
• The 2.4 GHz band (with a total of 100 MHz of 

bandwidth); and  
• The 5 GHz range band (with the 5150-5350 MHz 

and 5470-5725 GHz bands being most common), 
with a bandwidth of approximately 455 MHz36). 

There is also an allocation in the 900 MHz band in 
ITU-R Region 2 (Americas) between 902-928 MHz, 
totaling 26 MHz of bandwidth. This 900 MHz allocation 
has also been adopted by some countries in ITU-R 
Region 3 (Asia Pacific). The combined total for all three 
licence-exempt bands used by wireless LANs is about 
581 MHz of bandwidth. 

TVWS device specifications for regional Wireless 
Access Networks (IEEE 802.22, WRANs) have been 
designed for operation on similar basis, but set to 
operate in the UHF TV spectrum. Low-power devices 
would operate ubiquitously and could share the band 
with other TVWS applications, such as those proposed 
for M2M devices. Contrary to the situation with the Wi-
Fi bands mentioned above, however, the amount of 
bandwidth available for licence-exempt TVWS devices 
is not equal internationally (although the UHF TV bands 
are harmonized). Rather, the available bandwidth will 
vary among countries and also regionally within 
countries, depending on the degree of channel 
utilization by the terrestrial television service.  

Further, it is expected that the deployment of 
TVWS M2M devices will involve very large numbers of 
devices scattered across different regions and serving 
different purposes. Some assessment will be necessary 
to determine the levels of interference that a combined 
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deployment scenario would represent – and how this 
will impact TVWS bandwidth availability. Moreover, it 
has been suggested by CEPT (ECC Report 159) that 
more studies are needed to understand the out-of-
band impact of TVWS devices operating in 470-
790 MHz, which will share a band edge with mobile 
services in the adjacent digital dividend bands. 

The potential wireless ecosystem in the UHF TV 
spectrum might then involve the primary service 
(television broadcasting) sharing the band with wireless 
microphones, TVWS devices for WRANs, TVWS devices 
for M2M operations, and any other TVWS applications 
that may arise – all occupying idle TV channels. Adding 
to this complexity, countries will face varying situations 
depending on the progress of their transition to digital 
television. Countries going through a transition phase 
of simulcasting (when both the analogue and the digital 
television service operate simultaneously) will need to 
account for potential changes in the available 
bandwidth for TVWS.  

3.5 Conclusions 
This chapter has sought to provide an in-depth 

discussion on the implementation of TVWS as an 
alternative (or supplementary) way to provide wireless 
broadband connectivity while achieving efficient use of 
the valuable UHF bands. This analysis has shown that 
TVWS proposals and trials are arising in the context of a 
complicated regulatory and technical environment – 
one that is still in flux. Several factors need to be taken 
into account to appropriately balance the early 
adoption of a novel technology and the long-term 
benefits and costs at stake within a changing regulatory 
environment. Notwithstanding this tension, there is 
some certainty about what is expected from the   
policy decision-making process: avoiding sub-optimal 
utilization of this high-value spectrum resource and 
obtaining the greatest benefit from it. 

Based on the chapter’s assessment of the current 
situation, there are several important questions to be 
addressed in adopting national TVWS implementation 
strategies:  

1)  What are the potential outcomes of early policy 
decisions on TVWS? 

Early implementation (without regulatory 
safeguards) through the use of idle TV spectrum can 
gain immediate connectivity benefits, provided the 
available spectrum is properly identified and is used in 
a way that controls interference. These benefits may 

include reaching small communities in need of 
connectivity and boosting their familiarization with 
wireless platforms and applications. Moreover, these 
benefits would occur much earlier than might 
otherwise be possible with more traditional 
reallocation and rollout processes.  

Some of the uncertainties involved in early TVWS 
implementation involve the incomplete (or not-yet-
begun) DTT transition, which could make unclear the 
level of future spectrum availability for TVWS service 
over the long term.  Also, there can be uncertainty with 
regard to potential changes in the regulatory 
environment, such as replacement of current TV 
broadcasting with another primary service (most likely 
mobile service). This could practically force TVWS usage 
out of the UHF bands, or at least circumscribe it, 
resulting in financial losses for TVWS broadband service 
providers and users. While TVWS equipment standards 
are still under development and economies of scale are 
still pending, more clarity is needed to understand the 
current TVWS business case and to understand the 
types of services (and service quality) that consumers 
can expect. 

2)  What are some of the current regulatory 
challenges for TVWS implementation? 

One of the main tasks of a national regulator with 
respect to deployment of TVWS devices would be to 
ensure their compatible operation with incumbent 
services and licensed applications. TVWS devices are 
supposed to work on a non-interference and non-
protection basis, which requires accommodation of 
radio systems operating in the same geographical area. 
Initially, the best way to accommodate them was seen 
as cognitive sensing of electromagnetic environment, 
coupled with dynamic selection of unused frequencies. 
Currently, however, there is a need for more advanced 
and reliable spectrum sensing solutions that can handle 
hidden obstacles and account for the requirements 
posed by very sensitive and expensive receivers. So, 
with sensing not quite sufficient on its own, proponents 
have turned to geo-location databases that contain 
information about the primary radio services nearby, 
allowing TVWS operations to avoid interfering with 
them. As the numbers of TVWS devices grow in any 
given area, however, potential aggregate interference 
into the primary service, as well as among TVWS 
devices, will need particular attention, especially in 
urban scenarios. 

The establishment, maintenance and dynamic 
updating of such databases may represent an added 
complexity for national authorities. Implementation 
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would require thorough studies and trials. This aspect is 
especially important in the border areas, where 
knowledge about radio systems used in the 
neighboring country is necessary and exchange of 
database information would be needed to avoid cross-
border interference.  

3)  Could some form of “security of tenure” be 
needed to provide predictability and a long-term 
space for opportunistic TVWS applications? 

Regulatory approaches could be considered to 
explore creating a regulatory environment and a space 
where TVWS wireless broadband applications could 
access spectrum not only in the short-term but also in 
the longer-term. The challenge is that TVWS 
applications are inherently opportunistic, a paradigm 
that was pioneered in the context of sharing with 
television broadcasting. But what would happen if the 
allocation changed to implement broadband mobile 
service, or if digital TV broadcasting networks expand 
their programming or coverage?  Would TVWS 
broadband applications be adaptable enough to 
continue serving consumers, or would they require 
regulatory measures to ensure their long-term success?  

The uncertainty revealed in these questions could 
result in lack of interest to invest in these frequency 
bands or in legal battles between primary licensees 
(current or future) and TVWS providers. Either outcome 
would be sub-optimal, as it would hinder development 
of the affected markets and potentially lead to an 
inefficient use of the spectrum. Any investment and 
business case should be based on a stable regulatory 
environment, in which wireless technologies can 
develop in a scalable way, for the benefit of users and 
service providers. Evolutionary changes in the 
regulatory environment for wireless technologies (and 
we are certainly seeing such changes in the UHF bands) 
can have massive impacts on services that were not 
planned to account for a shifting regulatory framework. 

4)  How does a potential TVWS broadband solution 
fit into a long-term national ICT strategy? 

TVWS holds a potential to help achieve great 
benefits from the UHF spectrum resource for society as 
a whole. But considering that spectrum regulation is a 
complex and interwoven mix of disciplines (policy, 
legislative, regulatory, economic, technical and 
operational), there is definitively no silver bullet to 
tackle all the challenges. Still, the sustainable 
development of ICTs and efficient spectrum use are 
important goals for regulators and policy-makers as 

they work toward new approaches to spectrum 
management – including TVWS.  

Currently, under-served rural areas represent a 
challenge in achieving national ICT objectives. In 
allocating spectrum to operators, coverage obligations 
have been implemented in many countries to 
increment the broadband capacity levels of rural 
regions, with the expectation that spectrum resources 
licensed to operators will further serve the socio-
economic and developmental needs of rural 
communities, as well as maximizing economic benefits 
in urban areas. Alternative forms of spectrum 
utilization (such as dynamic spectrum access and 
TVWS) are interesting approaches to complement 
licensed operators’ efforts to meet rural broadband 
needs. So it is useful to encourage their appropriate 
development and maturity as a way to benefit users.  

In conclusion, it is important to recognize that the 
wireless component of a national ICT strategy will most 
certainly include a variety of models to reach out to 
communities. That strategy should take into account 
mid- and long-term goals, in order to avoid 
implementing short-term solutions that could result in 
unnecessary economic and social costs over the long-
term. It is then a matter of public policy to ensure an 
effective spectrum regulatory framework that nurtures 
harmonization while balancing innovation and 
scalability of ICT ecosystems. 

Initiatives striving to make more efficient use of the 
spectrum resource through spectrum sharing, dynamic 
access and cognitive radio have been supported and 
encouraged within ITU-R technical studies, with the 
expectation that they will provide a valuable 
contribution to the future of wireless. However, 
spectrum planning requires all-encompassing 
frameworks (technical, legal, economic and social), 
which need to be sufficiently versatile and adaptable to 
industry and regulatory changes. Regulations need to 
provide choices (through fostering competition) and 
avoid the formation of infrastructure monopolies (with 
their consequent costs and inefficiency issues). 
Comprehensive spectrum strategies and policies need 
to be developed with an eye to sustainable mid- and 
long-term outcomes, keeping in mind international 
regulatory developments. Otherwise, spectrum 
bottlenecks will arise as demand continues to grow. 
TVWS utilization needs to be assessed within such 
strategies. 
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Annexes: 
Annex 1: Regulatory checklist for TVWS implementation 

 

1) What would be the situation for TVWS service providers and users with regard to TVWS deployments in the recently 
agreed digital dividend extension 694-790 MHz in ITU-R Region 1? What would be the situation in ITU-R Regions 2 and 
3 in their digital dividends?  

2)  Should new digital dividends occur in the remaining UHF TV bands, what would be the impact on TVWS service 
providers and users in bands that can be identified for primary services other than broadcasting?  

3)  Would an incoming primary service different from broadcasting be capable of co-existing with widespread TVWS 
devices? 

4)  Which party (or parties) would be accountable for funding the costs of TVWS service providers and users in potential 
scenarios of migration or reallocation of TVWS devices? 

5)  What studies would be necessary to assess the level of compatibility between license-exempt TVWS devices and 
licensed mobile services, should further allocations be made for the mobile service in the UHF TV band? Is there a 
possibility for more digital dividends to take place in the UHF spectrum?  

6)  Is it possible to guarantee a continuity of service for TVWS service providers in UHF TV spectrum bands in regions where 
DTT deployment is still ongoing? 

7)  What will happen with TVWS networks using analogue TV channel gaps once digital TV is fully deployed? 

8)  What are the risks and benefits for TVWS service providers and users if early adoption of TVWS takes place in regions 
where DTT transition has not been finalized?  

9)  Is there a need to consider some form of spectrum security of tenure for TVWS service providers in order to provide 
them with a minimum “spectrum pool” for successful service provision? 

10)  What studies would be necessary to assess the level of availability of TVWS in a combined deployment scenario 
including TVWS Wireless Regional Access Networks, wireless microphones, DTT and TVWS M2M devices? Would there 
be an impact on service provision due to bandwidth bottlenecks in cases of low TVWS availability? 

11)  Will TVWS be deployed for backhaul alternatives? Would there be potential bandwidth bottlenecks for TVWS backhaul 
service providers? 

12)  What would be the impact on TVWS service providers and users should numbers of TVWS Wireless RANs and TVWS 
M2M devices grow rapidly at any given area?  Could such situation result in interference for TVWS devices given the 
greater coverage ranges possible in UHF spectrum?  

13)  Could the above situation in question 12 find some alternatives through the implementation of licensing arrangements 
other than a license-exempt framework? 

14) Could infrastructure monopolies arise in connectivity services provided through TVWS? Are there competition issues that 
need consideration? 

15)  Can local mobile operators and small rural ISPs benefit from opportunities through TVWS? What types of services are 
expected to be offered by TVWS service providers after the pilot projects? 

16)  In terms of TVWS service provision and TVWS central database management. Would there be a need to review the 
legal framework and propose new regulatory arrangements for accountability or assess the possibility of conflicts of 
interest between these two service areas?  

17)  What is the potential level of scalability, resiliency and reliability that TVWS service providers can offer? Will these levels 
be sustainable in front of increases in demand and increased sharing of TVWS? Is TVWS a short-term solution or a long-
term connectivity strategy?  

18)  How does TVWS broadband connectivity fit into a long-term national ICT strategy? 
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Annex 2: Recommendation 76 (WRC-12) on Cognitive Radio Systems 

 

 
RECOMMENDATION 76 (WRC-12) 

Deployment and use of cognitive radio systems 

The World Radiocommunication Conference (Geneva, 2012), 

considering 

a) that a cognitive radio system (CRS) is defined as a radio system employing technology that allows the 
system to obtain knowledge of its operational and geographical environment, established policies and its internal 
state; to dynamically and autonomously adjust its operational parameters and protocols according to its obtained 
knowledge in order to achieve predefined objectives; and to learn from the results obtained (Report ITU-R SM.2152); 

b) that a method of spectrum management to be used for aiding frequency assignment for terrestrial 
services in border areas can be found in Recommendation ITU-R SM.1049; 

c) that ITU-R is studying the implementation and use of CRS in accordance with Resolution ITU-R 58; 

d) that studies on regulatory measures related to the implementation of CRS are outside the scope of 
Resolution ITU-R 58; 

e) that there are plans to deploy CRS in some radiocommunication services, 

recognizing 

a) that any radio system implementing CRS technology needs to operate in accordance with the 
provisions of the Radio Regulations; 

b) that the use of CRS does not exempt administrations from their obligations with regard to the 
protection of stations of other administrations operating in accordance with the Radio Regulations; 

c) that CRSs are expected to provide flexibility and improved efficiency to overall spectrum use, 

recommends  

that administrations participate actively in the ITU-R studies conducted under Resolution ITU-R 58, taking into 
account recognizing a) and b). 
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Endnotes 
 

1  UHF: Ultra High Frequency (range of 300-3000 MHz). These frequencies are used by a variety of wireless services including TV 
broadcasting, military, mobile telephony, public safety communications, satellite and short-range devices amongst others. The 
UHF TV broadcasting band (excluding digital dividend spectrum bands) is located in the frequency range around 470-698 MHz. 
Including the Digital Dividend, the frequency ranges approximately between 470-790 MHz. 

2  A licence-exempt framework refers to devices operating on a non-interference/non-protection basis in compliance with 
technical specification and/or band rules without the need for an individual device licence. 

3  IMT: International Mobile Telecommunications standards for mobile networks. More information available at: 
http://www.itu.int/ITU-D/tech/MobileCommunications/Spectrum-IMT.pdf 

4  Digital Dividend: refers to the amount of spectrum made available by the transition of terrestrial television broadcasting from 
analogue to digital. 

5  Digital Dividend: Insights for Spectrum Decisions: 
http://www.itu.int/ITU D/tech/digital_broadcasting/Reports/DigitalDividend.pdf 

6  Further details about M2M communications can be found at: http://www.itu.int/en/ITU-
T/focusgroups/m2m/Pages/default.aspx  and a technical paper on M2M: http://www.itu.int/pub/T-TUT-IOT 

7  Radio Regulations are available for download for free at: http://www.itu.int/pub/R-REG-RR 
8  Put succinctly, because digital transmission involves less spectrum than does analog transmission, the shift to digital 

broadcasting frees up spectrum that can then be reallocated for mobile wireless services’ use. 
9  According to ITU ICT statistics 2013, mobile-cellular subscriptions will reach 6.8 billion (world population is 7.1 billion) 
10  Details on the role of ICTs in achieving the UN Millennium Development Goals can be found at: 

http://www.itu.int/wsis/documents/background.asp?lang=en&theme=im 
11  UN article on the digital divide: http://www.un.org/apps/news/story.asp?NewsID=43265&Cr=digital+divide&Cr1=#.UbRciLSxblI 
12  Cognitive radio system: “radio system employing technology that allows the system to  obtain knowledge of its operational and 

geographical environment, established policies and its  internal state; to dynamically and autonomously adjust its operational 
parameters and protocols  according to its obtained knowledge in order to achieve predefined objectives; and to learn from the  
results obtained.” Definitions and details of cognitive radio (CR) can be found in ITU Report SM.2152 at: 
http://www.itu.int/pub/R-REP-SM.2152 

13  Details on Universal Service Obligation can be found at: http://www.ictregulationtoolkit.org/en/Section.1740.html 
14  Details about IEEE 802.22 can be found at: http://www.ieee802.org/22/ 
15  Current international regulatory provisions allow cognitive radio systems to operate provided that administrations observe their 

obligations set in the ITU Radio Regulations (See appendix 6). 
16  FCC’s Second Memorandum Opinion and Order on the use of TVWS (FCC 10-174) can be found at: 

http://www.fcc.gov/document/unlicensed-operation-tv-broadcast-bandsadditional-spectrum-unlicensed-devices-below-900-
m-0 

17  Draft standards specification for M2M by Weightless SIG can be found at: http://www.weightless.org 
18  ISP: Internet Service Provider 
19  The ITU report “Exploring the Value and Economic Valuation of Spectrum” provides further insights into the economic value 

aspects of spectrum: http://www.itu.int/ITU-D/treg/broadband/ITU-BB-Reports_SpectrumValue.pdf 
20  Definition of spectrum management (as per Study Group 1 brochure): Spectrum management is the combination of 

administrative and technical procedures necessary to ensure the efficient utilization of the radio-frequency spectrum by all 
radiocommunication services defined in the ITU Radio Regulations and the operation of radio systems, without causing harmful 
interference. 
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21  Information on ITU-R Study Groups can be found at: http://www.itu.int/en/ITU-R/study-groups/Pages/default.aspx 
22  Information on WRCs can be found at: http://www.itu.int/ITU-/index.asp?category=conferences&rlink=wrc&lang=en 
23  Details on the agreed IMT-Advanced standards can be found at: 

http://www.itu.int/net/pressoffice/press_releases/2012/02.aspx#.UbR4rLSxblI 
24  ITU-R Recommendation M.1036-4 provides the frequency arrangements for implementation of IMT and can be found at: 

http://www.itu.int/rec/R-REC-M.1036-4-201203-I/en 
25  See WRC-12 Resolution 232, which can be found at: http://www.itu.int/oth/R0A0600004B/en 
26  UK’s Ofcom consultation paper can be found at: http://stakeholders.ofcom.org.uk/consultations/uhf-strategy/summary 
27  FCC 13-34, “16th Mobile Competition Report,” Federal Communications Commission, released March 21, 2013. It can be found 

at: http://www.fcc.gov/document/16th-mobile-competition-report 
28  US Public Law document 112-96, Feb. 2012, section 6403 on incentive auctions can be found at: 

http://www.gpo.gov/fdsys/pkg/PLAW-112publ96/pdf/PLAW-112publ96.pdf 
29  US White House memorandum can be found at: http://www.whitehouse.gov/the-press-office/2013/06/14/presidential-

memorandum-expanding-americas-leadership-wireless-innovatio 
30  The UHF band is just one of many bands being evaluated by a “joint task group” drawn from ITU-R Study Groups 4, 5, 6 and 7 

(JTG 4-5-6-7) for potential mobile allocation and/or IMT identification.  The bands, known as “suitable ranges,” were submitted 
to the JTG for study by ITU-R Working Parties 5A and 5D.  

31  The ITU document “Spectrum Management for a Converging World” provides in-depth analysis and further details on spectrum 
licensing and spectrum assignment at national level. It can be found at: http://www.itu.int/osg/spu/ni/spectrum/RSM-BG.pdf 

32  Planning criteria for DTT can be found in ITU-R BT.1368 at: http://www.itu.int/rec/R-REC-BT.1368/en 
33  ECC Report 159 (Electronic Communications Committee within CEPT) provides the results of sharing studies performed in 

Europe to assess the compatibility levels between TVWS devices and other services in the UHF TV band. The report can be 
found at: http://www.erodocdb.dk/docs/doc98/official/pdf/ECCRep159.pdf 

34  A policy adopted in the US prohibited the use of wireless microphones in the digital dividend bands 698-806 MHz after June, 
2010: http://www.fcc.gov/guides/wireless-microphones-700-mhz-band-prohibition-after-june-12-2010 

35  Geneva 06 agreement can be found at: http://www.itu.int/ITU-R/terrestrial/broadcast/plans/ge06/ 
36  Based on FCC’s 5 GHz licence-exempt regulation, FCC 13-22, found at: http://www.fcc.gov/document/5-ghz-unlicensed-

spectrum-unii 
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4.1  Introduction 
As the “Dotcom (“.com”) Bubble” burst in the early 

2000s, incumbent telecommunication operators sought 
to improve their market positions by developing what 
came to be known as next-generation networks 
(NGNs). 1   These were (and are) packet-switched 
networks based on Internet Protocol (IP), which 
allowed the operators to maintain the guaranteed 
quality of service common to legacy, circuit-switched 
voice networks, while improving efficiency, lowering 
costs and facilitating the introduction of new services. 
NGNs were designed to protect incumbents’ 
profitability for as long as possible. In short, they were 
the dam holding back the rising tide of the Internet.  

The success of the Internet, meanwhile, has 
stemmed from open, unrestricted access to services 
and applications, which can be created by users and 
located at the edge of the network. NGNs represented 
the telecommunication companies’ attempt to 
replicate the architecture of the Internet while building 
on the high reliability and predictability of service that 
end users had come to expect over circuit-switched 
networks. But to effectively implement this counter-
strategy to the Internet, operators depended on 
effective interconnection among all NGNs, replicating 
the open-access regime of the Internet while allowing 
the operators to maintain control of the infrastructure 
and continue with the usage-based charging system 
that brought them profitability. The operators’ 
advantage then would boil down to this: NGNs 
promised high end-to-end quality of service, which 
users would not get from the “best-efforts” 
transmission of the public Internet. 

Clearly, the role of interconnection in the 
development of NGNs would be instrumental. In fact, 
at that critical juncture, just over ten years ago, a 
notable book compared IP interconnection with the 
laws of thermodynamics.2 The book, IP Interconnect: 
Commercial, Technical and Regulatory Dynamics, 
postulated that just as the laws of thermodynamics 
describe fundamental truths of heat, energy and 
matter, so the parallel “laws of IP interconnection” 
speak to the basic elements of profitability, usage and 
market power in the telecommunication sector.3  Both 
systems – the universe and telecommunication markets 
– are complex but not entirely chaotic, and the authors 
postulated that the rigorously defined laws of 
thermodynamics might have parallels in the telecom 
world that would help guide market participants 
through the turbulent transition from circuit-switched 
to IP interconnection (See Table 4.1). 

Now, a decade later, it is time to see whether these 
IP interconnection “laws” can shape industry’s thinking 
in a time of transition. But have they proved to be 
accurate over the intervening years of rapid change and 
further technological progress?  Have these principles 
stood the test of time, and what have been the 
consequences?  This chapter seeks to answer those 
questions and, in the process, uses the prism of the 
“laws” to illuminate the ongoing challenges of inter-
connection in a national broadband network 
environment. 

 

  

INTERCONNECTION 
CHARGING MODELS IN A 
NATIONAL BROADBAND 
NETWORK ENVIRONMENT  
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Table 4.1: Parallels laws of thermodynamics and IP interconnection 

Law 
number Law of Thermodynamics “Law” of IP Interconnection 

0 If object A is in thermal equilibrium with B, and B is in 
thermal equilibrium with C, then object A is in 
thermal equilibrium with C 

If network A is interconnected with B, and B is 
interconnected with C, then network A is in effect 
interconnected with C 

1 The change in internal energy of a system is equal to 
the amount of heat added to the system, minus the 
work done by it. This means that energy cannot be 
created; it can only be transferred from one system 
to another.  

Within any interconnected system, the total profitability 
is related to the amount of usage of the system and the 
relevant tariff. This means that profitability cannot be 
increased without an increase in retail price or usage, no 
matter how fast IP is installed. 

2 Within any closed system, the entropy (that is a 
measure of the disorder or random distribution of 
matter throughout the system) always increases with 
time. 

Within any IP system, the complexity (that is a measure of 
the disorder or random distribution of packets and usage 
throughout the system) always increases with time. 

3 The universe will gradually move towards a state 
called absolute zero, at which time all energy and 
matter will be randomly distributed across space. 

The IP world will gradually move towards a state in which 
market power is removed, at which time usage and 
profitability will be randomly distributed throughout the 
system. 

Source: Ovum 

 

4.2  The Zeroth Law: 
interconnection is 
transitive 

After the first three laws of thermodynamics were 
established, it was decidedly inconvenient when 
another, more basic, law was proposed. Showing the 
creativity of engineers, it was coined the “Zeroth” Law, 
so as to leave the other three undisturbed. In a similar 
manner, the Zeroth Law of IP Interconnection is easily 
overlooked because it seems obvious:  There is no need 
for all networks to be directly interconnected so long as 
there is sufficient interconnection that any-to-any 
connectivity can be assured. That is, users of any one 
network can reach users of any other network.    

4.2.1  Peering and transit 

In the circuit-switched world of 
telecommunications, any-to-any connectivity has been 
imposed as a regulatory requirement. Terms of 
interconnection have been carefully controlled to 
ensure that network effects are enjoyed at the total-
system level and are, therefore, delivered to users in 
terms of greater amenity and reach. Any-to-any 
connectivity ensures that network benefits are not 
privatized, limiting the exploitation of market power. 
None of this has been explicitly mandated by regulation 
in the public Internet, and yet full connectivity has been 
achieved through two forms of interconnection:4 

• Peering – in which two interconnecting networks 
are treated as (approximately) equal in size or 
scope, with the result that no billing is required 
between them. In practice no two peered networks 
are exactly equal, but variations in terms of volume 
and direction of traffic and geographical reach are 
within acceptable bounds. Allowable variations 
may be determined in advance and specified in the 
peering contract.  

• Transit – in which there is a considerable disparity 
in the size or value of the interconnection 
relationship, with the result that the larger network 
treats the smaller one as a customer, charging it for 
hand-ling both incoming and outgoing traffic. 
Transit is the default option, providing connectivity 
to the full Internet for those operators that do not 
have the scale or scope to enter into peering 
relationships.  

These two forms of interconnection are illustrated 
in Figure 4.1. Together, peering and transit ensure full 
interconnectivity within the Internet. They embody the 
transitive properties described in the Zeroth Law:  The 
larger transit networks perform the function of linking 
smaller networks that could not commercially justify 
direct interconnection. The system is thus highly 
effective and efficient, achieving a full mesh with a 
minimal number of separate interconnection 
agreements. 
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Figure 4.1:  Peering and transit interconnection arrangements5 
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In the early days of the Internet, the system of 
peering and transit was fiercely contested, particularly 
by those operating within the older telecommunication 
paradigm. It was considered unfair that peripheral 
networks were forced to pay to belong to the system. In 
practice, this meant that funds flowed from developing 
countries, through major centres in Europe and Asia, 
ultimately to reach the core of the Internet in the 
United States. Coming from the circuit-switched 
perspective, this appeared to reverse the subsidies that 
were embedded in the international accounting rate 
system of international telecommunications prevalent 
at that time.  

While there was some truth in this argument, with 
hindsight the problem now seems over-stated. More 
and more operators – not just the Tier 1 ISPs – have 
been able to establish peering relationships. 6  
Moreover, even peering is not “free.”  It has a cost in 
terms of transmission to the peering point, co-location, 
ports and equipment. There is also the operational cost 
of building and maintaining the peering relationship.   

In effect, transit interconnection involves paying the 
transit operator to conduct the peering relationship on 
behalf of its customers (which are smaller Internet 
service providers or “ISPs”), since those ISPs themselves 
are too small or remote for wide-scale peering to be 
cost-effective. Over time, as the volumes of traffic grow, 
ISPs can then engage in peering relationships as they 
become more cost-effective (See Figure 4.2).   

Even if, in a static sense, the criticisms of transit 
interconnection were valid, the dynamism of the 
Internet has made any unfairness short-lived as work-
around solutions have been established. Peering has 
rapidly replaced transit as the norm, with the result 
that the vast majority of traffic no longer touches the 
major global backbone networks. A full 99.5 per cent of 
international IP interconnection (transit or peering) 
agreements are reached “on a handshake” without 
written contracts, and only 0.27 per cent of agreements 
are asymmetric (for example, including a payment or 
imposing minimum quality terms).7 
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Figure 4.2: The cost-effectiveness of peering and transit 
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This transition has been achieved by the 
confluence of several factors, all relating to the need to 
reduce the overall cost of interconnection arrange-
ments as Internet traffic volumes have grown: 
• Growth of regional peering. In the early days of 

the Internet, peering was restricted to the largest 
(“Tier 1”) backbone providers, but there is now a 
much greater range of peering options among 
lower-level regional providers (sometimes called 
“donut peering”). 

• Growth and distribution of Internet exchange 
points (IXPs). IXPs are locations where multiple ISPs 
meet to effect peering, as shown in Figure 4.3. 
Although each ISP has to bear its own costs of 
transmission to the IXP, these costs are spread 
across multiple peering relationships maintained at 
the same location, thus cutting costs and improving 
the affordability of peering. 

• The development of regional content and content 
distribution networks (CDNs). The growth of local 
content and caching within regions, including in 
developing countries, creates additional demand 
(more desirable content is more easily accessible), 
reduces costs (as transit interconnection is no 
longer required) and improves service quality 
(latency is reduced, with fewer “hops” to reach 
cached content). It is also a key component of 
ensuring that IXPs have sufficient bargaining power 
with large network operators, yielding more 
affordable bandwidth prices, which are especially 
important in developing countries.  
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Figure 4.3:  Internet Exchange Points (IXPs) allow cost-effective regional peering 
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IXPs also spur local investment in content and 

related industries, in much the same way that airport 
hubs generate significant economic activity within their 
locales. In East Africa, for example, a liberalized 
technology sector has enabled Nairobi’s development 
as a regional IXP hub, resulting in the caching of much 
digital content in Kenya. In neighbouring Ethiopia, the 
government has invested heavily in the development of 
Addis-Ababa as a regional airport hub.8 

4.2.2  Any-to-any connectivity requirements 

Since the start of the millennium, experience has 
tended to corroborate the Zeroth Law with respect to 
the public Internet. There is clearly no need to impose 
any-to-any interconnection requirements among these 
networks (or the applications that run over them) 
because commercial demands are sufficient to achieve 
full interconnectivity. But where does that leave the 
case for requiring any-to-any connectivity for voice 
services, whether provided over the traditional, public-
switched telephone network (PSTN) or an NGN? 9 
Should full connectivity requirements be extended to 
any other services provided over NGNs?   

There is a public interest case to be made – on the 
grounds of both economic efficiency and social 
inclusion – for requiring interconnection among all 

circuit-switched networks, in order to ensure the 
delivery of end-to-end voice services. Such a 
requirement is common in operators’ licences or in 
telecommunication legislation throughout the world. 
Such provisions are based on the economic argument 
that welfare is maximized when subscribers on one 
network can call (and receive calls from) subscribers on 
all other networks. This any-to-any obligation makes 
the most sense when applied to operators with market 
power, because larger, established networks may have 
a competitive incentive not to interconnect with new 
market entrants. Many regulators, however, impose 
any-to-any interconnection requirements on all 
operators – not just those with significant market 
power (SMP), so that all users on all networks are 
included. There is no reason why these requirements 
should be withdrawn when voice services are carried 
on NGNs rather than circuit-switched networks. The 
change of network technology does not alter the case 
for any-to-any connectivity as a competitive principle.  

As consumers come to rely more on “over-the-top” 
voice applications on the Internet, such as Skype, rather 
than the traditional, PSTN voice services with their 
defined quality-of-service standards, the need for 
continuing regulation will be reduced and may 
eventually disappear. However, these circumstances 
are still some way off. Ovum, for example, has 
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suggested that “reports of the death of the [PSTN] 
telephone have been greatly exaggerated,” and Voice 
over Internet Protocol (VoIP) services will actually 
replace only 6.9 per cent of telecommunication 
network operators’ revenues between 2012 and 
2020.10  In such circumstances, it is unsurprising that no 
country has yet taken the step to deregulate voice 
communications fully.  

Before extending any-to-any connectivity 
requirements to services other than PSTN or NGN voice 
offerings, however, the following factors need to be 
taken into account:11 
• The extent of competition in the supply of the 

service. If there is no dominant supplier, then there 
is little danger of anti-competitive behaviour, such 
as avoiding interconnection to gain a competitive 
advantage. Rather, there is every chance that the 
market will reach any-to-any connectivity 
outcomes without regulatory pressure, as it has 
with the public Internet. 

• The extent of network externalities. How much 
would end-users benefit from being able to 
connect to all other end-users and not just to those 
on their own network?  How much would end-
users benefit from being able to access any service 
or server and not just those on their own 
networks?  Only if such externalities are high would 
a regulatory requirement for any-to-any inter-
connection be justified.  

• The costs of an any-to-any interconnection 
requirement. These include the direct costs 
associated with establishing gateways and 
maintaining interoperability. This is especially 
relevant in cases where standards are yet to be 
fully established, and hence the danger of stranded 
investment is high. The opportunity costs also 
should be taken into account. For example, in the 
absence of any-to-any requirements, competition 
between network operators may be increased as 
they use access to innovative applications and/or 
connectivity with other network subscribers as a 
means of attracting new customers.  

It is not clear that any service, other than voice, 
would pass these tests; it is even doubtful that voice 
would pass the tests in markets with highly developed 
over-the-top voice applications. Messaging services 
(SMS and MMS) could possibly qualify, but most 
regulators have declined to regulate these services. 
Real-time video is another possibility, but the scale of 
the externality effect is likely to be low, compared with 
voice, and unlikely to justify the significantly higher 
baseline network costs required for such a service. Few 

other applications are provided on an end-user-to-end-
user basis, with the result that any-to-any connectivity 
would bring little public benefit. Furthermore, absent 
the any-to-any requirement, there may be enhanced 
competition and innovation in applications as each 
operator uses these services to attract new subscribers 
to its network.  

4.2.3  Regulating how interconnection takes 
place 

Not content with the principle of any-to-any 
connectivity, some regulators have established specific 
rules for interconnection arrangements. For example, in 
some countries, all interconnected traffic must pass 
through interconnect exchange (ICX) operators, which 
are licensed separately for this purpose. These 
arrangements may have been established for good 
reasons (e.g. to crack down on avoidance of payments 
for usage-related licence fees), but their effect may be 
to fossilize a single interconnection architecture. The 
ICX operators soon perceive a rent-seeking, vested 
interest in maintaining the status quo, risking a halt in 
progress towards more efficient arrangements over 
time. The public interest and consumer welfare are 
injured in the process.  

Another regressive arrangement is insistence that 
traffic be converted to time-division multiplexing (TDM) 
– the common circuit-switched transmission mode – 
before being passed between networks. In a 
predominantly circuit-switched world this had some 
virtue, as the costs of conversion from TDM to IP were 
greater than the reverse. But as IP becomes the 
transmission protocol of choice, these requirements 
make less economic sense. In fact, the only clear reason 
for staying with TDM-based interconnection is to 
protect the interests of incumbent operators that 
otherwise would have to bear the costs of converting 
their legacy, circuit-switched traffic to IP. Regulators 
have been lacking in leadership here; some have 
investigated the issue, but they have so far refrained 
from taking decisive action by withdrawing 
requirements for IP-to-TDM conversion at the point of 
interconnection. 

4.2.4  Conclusions 

There is a reasonable presumption that any-to-any 
connectivity will be achieved and maintained 
throughout the public Internet, because of the 
competitive market among networks. Such conditions 
could potentially apply to all networks, including the 
PSTN and NGNs, but to provide absolute certainty it is 
reasonable for now to maintain the regulatory 
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requirement for any-to-any interconnection within the 
PSTN/NGN environment. This is because these types of 
networks embody the traditional vertical integration of 
service and transport layers – meaning that the quality 
and terms of interconnection directly impact whether 
and how the integrated voice services are delivered. In 
other words, to ensure that voice services are 
ubiquitous, one may have to regulate interconnection 
on the legacy PSTN and NGNs. 

With the public Internet, however, interconnection 
more directly affects the transport layer, and services 
are available on a distributed basis as over-the-top 
applications. For that reason, it is not necessary to 
extend legacy interconnection regulations to the 
Internet  unless strict public interest tests are met. Over 
time, it is more likely that the any-to-any requirement 
could be withdrawn from the legacy infrastructure 
environment rather than being extended to the 
Internet universe, where a variety of services and 
applications will be offered competitively. Apart from 
the safeguard of any-to-any connectivity, there should 
be no need to restrict who can provide interconnection 
or to regulate interconnection architectures.  

4.3  The First Law: 
profitability increase 
depends on growth 

This brings us to our First Law (which actually is the 
second one):  “Within any interconnected system, the 
total profitability is related to the amount of usage of 

the system and the relevant tariff. This means that 
profitability cannot be increased without an increase in 
retail price or usage, no matter how fast IP is installed.”  
This section analyses the effect of growth, looking at 
the cases of NGNs, in particular.  

4.3.1  The development of NGNs 

The original NGN concept envisioned a managed IP 
network that comprised: 
• a closed network with vertical integration between 

transport and services; 
• interconnection via gateways, which would carry 

out security, charging and signalling functions; 
• services delivered to customers by each NGN 

operator – and by third parties – using a controlled 
application programming interface (API); 

• large-scale emulation of traditional services, along 
with a range of new services; and 

• a layered network approach, with access, 
transport, service control and application layers – 
allowing integration of fixed and mobile networks 
in order to enable a common transport network 
and common communication services. 

This concept is shown in Table 4.2, which contrasts 
the features of NGNs and the Internet. Operators 
hoped for increased profitability through a combination 
of cost-cutting (by putting all services on a single 
network platform) and improved competition with the 
Internet (by providing improved service quality).   

Table 4.2: NGNs versus the public Internet 

Factor NGN Public Internet 

IP-based? Yes Yes 

Interconnection Closed via gateways for security, quality of 
service and charging purposes.  

Open 

Intelligence Centralized and controlled by the NGN 
operator. 

At the network edge and implemented by end-users. 

Innovation By NGN operators and third parties over 
controlled APIs. 

By users at the network edge – innovation without 
permission. 

Ability to roll out 
services 

Local Global 

Management of 
quality of service 

Through central control of resource allocation 
for intra-NGN services. 
Competing solutions for inter-NGN services, 
with limited implementation to date. 

Best-efforts service. 
Build additional capacity to avoid congestion. 
Traffic management at network edge. 

Source: Plum Consulting 
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Progress in implementing NGNs has been both 
limited and variable, for two main reasons: 

• The technical challenges inherent in replacing a 
range of traditional networks with a single NGN has 
been greater than originally anticipated, and 
projected cost savings generally have not been 
realized. 

• The new services that NGNs were designed to carry 
– and that were supposed to help generate a 
return on the investment – have largely been 
implemented on the Internet instead. While some 
high-quality video applications are carried over 
NGNs, the Internet now generates more than 
75 per cent of telecommunication traffic in the 
developed world (see Figure 4.4 below). For most 
applications in the consumer market, and 
increasingly for many business applications, the 
best-efforts standard is good enough. For example, 
most businesses rely on the Internet for 
communicating with suppliers, customers, financial 
institutions and others. For these purposes, they 
generally accept best-efforts service. Higher-quality 
services are the exception and are likely to remain 
so.  

Despite being somewhat overtaken by the Internet, 
NGN deployment has continued. The success of the 
Internet means that conversion to IP technology is the 
only available option. Increasingly few vendors support 
traditional circuit-switched technologies such as “plain 
old telephone service” (POTS), frame relay and 
asynchronous transfer mode (ATM) networks, meaning 
that these networks are increasingly expensive to 

maintain. In that sense, the cost savings that were 
predicted for NGNs have come true:  Migration to 
NGNs has not cut costs in absolute terms, but it has 
prevented an ever-increasing maintenance bill for 
legacy networks. 

Consider the example of a typical NGN, British 
Telecom’s 21st Century Network in the United Kingdom 
(see Box 4.1). BT’s experience shows how the concept 
of an NGN has changed over time. There is now much 
less talk of service migration, cost savings and managed 
IP services. The NGN is now primarily about providing 
fibre backhaul to support the growth of the Internet 
and, through related next-generation access (NGA) 
projects, providing higher access speeds to retail 
customers.   

4.3.2  Why NGNs have struggled 

One of the perceived advantages of the NGN was 
its ability to deliver a wide range of new, revenue-
generating services from within a “walled garden” 
created by proprietary offerings and closed gateways to 
other networks. But in practice, the Internet has 
delivered the vast majority of these new services (often 
as downloaded applications), undercutting the 
revenues anticipated by the telecom operators. The 
Internet has achieved this because, unlike NGNs, it 
locates intelligence at the network edge in the servers 
and clients of end-users. The Internet provides an open 
transport network to link these nodes together, 
allowing users to innovate without permission and 
generating a far richer array of applications than the 
NGN operators ever could.  

 

Box 4.1: British Telecom’s 21st Century Network 

In 2005, BT announced plans to roll out its 21st Century Network (21CN) across the UK. BT wanted to deliver a complete 
replacement for up to 17 networks by 2011, saving GBP 1 billion per year in operating costs. In practice, this vision proved overly 
ambitious and many legacy services were never transferred to the new network (although in some cases roughly equivalent 
services were launched on the NGN). 

In recent years, BT has dropped the 21st Century Network name, replacing it with the term Next Generation Broadband (NGB). 
In its current form, this is a GBP 2.5 billion, fibre-to-the-cabinet investment programme that aims to pass two-thirds of UK 
premises by 2014. It may extend to as many as 90 per cent of premises due to public-private partnership arrangements in 
remote and rural areas. In April 2013, BT announced that its NGB network had passed 15 million premises –  more half of all 
premises in the UK.    

Source: Author and BT (http://www.btplc.com/ngb/) 
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The net result is that the Internet has grown far 
more strongly than NGNs over the past ten years, and 
there is no sign of that situation changing in the future. 
Figure 4.4 illustrates how the public Internet has come 
to dominate telecommunications. It compares the 
traffic carried over the Internet with managed IP traffic 
and circuit-switched traffic for the period 2011-2016, 
based on Cisco forecasts.12 

It is possible that in the future a managed layer will 
emerge within the public Internet, further eroding the 
business case for NGNs. But this seems unlikely, given 
the global nature of the Internet and the consistent 
improvements in “best-efforts” performance that it has 
delivered. A more likely development – and the one 
underpinning Cisco’s forecasts – is that NGNs will 
continue to deliver services that require guaranteed 
quality-of-service – principally, business data and high-
quality video. But these will be a diminishing 
proportion of total services, while the public Internet 
will continue to deliver the majority of applications on a 
best-efforts basis. 

4.3.3  Implications for interconnection 

Although NGNs were designed to supply managed 
IP services for the 21st century, in practice they occupy 
a small corner within the market for IP-based 
telecommunication services as a whole. This corner 
happens to be the part of the market most prone to 
regulated interconnection. However, as the dominance 
of the public Internet continues to grow, any simple 

extension of ex-ante regulation to NGNs could result in 
unforeseen and potentially damaging consequences. 

This situation has arisen largely because NGNs have 
fallen foul of the First Law: they have failed to deliver 
the promised growth in service revenues, so there is no 
means of increasing long-term profitability. Even if 
NGNs have reduced costs through platform integration 
(itself a disputable point), they have failed to stem the 
double hit on revenues from reductions in both price 
levels and traffic volumes that operators have seen in 
response to “free” Internet applications. 

Regulators need to be careful in their reaction to 
NGNs.  At the service level, if anything, regulation ought 
to be peeled away, because the presence of alternative 
Internet applications will control the market behaviour 
of NGN operators (i.e. managed IP service providers). 
So, the burden of proof lies with the regulator to 
demonstrate why any NGN interconnection obligations 
are required, and to ensure that the pace at which they 
are introduced is consistent with the pace of migration 
to those NGNs. Equally, however, regulators need to 
ensure that the broadband networks that have been 
developed as NGNs – including both passive and active 
infrastructure – do not become a new source of 
monopoly rent-taking. This infrastructure needs to be 
made available on open access principles to all service 
providers, whether they are ISPs or managed service 
providers.   

 

Figure 4.4: Global traffic forecasts (in petabytes per month13) 

 
Source: Author, using Cisco forecasts (with additional data from Google) 
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4.4  The Second Law: 
complexity always 
increases over time 

Now, a reminder of the Second Law of IP 
Interconnection:  “Within any IP system, complexity (a 
measure of the disorder or random distribution of 
packets and usage throughout the system) always 
increases with time.” 

4.4.1  Evidence of increasing complexity in IP 
networks 

The rapid growth and development of IP 
networking over the past ten years is undeniable. It is 
also, according to the Second Law, inevitable. The 

change of scale and complexity in the broadband/ 
Internet ecosystem has been staggering, as just a few 
facts indicate.  

• There has been significant and sustained growth 
in global IP traffic. Table 4.3 illustrates Cisco 
forecasts that there will continue to be strong 
global growth at least until 2016, but the rate of 
increase is declining slightly, to around 29 per cent 
annually. The figures also demonstrate the 
continued strength of the fixed Internet access 
market, although the rate of growth is much higher 
for mobile data. Lower growth is forecast for 
managed IP networks. 

 

 

Table 4.3:  Global IP traffic developments 

 2011 2012 2013 2014 2015 2016 CAGR 

By Type (PB per Month) 

Fixed Internet 23,288 32,990 40,587 50,888 64,349 81,347 28% 

Managed IP 6,849 9,199 11,846 13,925 16,085 18,131 21% 

Mobile data 597 1,252 2,379 4,215 6,896 10,804 78% 

By Segment (PB per Month) 

Consumer 25,792 37,244 47,198 59,652 76,103 97,152 30% 

Business 4,942 7,613 9,375 11,227 13,130 7,613 22% 

By Geography (PB per Month) 

North America 10,343 14,580 17,283 19,796 23,219 27,486 22% 

Western Europe 7,287 10,257 13,026 16,410 20,176 24,400 27% 

Asia Pacific 10,513 14,792 18,976 24,713 31,990 41,105 31% 

Latin America 1,045 1,570 2,333 3,495 5,208 7,591 49% 

Central and Eastern Europe 1,162 1,673 2,290 3,196 4,419 5,987 39% 

Middle East and Africa 384 601 903 1,417 2,320 3,714 57% 

Total (PB per Month) 

Total IP traffic 30,734 43,441 54,812 69,028 87,331 110,282 29% 

Source: Cisco (for weblink see Footnote 9) 
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• The number of players in the broadband value 
chain has increased. Figure 4.5 describes the 
principal categories of market players, but 
individual companies may perform more than one 
function. Perhaps the most significant change in 
recent years has been the emergence of content 
distribution networks (CDNs). These are designed 
to enhance the quality of Internet content delivery 
through local caching and greatly increased 
amounts of direct routing. CDNs generate revenues 
from content and application providers (CAPs), and 
they generally price their services per megabit. But 
they also offer value-added services such as digital 
rights management 14  and regional restricted 
content. 

• There is a trend away from transit inter-
connection. This trend, significantly achieved 
through the growth of CDNs, has increased the 
variety and complexity of interconnection 
arrangements. Figure 4.6 provides one example 
based on transit (dark lines) and peering (light 
lines) connectivity from one node in the BSNL 
network in India.15    

• The variety of services and applications carried 
over broadband networks has mushroomed. For 
example, the number of applications in the Apple 

AppStore has risen from 50,000 in June 2009 to 
775,000 in January 2013.16  More generally, cloud 
services have taken off, with 56 per cent of Internet 
users having webmail accounts, 34 per cent storing 
photos online, 29 per cent using online 
applications, and 5 per cent backing up their hard 
disks online.17 

• Traffic patterns have changed as new applications 
have taken off. Video streaming is by far the most 
bandwidth-intensive application, accounting for 
more than 50 per cent of traffic volumes. Along 
with file-sharing, video streaming means that the 
majority of traffic is no longer person-to-person, 
and the peak-hour loading of the network has 
increased significantly, representing as much as 50 
per cent of total traffic. These trends, however, are 
asymmetrical; they affect downloads rather than 
uploads, and person-to-person traffic continues to 
dominate upstream links.  

• Unit costs have tumbled. This is a result both of 
volume growth and technological development – 
for example, rapid reductions in the costs of routers 
and dense wave-division multiplex (DWDM) 
equipment. The cost of mobile data has been 
falling particularly rapidly as spectrum efficiency 
improvements have lowered costs per megabit. 

 

Figure 4.5:  The increasing complexity of the broadband value chain 
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Figure 4.6:  The increasing complexity of interconnection arrangements 
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4.4.2  Murphy’s Law and the need for simplicity 

The Second Law of Thermodynamics has often 
been paraphrased in what has become known as 
Murphy’s Law: “That which can go wrong will go 
wrong.”  In systems with ever-increasing scale and 
complexity, there is an imperative not to add 
unnecessary complexity – it will likely only increase the 
chances of things going wrong. Regulators need to be 
mindful of the temptation to engage in undue 
intervention in the market, especially when that market 
is seeing a high degree of flux. This situation clearly 
applies to Internet and NGN interconnection. One can 
demonstrate this by using the specific example of 
quality-of-service regulation.  

4.4.3  Regulating quality of service 

Quality of service is almost always a trade-off 
against cost of service. Consumers want to maximize 
quality and minimize cost. Suppliers cannot achieve 
both of these goals simultaneously, but in a perfectly 
competitive market they will find the right balance 
pivot between cost and quality that does maximize 
consumer welfare.  

If a market is not effectively competitive – in other 
words, where there is a supplier with SMP – there may 
be a need to establish minimum quality-of-service 
standards, in just the same way that there may be a 
need to establish maximum prices.  In the legacy, 
circuit-switched world, this was indeed the case, and 
minimum quality standards for voice services were 

established by many national regulatory authorities, as 
well as at an international level by the ITU and others.  

As networks transition to NGNs, these quality 
standards continue to provide a baseline for voice 
services. In many countries, the voice market is 
sufficiently competitive that any operator failing to 
provide that baseline level of quality demanded by 
consumers will tend to lose market share to other 
operators that do meet this quality standard. Operators 
that fail to provide quality of service that is at least 
equivalent to that of legacy networks will find it hard to 
persuade customers to switch to IP-based voice 
services at all. Customers might accept best efforts, but 
that does not mean any efforts are good enough. They 
have clear expectations, based on their circuit-switched 
past experiences. In developing countries, however, 
users generally have not had a high-quality experience 
of fixed telephony, so they may be more receptive to IP-
based services. 

This suggests that there is no need to establish 
minimum quality standards for voice services provided 
over an NGN. There are also good practical reasons for 
regulatory forbearance: 

• It will be difficult to set the economically 
optimum, minimum-quality standard through 
regulation. Theoretically, there is a cross-over point 
in the cost-quality dynamic, where consumer 
benefit is maximized. But this point is impossible 
for regulators to define beforehand. There is 
certainly no reason to believe that the legacy 
standards from circuit-switched networks are set at 
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the right level – and especially not at the right level 
for an IP world. Consumers may well be prepared 
to trade off quality against further price 
reductions.18 Or, in some cases, they may be willing 
to pay more for higher quality of service. But the 
actual cross-over point is best determined by the 
competitive market.  

• Quality-of-service standards on NGNs are not yet 
sufficiently developed to enable regulators to 
define and impose a minimum standard. Different 
standards bodies (e.g. ITU-T Study Group 12, IETF, 
GSMA, i3 Forum, ETSI 3GPP) are working to define 
classes of service quality on NGNs, but these 
standards are still under study. It is clearly too early 
to set any kind of minimum-quality standard, even 
for voice services. 

• The existing IP quality standards only address 
traffic management at the network layer. They do 
little to describe or determine the full user 
experience. This makes the standards appropriate 
for deployment within IP networks, where they 
have been successfully implemented for about a 
decade. But they are less useful at the application 
layer (e.g. for voice services). The high transaction 
costs of negotiating and monitoring quality across 
the point of interconnection also militate against 
end-to-end quality measures, as does the 
improving capability of the “best efforts” Internet 
to meet evolving customer demand.  

An alternative regulatory approach would be to: 
• Retain minimum end-to-end quality-of-service 

standards for circuit-switched voice. These will act 
as a baseline for operators that are transitioning 
voice services to IP networks. 

• Encourage industry to establish, and propose to 
regulators, guidelines for minimum quality-of-
service standards for voice communications on 
NGNs. This work should be carried out 
collaboratively (e.g. though an industry forum) and 
should, wherever possible, build on international 
standards, such as Internetwork Packet Exchange 
(IPX).  

• Monitor market developments, conducting surveys 
to gauge consumer reaction to service quality, and 
intervene in the future only when necessary and 
feasible. 

All the difficulties that apply to setting quality 
standards for voice services apply equally to other 
services that may be provided over NGNs. Moreover, 
there is a further difficulty: whereas voice services are 
clearly understood and have a legacy quality-of-service 

standard associated with them, other services or 
applications do not. This makes it very difficult to apply 
regulatory standards in this area, although regulators 
should keep watch over industry developments.  

Most of the international standards bodies, 
including ITU, are working with the Internet 
Engineering Task Force’s (IETF’s) DiffServ classification 
of services (conversational, streaming, interactive, 
background), so that quality standards may be applied 
across a group of relatively homogenous applications. 
As ITU-T SG12 has stated,19 it is crucial to be able to 
measure new parameters such as packet loss and jitter, 
and know what their impact will be on users. To this 
end, IPX has defined a range of quality parameters (e.g. 
availability, jitter, packet loss, delay) characterizing each 
service classification. This provides a proto-type for 
bringing QoS-based interconnection to the market, 
based on open standards and flexible charging 
mechanisms. 

However, international standards activity regarding 
costs and charges for guaranteed quality of service has 
a long way to go. A recent European Commission report 
concluded that: 

The mapping of IP traffic in different classes of 
quality is an important first step for enabling the 
differentiation and management of quality also 
between IP networks. However, this feature alone 
is not able to guarantee an absolute end-to-end 
quality (from an end-user to another end-user, or 
from a service centre to an end-user). In fact, the 
interconnection is not aware of the service (e.g. SIP 
sessions) transported by IP packets, so it’s not 
possible to give any guarantee on the level of 
quality associated with each single service. It is 
reasonable to say that the diversification of IP 
traffic at transport level in classes of quality 
enables a relative quality of IP services/ 
applications, which means that the quality could be 
associated to an IP traffic flow shared by many 
applications and services requiring the same 
quality objectives at IP transport level. 20 

It is difficult to conceive of any services or 
circumstances that would require regulators to impose 
a minimum quality-of-service standard through 
regulation. The concern that operators with SMP might 
gain competitive advantage through externality effects 
is best dealt with through a non-discrimination 
requirement. This would operators to offer wholesale 
services to interconnecting parties in the same 
combinations of quality and price that they offer to 
their own retail operations (this is known as 
“equivalence of inputs”).  
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4.5  The Third Law: the 
gradual erosion of 
market power 

4.5.1  Market power in circuit-switched 
networks 

Before telecommunications was disrupted by the 
Internet, it was widely believed that the infrastructure 
sector was either a natural monopoly or (following the 
advent of competition in the 1990s) an imperfectly 
competitive market in need of regulation. Current 
regulatory practices are based on a determination of 
SMP or market dominance. Operators deemed to 
possess SMP or dominance are regulated using specific, 
ex-ante rules to protect weaker competitors from any 
abuse of that market power. These preventive 
measures, as distinct from standard, ex-post 
competition law remedies, are justified because 
network industries offer substantial economies of scale 
and scope, and thus naturally lend themselves to a 
small number of market players.  

The regulation of access and interconnection has 
been the main focus of attention in regulating 
networks. Incumbent or SMP operators are required to 
provide interconnection to any other operator. 21  
Absent such regulation, there is a high risk that the 
dominant provider will simply refuse to interconnect, 
leaving competitors unable to supply meaningful retail 
call services to the majority of subscribers.    

Moreover, even the terms of interconnection need 
to be regulated. The precise nature of the obligations 
will depend on the services being offered and the 
extent to which the market for each service can 
constrain the SMP operator’s behaviour. Typical 
requirements include transparency, non-discrimination, 
equivalence of inputs and cost orientation. The aim is 
to ensure that the interconnection service allows 
competitors to operate and compete on equal terms in 
the downstream retail markets that depend on 
interconnected networks. So, for example, call 
termination rates should reflect the actual costs of an 
efficient operator, and equivalent wholesale broadband 
access products should be offered for each of the 
incumbent’s retail services.  

In short, traditional interconnection regulation has 
attempted to identify the benefits created by 

incumbency or dominance and then to replicate those 
benefits in the interconnection offers made to other 
operators. In particular, it has sought to even up the 
contest by offering new entrants access to the 
economies of scale available to the established 
operator.  This is an almost impossible task, especially 
as the complexity of the market has increased – as the 
Second Law said it must. One such example is 
described in Box 4.2. 

4.5.2  Market power in the Internet 

Market power within the Internet domain is 
different from that within circuit-switched 
telecommunications. It also has changed significantly 
during the short life of the Internet. Initially, the major 
“Tier 1” backbone network providers seemed the most 
powerful players, as they controlled the essential 
infrastructure and were able to establish favourable 
interconnection terms through peering among 
themselves and selling transit to “Tier 2” ISPs. But an 
over-supply of capacity, plus the trend towards regional 
caching and peering, has reduced the influence of 
these players on a global scale, although they remain 
significant within specific Internet regions. For example, 
in many countries there remain only one or two Tier 1 
companies, 22  and they continue to enjoy market 
power. Examples of this pattern could include BT in the 
United Kingdom, Deutsche Telekom in Germany, and 
China Telecom and China Unicom in China.  

More recently, though, market power appears to 
be vested increasingly in the content distribution 
networks. CDNs are not networks in the traditional 
sense. They purchase connectivity between their 
servers, but they use this infrastructure to offer 
transmission services to their customers (the CAPs) as 
an addition to their core business of storing content on 
their servers. CDNs therefore straddle the divide 
between content and infrastructure, providing a 
conundrum for the authorities as to whether or how 
they can be regulated. Scale is the key for CDNs 
because they have to access large quantities of content 
and locate their servers close enough to users to enable 
regional peering relationships to form. So, CDNs have 
increasing market power, but many of the companies 
remain hidden from public view (e.g. Limelight, Akamai, 
Panther, BitGravity, Highwinds) because they provide 
relatively few retail services – at least outside the 
enterprise market. 
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Box 4.2:  How the “club effect” has foiled cost-based regulation of mobile termination rates 

Cost-based mobile termination rates have generally been set by regulators with reference to the costs of an efficient mobile 
network operator. The European Commission recommends that rates be the same for all operators (symmetrical), based on a 
bottom-up, long run incremental cost (LRIC) model. This rate structure was intended to ensure that all operators had access to 
the same economies of scale, achievable by all of them if they were equally efficient. In many countries, a short period of 
asymmetry, in which the higher costs of new entrants were reflected in their ability to charge higher termination rates, 
preceded the imposition of symmetrical rates. This was meant to counter-balance the legacy benefits of incumbency. 
In practice, asymmetrical cost-based rates have failed to counteract the scale advantages of the incumbent operators. For 
example, in South Africa23 asymmetry was introduced on a temporary basis in 2011, with asymmetry to be phased out in 
2013, after it had helped the new entrants and smaller operators to become more established. The level of asymmetry was 
set initially for one year at 20 per cent, then dropped to 15 per cent, and finally, in the last year, to 10 per cent. However, the 
asymmetry made virtually no difference in the operators’ market shares, with the result that the smaller operators simply 
lobbied the regulators to continue the asymmetry a bit longer. Why did asymmetry not work?  And why, in other markets, has 
efficient-operator, cost-based symmetry failed to work much better?      
The problem has come to be known as the “club effect.”  All else being equal, subscribers favour the largest operator because 
they have more on-net (within the network) call options from this operator. On-net prices of a larger network will tend to be 
lower because of economies of scale, but also because the rational pricing strategy for this operator is to accept lower 
margins for on-net calls while increasing the price of off-net calls. The smaller operators cannot compete with this strategy. 
They can lower their on-net rates, but this would not necessarily increase demand, because there remain fewer on-net call 
options on the smaller networks. Or, they may lower off-net rates to match the on-net rate of the largest operator, which will 
give its subscribers the same range of discounted calling opportunities as subscribers on the larger network. However, to do 
this the operator will likely incur a cash loss because the mobile termination rate is generally higher than the on-net retail 
charge.  
The “club effect” exacerbates any differential in market share between operators. The propensity to make on-net calls is often 
two to three times higher than off-net calls, so there is a major advantage in having more subscribers on the network. Cost-
based termination rates on their own cannot resolve this problem; either the asymmetry has to be greater than that justified 
by cost differentials, or the symmetrical rates need to be so low (ideally zero) that smaller network operators are able to 
respond to the on-net price discounts made by the larger players.  
The Kenyan regulator’s approach has been to regulate the differential between the on-net and off-net retail prices charged by 
the dominant operator (and also to regulate termination rates).24  A similar approach has recently been adopted in Nigeria, 
where the regulator has outlawed any variation between on-net and off-net retail prices.25  The European Commission’s latest 
approach26 of very low “pure LRIC” pricing is an alternative and pragmatic attempt to resolve this problem within the 
constraints of a cost-based interconnection system. Another possible solution would be to abandon cost-based 
interconnection altogether in favour of bill-and-keep. Either way, mobile termination rates should fall close to zero as fast as 
possible. 

Source: Author 

 
There is much dynamism in the CDN sector of the 

market. But one particular trend may give regulators 
cause for concern:  Some of the largest CAPs (e.g. 
Google, Netflix, Amazon) are increasingly establishing 
themselves as CDNs, creating the possibility that they 
will leverage their retail market power within the 
infrastructure domain. Google, in particular, has 
attracted the attention of competition authorities in 
Europe and the United States, both in relation to its 
dominant position as an Internet search-engine and 
with regard to net-neutrality.    

4.5.3  Can dominance be fully overcome?  

Within the shifting sands of the Internet, no single 
dominant player has emerged, and market power has 
ebbed and flowed among various players. Even now, as 
concerns mount about the dominance of the large 
CAP/CDN companies, the market is likely to evolve, and 

a new generation of competitors will emerge to contest 
it. If Internet history has taught us anything, it should 
be that dynamic markets find their own equilibrium,27 
and there is seldom a need for regulatory intervention. 
The Third Law prevails. 

But what about the wider telecommunication 
domain?  Can dominance be creatively destroyed in the 
sphere of the PSTN and the NGNs?  The answer is likely 
to be different for (1) the core network (the legacy, 
circuit-switched network and replacement IP networks) 
and (2) the access network (the “last-mile” connection 
to customers that is required regardless of the core-
network functionality).  

4.5.3.1  The core network 

In the core (backbone) network, convergence onto 
IP transmission platforms is already assured. While 
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legacy circuit-switched networks will continue to exist 
for some time, there will be no new investment in 
these technologies, and they will be retired 
progressively as they reach the end of their economic 
lives. The pace of change will vary by country, 
depending both on the reach of the legacy network and 
the degree of economic development. Developed 
countries generally have a much greater installed base 
of circuit-switched network equipment. It will take 
many years to migrate to IP infrastructure, unless 
operators are willing to write-off significant past 
investments. In contrast, some developing countries 
already operate fully IP core networks28 because they 
had so little legacy infrastructure to replace. 

In the future, it is likely that managed IP networks 
increasingly will be deployed as an overlay on the 
public Internet for specific applications. Operators will 
not seek to compete with the public Internet head-on. 
Today, new applications are almost entirely carried on 
the public Internet – despite the fact that they are more 
and more sensitive to latency effects and thus could be 
natural candidates for a managed IP network. The rate 
of quality-of-service improvement on the Internet is 
sufficient for all but the most mission-critical corporate 
applications. So, managed IP networks are destined to 
remain a minor part of the overall market. In these 
circumstances, it is probable that stand-alone NGNs will 
gradually decline as reliance on the public Internet, 
with a quality-of-service overlay, becomes the standard 
networking approach.  

As core networks converge on the public Internet, 
then, the extent of competition in that universe will 
increase. Although there may remain relatively few Tier 
1 operators in some countries, they will face strong 
competition from Tier 2 providers. CDNs will have 
considerable countervailing buyer power when it 
comes to negotiating interconnection agreements. 
Already, in many countries, there is little or no ex-ante 
regulation of the core network at either wholesale or 
retail level. However, in developing countries this 
situation may still be many years away.   

4.5.3.2  The access network 

All services and applications rely ultimately on 
customer access. Being able to provide customers 
access with sufficient bandwidth, quality and reliability, 
at an affordable price, is essential to achieve market 
penetration. Provide these conditions and the 
applications will follow – as broadband history has 
shown. However, this is a never-ending effort, and 
there is just as much possibility of developing a vicious 
circle as a virtuous one. Figure 4.7 illustrates this 
conundrum as it appears in the international 
submarine cable access market. This is one of the main 
challenges currently facing developing countries as they 
seek to expand broadband and Internet connectivity. 

 

Figure 4.7: The relationship between demand, cost and price 
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The on-going challenge is to field an access 
network that provides sufficient bandwidth to support 
all the applications that users demand. Price can be 
used as a tool to curtail demand, keeping it within the 
evolving capacity limits of the access network. But price 
is a crude tool, and demand is influenced by many 
other factors, as well. Peak load is never fully 
predictable, with the result that some throttling of 
demand always seems to be required. This is where 
net-neutrality comes in.  

Net-neutrality is the principle that all electronic 
communication passing through a network is treated 
equally, regardless of content, application, service, 
device, sender or recipient.29  It is interesting to note 
that this principle is very close to the “best-efforts” 
paradigm that drives the Internet. Best-effort does not 
guarantee that all demand will be met, but any 
degradation in service will be randomly distributed. 

What is considered pernicious is when one 
application or service provider is given priority over 
another. This allows the operator to distort the market, 
especially since in most cases, the operator is an 
incumbent with SMP in the national fixed broadband 
access market. However, while BEREC has reported 
some blocking of over-the-top VoIP in Europe, it also 
has found that incidents have been few and have been 
resolved relatively quickly without regulatory inter-
vention.  

It increasingly appears that the concerns about net-
neutrality are being resolved by the market. There is a 

growing realization that access providers and content 
providers are in a symbiotic relationship – each feeds 
off the other, requiring help to generate revenues and 
profits. In economic terms, the presence of increasingly 
powerful CDNs is providing the necessary, 
countervailing buying power to curb the dominance of 
incumbent access providers. The case of Orange and 
Google described in Box 4.3 is a good example.  

In a sense, these developments are a fulfilment of 
the Third Law:  The power of the former-monopoly 
fixed-line telecom operator is waning. But it has not 
gone away completely, and quite possibly never will. 
The cost of building fibre access networks is large 
enough that building multiple competitive networks is 
almost always uneconomic. Some countries (e.g. 
Australia, Singapore) are investing huge sums in 
developing national broadband networks with 
ubiquitous fibre access, but these networks typically 
will, themselves, become monopoly infrastructures by 
incorporating the legacy assets of the incumbent. 
Market power in the access network will, if anything, 
become more pronounced as the scale of the required 
broadband investment increases. The rapid growth of 
some CDNs may hold that market power in check, 
allowing the CDNs to negotiate interconnection as a 
balance of equals. Still, the vast majority of players in 
the IP world will not enjoy the scale of the CDNs, so 
there will be an on-going need for regulatory 
intervention to ensure that all parties can attain fair and 
reasonable access and interconnection terms.30   

 

Box 4.3: The case of Google and France Telecom (Orange) 

In January 2103, the CEO of France Telecom (Orange), Stephane Richard, caused a stir by announcing that the company had 
reached an agreement with Google that required Google to pay FT for delivering Internet traffic. Mr. Richard claimed that a 
“balance of forces” was at work:  Google provided access to a rich array of content for France Telecom’s customers, while FT 
provided Google with access to a wide range of customers in Europe and Africa. He claimed that 50 per cent of all traffic on 
FT’s network originated with Google, including traffic from video applications such as YouTube, a Google-owned company. 
The fees involved in the deal were not disclosed.  
The agreement between France Telecom/Orange and Google came after a ruling by the French Competition Authority31 that 
Orange “may ask to be remunerated for opening additional capacity, but it must clarify the commercial and billing relationship 
between its Internet access and Internet transit businesses.”  This was meant to reduce the possibility that FT could impose a 
margin squeeze that would affect smaller ISPs that rely on FT for transit services. The smaller ISPs, most prominently Free (the 
fastest-growing ISP and, hence, the one with the greatest capacity problem) had restricted access to YouTube and other video 
sites and also blocked advertisements – all in an effort to preserve capacity for other applications. With these smaller ISPs, 
there is clearly no “balance of forces,” but the hope was that a peering agreement between FT/Orange and Google, coupled 
with regulations on Orange’s wholesale business, would ensure that at least some of the benefits would be passed on to 
smaller ISPs.   

Source: Author 
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4.6  The impact of the laws 
on national 
interconnection regimes 

The laws of thermodynamics are not “rules” that 
must be followed, but rather descriptions of underlying 
principles that collectively define a complex system. 
Similarly, the principles of IP interconnection do not 
determine how regulators must behave, but rather how 
they should act in pursuit of efficiency and effectiveness 
in the complex world of IP networks. Like the laws of 
thermodynamics, they are based on descriptions – but 
in this case they describe economic relationships that 
are triggered under certain conditions. As a general 
rule, the principles point to a future in which regulators 
become more watchful, observing the market and 
readying themselves to intervene only when and where 
market failures arise. This effectively leads to a role 
similar to that of competition authorities in many 
countries. With interconnection (as with other 
potential areas of regulation) regulators may become 
largely passive, intervening only in targeted ways.   

In the context of the Internet, this approach may 
seem obvious and non-controversial. But for many 

regulators it will be revolutionary, and it will be difficult 
for all of them. Interconnection of circuit-switched 
networks has consumed a disproportionate amount of 
regulatory effort over the past 20 years, especially in 
the area of mandating cost-based prices. But price 
regulation has not always yielded an adequate return 
on the investment of regulatory effort. Is it time now to 
learn and apply the lessons of the largely unregulated 
Internet?   

4.6.1  Time to leave cost-based interconnect 
behind?  

In truth, those lessons already have begun to sink 
in and be implemented. There has been an almost 
relentless trend toward lower termination rates, 
especially for mobile services. Ten years ago, 
interconnection payments amounted to about 30 per 
cent of a mobile operator’s revenues, but that figure 
has dropped substantially as termination rates have 
fallen.  A recent European Union report32 illustrates this 
(see Figure 4.8). The decline in fixed termination rates 
has been considerably less marked, and in some 
countries rates have actually gone up. In many cases, 
however, this has meant that fixed and mobile 
termination rates are now set at, or close to, the same 
level. 

 
 

Figure 4.8:  Mobile termination rates have fallen rapidly over the last ten years 
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This is not just the result of lower unit costs. It also 
stems from a determined effort by many regulators, led 
by the European Commission (EC), to reduce the 
effective floor that termination rates establish for retail 
pricing. Actually, that termination-rate floor relates 
most closely to off-net retail prices. Operators tend to 
price off-net calls according to a formula: 
• A + B + C, where: 

ο A = the marked-up network cost of calls, 

ο B = the termination charge payable to other 
operator, and 

ο C = the retail costs and mark-ups. 

What they should have been doing is reducing “B” 
to reflect the net payments after accounting for 
termination payments received from other operators. 
The trend towards flat-rate, “big bucket” retail tariff 
plans that give no incremental revenues based on call 
volumes is now leading operators to this outcome, but 
regulators can assist them by forcing termination rates 
down towards zero.  

Until now, however, regulators have justified the 
reduction in termination rates in terms of costs. The EC, 
for example, has forced mobile termination rates down 
to less than EUR 0.01 per minute by basing rates on 
“pure long run incremental cost.” This concept holds 
that the only allowable costs are those that would 
hypothetically be avoided if the termination service 
were withdrawn. This excludes all fixed costs and 
common-cost mark-ups, and ensures that economies 
of scale are fully incorporated into termination rates.  

The efforts of the EC are also proving valuable in 
overcoming the “club effect” (described earlier in Box 
4.2). They could also have been achieved, however, by 
eliminating the requirement that interconnection rates 
be cost-based. This was the approach followed in Hong 
Kong, China, where the Office of the Communications 
Authority (OFCA – then known as OFTA) withdrew its 
cost-based guidance for fixed-to-mobile and mobile-to-
fixed call termination. As a result, operators introduced 
a bill-and-keep arrangement in 2010. This worked 
because a clear any-to-any connectivity requirement 
was in place for voice communications, which meant 
that, absent specific regulatory guidance on pricing, 
operators selected bill-and-keep termination as the 
rational, default charging policy. 

Although bill-and-keep is still very much a minority 
approach (see Figure 4.9), there are sound economic 
reasons for favouring it. Not only does it minimize the 
transaction costs associated with interconnection, it 
also ensures that the retail service provider can account 
for price elasticity of demand without the constraints 
imposed by cost-based termination. In some situations, 
however, paid peering may be more appropriate, 
especially where there is a marked asymmetry of 
traffic. For example, downloading a three-minute video 
clip uses 35 times as much downstream capacity as 
upstream capacity, so a network with more content 
providers will originate far more traffic than a network 
with more subscribers (i.e., eyeballs). The commercial 
peering terms should reflect such differences, and 
regulators should not try to enforce bill-and-keep in all 
situations. 

 

Figure 4.9:  Charging regimes applied to interconnection services, World 2013 
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But can prices be left to market forces alone?  The 
answer, in most situations, is probably “yes,” even 
though this goes against the grain of regulatory history 
and practice. The range of factors that establish the 
value on either side of an interconnection arrangement 
are too numerous and often too nebulous to be 
calculated with any confidence by the regulator. Each 
network embodies differences in reach, quality, 
content, traffic, technology and costs – all of which help 
determine the value balance. Regulators therefore 
need to take a step back from ex-ante rules and work 
more from a set of principles that can guide 
commercial negotiations and, if necessary, be used to 
establish ex-post resolution of disputes. These 
principles may include: 
• Acceptance that there might be multiple 

interconnection models in operation at once, 
depending on the arrangement between each 
interconnecting pair of operators. 

• For any interconnection agreement that does not 
deploy bill and keep, the basis and level of the 
charges must be specified and justified in a 
transparent manner. 

• All interconnection agreements must be available 
to all operators equally through a transparent 
reference interconnection offer process. Where 
multiple agreements are in place, there could be a 
“menu” of interconnection options, ensuring non-
discrimination.  

• Where regulators are needed to mediate 
interconnection disputes, rates should be based on 
the principle of maximizing economic welfare. In 
most circumstances, this will mean setting cost-
based rates; using bottom-up, LRIC modelling is 
preferable.  

4.6.2  Practice forbearance (with one big 
exception) 

The future role of regulators will be much more 
one of monitoring interconnection agreements rather 
than intervening to establish interconnection charges. 
This role is well established with regard to the Internet 
and (perhaps more by default than design) regulators 
have adopted a similar approach to managed IP 
networks (NGNs). However, regulators will have to 
learn this approach in relation to circuit-switched 
networks. Current regulations will begin to fade away, 
or be repealed, as they become redundant. As BEREC 
warned33 at the end of its review of IP interconnection, 
“any measure could potentially be harmful, so it should 
be carefully considered.”  

In countries where liberalization is well advanced, 
significant regulatory “infrastructure” has usually been 
established to reach effective competition, particularly 
interconnection regulations and cost-modelling. In such 
situations, it is the danger of “stranded” regulatory 
investment that now threatens to stall progress. 
Regulators may be unwilling to unwind procedures that 
have taken considerable effort to develop. Instead, they 
rely on regulated, cost-based interconnection rates for 
too long. In reality, investment in cost models will never 
be wasted (See Box 4.4 for a best-practice example) but 
those models should be used increasingly as ex-post 
regulatory tools to resolve disputes and punish anti-
competitive behaviour. Having such tools available is 
critical to obtaining a rapid resolution of inter-
connection problems, and the knowledge that a rapid 
resolution is possible is critical to ensuring that 
commercial negotiations take place in good-faith. 
 

 

Box 4.4: The future role of cost models in ex-post regulation 

The Mozambican regulator, Instituto Nacional das Comunicações de Moçambique (INCM), has recently invested in a range of 
telecommunication cost models, all based on bottom-up, LRIC costing principles. Two of them, concerning fixed and mobile 
termination rates, were prepared even though the network operators already had reached commercial agreement on 
symmetrical rates. The other three models addressed rural infrastructure sharing and access to capacity on national backbone 
and international submarine cables. They were constructed despite the lack of any regulatory finding of dominance in these 
markets – or any pending interconnection disputes – that would justify the imposition of cost-based rates. Nevertheless, 
these cost models can be a powerful regulatory tool to keep INCM well-informed about market developments. They are being 
used in scenario planning, for example, to anticipate potential regulatory pressure points and to enable regulators to prepare 
potential actions if competition alone does not attain national economic policy goals.   

Source: INCM 
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Ex-post regulation of interconnection will 
increasingly become the norm, but broadband access is 
one area that will continue to need cost-based, ex-ante 
regulation. In every economy, and especially in 
developing countries with relatively poor fixed-line 
access infrastructure, the major bottleneck for the 
digital economy is in the lack of availability and 
capacity, as well as the high cost, of broadband access. 
Duplication of access infrastructure is frequently 
uneconomic (as is sometime the case for backhaul 
facilities) especially when major new investment is 
required to achieve broadband access speeds. 

Regulators, therefore, need to encourage and 
reward investment while retaining open access. Prices 
should ensure that fixed-network operators receive a 
fair return on their investments. They need a weighted 
average cost of capital that is sufficient – and 
sufficiently secure – to encourage them to make the 
necessary broadband infrastructure investments. 
Equally, service providers need to know they can access 
this new infrastructure on fair and reasonable terms. 
Detailed proposals to achieve this balance have 
recently been published for consultation by the EC,34 
and they may guide other jurisdictions as well. The key 
principles are: 
• A national broadband policy35 should establish the 

target capacity and reach of broadband, next-
generation access (NGA) networks.  

• Prices should be based on a bottom-up LRIC 
methodology, determining the current cost 
structure of a hypothetical efficient NGA that 
meets broadband policy objectives.  

• The regulatory asset base for the cost model 
should be valued at full replacement cost, except 
for existing civil engineering assets, which should 
be valued on the basis of inflation-adjusted net-
book value.  

• The price of copper-wire network services should 
be reduced from NGA levels to reflect lower 
performance and cost savings relative to the NGA.  

• Effective non-discrimination is best achieved 
through an equivalence of inputs (EOI) 36 
requirement, so that alternative service providers 
can replicate the service offerings of the broadband 
access network operator. 

• To be effective, an EOI approach needs to 
incorporate service-level agreements and key 
performance indicators, covering matters such as: 
ο ordering processes, 
ο provision of service, 
ο quality of service, 

ο fault repair times, and 
ο migration. 

These regulatory principles have widespread 
application. In Europe, regulatory efforts focus on 
ensuring fair and effective competition among service 
providers that need access to an incumbent operator’s 
infrastructure. In developing economies, however, 
regulatory focus may instead be on ensuring that the 
incumbent network operator receives a fair payment 
from much larger and financially stronger service 
providers seeking to use its network to access 
customers. In relatively few cases will there be 
equilibrium such as that described between Orange 
and Google in Box 4.3 – at least not without regulatory 
intervention. The EC proposals provide an approach 
that could be applied in many cases.  

4.7  Conclusions 
The emergence of the Internet has radically 

changed the technology approaches, market 
philosophies and regulatory paradigms of the 
telecommunication industry. Regulators are still coming 
to terms with these changes in ways that will advance 
the development of the digital economy. This chapter 
has argued that, with regard to interconnection, the 
fusion of Internet and telecommunication regulation 
can best be achieved through adhering to the following 
regulatory principles: 
1. Set an overall principle of any-to-any connectivity 

but allow the market to establish how 
interconnection is arranged to achieve it. 

2. Do not extend regulation from circuit-switched 
networks to IP networks unless it is proved to be 
justified and proportionate. 

3. Keep interconnection regulation as simple as 
possible to avoid unintended consequences, 
following these guidelines.  

 establish “bill and keep” or “free peering” 
wherever possible; 

 if termination charges continue be regulated, 
bring them down toward zero as fast as 
possible; 

 do not mandate minimum quality-of-service 
standards other than those that apply to 
circuit-switched voice telephony; 

 increasingly focus on principles of transparency 
and non-discrimination.  
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4. Regulate primarily on an ex-post basis. Use existing 
regulatory tools such as cost models to inform 
decisions that may have to be taken ex-post (for 
example, on equivalence of access and margin 
squeezes) and to ensure that such decisions can be 
made rapidly and effectively. 

5. Retain ex-ante cost-based regulation for wholesale 
broadband access (and backhaul in remote and 
rural areas) to ensure that there are sufficient 
investment incentives for next-generation access 
technologies, as well as open access to 
infrastructure for competing service providers.
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http://ec.europa.eu/information_society/newsroom/cf/itemdetail.cfm?item_id=7211 
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5.1  Introduction 
Convergence in the telecommunication 

environment has been discussed for more than 
20 years; it is now very real. While there is no universal 
definition of convergence, it is generally understood to 
mean the use of different platforms or networks to 
deliver the same service – for example, the delivery of 
content over broadcast (over-the-air) TV, cable, satellite 
or the Internet. It might also mean the delivery of a 
range of services by a single player, facilitated by digital 
delivery. Examples of this would be triple- or quadruple 
play packages that give consumers access to voice, data 
and TV over the same platform or by the same service 
provider. This technical convergence, and the digital 
revolution in delivery of content, has led to the 
introduction of a range of new technologies and 
services.  

For consumers, the big impact of convergence has 
been increased choice – choice in what content to 
watch, when to watch it, and how to access it. This has 
led to a significant change in viewing habits, with more 
consumers accessing content online and using on-
demand services. However, the impact has been mixed 
from one country to another and even within countries 
(for example, between different age or socio-economic 
groups).1  One of the challenges for regulators and 
policy makers is how to ensure that consumers obtain 
the full benefits of the convergence in content delivery. 

From a commercial perspective, convergence has 
led a wide variety of market players to monetize and 
protect their positions in the media delivery chain and 
to shore up their relationships with end users. The 

customer interface is increasingly critical as the value of 
consumer data and habits becomes more important 
and empowers a wider range of new services and 
applications. A key feature of the converged 
environment now is the heightened significance of the 
Internet in delivering content to end users. Figure 5.1 
below shows the main parts of the Internet value chain, 
as illustrated in a 2010 report published by AT Kearney2: 

The main parts of the Internet value chain can be 
broken down as follows: 
• Content rights – These cover both content 

provided on a commercial basis (e.g. music, video, 
books, news, games) and, increasingly, user-
generated content (e.g. YouTube). 

• Services – Also referred to as “over the top” (OTT) 
services, these are provided over the Internet, and 
they range from communications services (e.g. 
email and VoIP) and search services (e.g. Google) to 
entertainment services (e.g. video-on-demand and 
gaming) and e-commerce (e.g. Amazon and eBay). 

• Enabling technology services – These include 
provision of support services (e.g. web-hosting), 
billing (e.g. PayPal) and advertising. 

• Connectivity – This covers both fixed and wireless 
network providers and Internet service providers 
(ISPs) and, increasingly, content-delivery network 
services (CDNs). 

• User interfaces – These include the full range of 
devices now used to access the Internet (e.g. PCs, 
smart phones and smart TVs), as well as 
applications such as web browsers. 

 

DIGITAL BROADCASTING   
AND ONLINE 
CONTENT DELIVERY 
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Figure 5.1:  The Internet value chain 
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Source: A.T. Kearney analysis 

Increasingly, boundaries between the different 
parts of the value chain are becoming blurred. In 
particular, there is growing corporate consolidation, 
with service providers such as Google moving into 
multiple parts of the value chain. New means of 
delivering content are being used, and new business 
models are emerging, with online advertising now 
rising as a key source of revenue. This consolidation 
across the value chain is underlined by just how much 
has changed in the last few years in terms of cross 
ownership and the battle between the telecom-
munication operators and the over-the-top players. 

The role of regulation in overseeing this new 
converged marketplace also continues to evolve. 
Telecommunication and broadcasting markets were 
traditionally viewed as separate, with corresponding, 
often divergent, regulatory regimes being developed 
accordingly. However, as these markets converge, it 
has become clear that existing approaches to 
regulation may not be appropriate. 

The different ways in which content is now being 
delivered and accessed, and the different business 
models emerging for delivering content to end users, 
also raise questions about the role and scope of 
regulation in this converged market. One example is the 
increased importance of online advertising as a source 
of revenue (described in Section 5.3, below). This raises 
issues for regulators in terms of market power, data 
protection and consumer protection, all of which are 
becoming as critical as traditional regulatory models 

that are tied to market power over network access. 
Whether and how this evolving convergence should be 
regulated is one of a range of issues now facing 
regulators. 

There have also been changes in the structure and 
powers of regulatory agencies. In some jurisdictions, for 
example in Malaysia and in the United Kingdom, a 
converged system of regulation has been created, with 
the agency having a role in regulating content as wellas 
telecommunication networks. 

This chapter will attempt to break down the issues 
associated with convergence as a way to understand 
the changing nature of digital broadcasting and online 
content delivery services. In particular, this chapter will: 
• provide an overview of the different types of digital 

content being delivered online by 
telecommunication operators, broadcasters, OTT 
players and ISPs in a multi-platform environment; 

• examine the technologies and applications 
involved, the devices being used and the main 
market players; 

• consider what new business models and new 
revenue schemes are emerging, including looking 
at the role of online advertising in generating 
revenues; and 

• examine what kind of regulation is needed in the 
converged environment – who regulates or should 
regulate these services, what main roadblocks 
regulators face, and how to address them. 
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5.2  Digital broadcasting and 
online content delivery 

5.2.1  Convergence in the delivery of content 

Traditionally, telecommunications and broadcasting 
were distinct markets. Telecommunication network 
operators delivered voice and data services over their 
networks, and separate broadcasting platforms existed 
for the delivery of video content. Increasingly, these 
boundaries have become blurred. With technical 
convergence, content is now delivered over multiple 
platforms and to and from a range of different devices. 
Telecommunication network operators have entered 
the broadcasting space and are now delivering content 
to their customers, often as part of a bundle of services 
with other, traditional telecommunication services such 
as voice and data. User-generated content has also 
exploded, and companies active in this space have 
become acquisition targets. For example, YouTube is 
now owned by Google, Flickr is owned by Yahoo, and 
Tumblr will be sold to Yahoo as well, according to an 
announcement on 20 May 2013.3 

5.2.2  The players in a converged market 

There is increased diversity of players in the new, 
converged market, including: 
• telecommunication network owners, 
• cable system operators, 
• broadcasting stations and network owners, 
• content distribution network owners, 
• equipment vendors and device manufacturers, 
• content owners, 
• online content aggregators, 
• application designers, 
• retail communications players, 
• computer and device operating systems designers, 

and 
• retail device merchants. 

Increasingly, market players are involved at multiple 
levels in the value chain and across multiple 
jurisdictions, extending global brands such as 
Microsoft, Apple, Amazon and Google into new 
markets. These developments have led to a blurring of 
the boundaries between the different areas within the 
value chain. Google, in particular, has been at the 
forefront of this development. From its origin as a 
search engine, Google’s activities have expanded 

significantly in scope and now include device 
manufacturing, developing operating systems, cloud 
data storage, and provision of email, mapping, content 
and online advertising. Google’s rapid expansion has 
led to increased scrutiny of its activities by data 
protection and privacy regulators and competition 
authorities in several important jurisdictions, including 
the United States, the European Union, the Republic of 
Korea, Brazil, Argentina and India.4 

The increase in the value of data being collected 
and shared has also led to increased focus on data-
protection issues. There is more scrutiny of the 
business models of social media companies such as 
Faceobook. For example, the Irish Data Protection 
Commissioner conducted a detailed audit of Facebook’s 
activities in 2011, resulting in recommendations for the 
company to change certain aspects of its service, 
including providing users with greater transparency and 
control over how their data is used.5 

Telecommunication service providers continue to 
develop their business lines beyond traditional network 
operations, seeking to diversify into other markets. 
Examples include the development of Telefonica Digital, 
British Telecom’s ventures into sports content and on-
line television content via YouView, multiple-play 
offerings by AT&T and Verizon, and a myriad of others. 

5.2.3  The evolution of content delivery 

The converged content market is characterized by 
the multi-platform environment through which content 
is now available to end users. A distinction is 
sometimes drawn between the broadcast or delivery of 
“offline” content, defined as content delivered via 
traditional broadcasting platforms, and “online” 
content such as video-on-demand. Online content is 
accessible through over-the-top (OTT) services 
provided over the Internet or through new devices that 
integrate Internet access into the TV and/or set-top box 
(often called “smart TVs” or “Internet TVs”), and 
increasingly via mobile devices. 

5.2.3.1 New aggregation models 

New aggregation models are developing around 
smart TV providers, on the one hand, and tablet and 
personal computer providers, all of whom are seeking 
to deploy home hub devices in the living rooms of 
consumers. Given the relative lack of differentiation 
between these devices, it is hard to say who will 
emerge with greater market share. Regulators focused 
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on content issues will have to determine how best to 
address the multi-jurisdictional challenge that the 
various Internet platforms pose. This includes content 
issues such as pornography, child protection and hate 
speech, but also the key economic issues related to 
ensuring that new technologies are able to spur 
investment in the underlying networks.  

This chapter will not focus on net-neutrality issues 
in detail, or on investment in next generation networks. 
These subjects are covered in substantial detail in other 
chapters. However, it is clear that there has been an 
explosion in data capacity requirements for networks. 
This has resulted in a number of issues: 
• Satellite delivey platforms increasingly need 

broadband functionlality to deliver content. 
• Mobile operators are seeking to offload traffic at 

the nearest point possible to fixed networks or 
WiFi. 

• Mobile operators are converging with fixed 
network providers (e.g., Vodafone and Cable and 
Wireless). 

• Alternate delivery platforms are being developed 
to speed content delivery and relieve bottlenecks. 

5.2.3.2  Content delivery networks 

The increase in OTT services has led to a huge 
increase in IP video traffic flowing through networks. In 
2012, Internet video represented 60 per cent of all 
consumer internet traffic globally, and that number is 
forecast to increase to 73 per cent by 2017.6  To address 
the growing demand for bandwidth, network operators 
are increasingly turning to content delivery networks 
(CDNs). CDNs bridge the gap between traditional, 
closed- pay TV infrastructures and the multi-service, 
multi-protocol, multi-endpoint capability that network 
operators need to deliver IP video services to their 
subscribers. The users of CDNs can be divided into 
three broad groups: 
• Network operators – This category may include 

telecommunication service providers, cable system 
operators, or wireless providers of video services to 
the home. Comcast in the United States and Rogers 
Cable in Canada are examples of two of the larger 
global network operators. 

• “Pure play” CDN service providers – These are 
companies that deploy and operate a CDN as their 
primary business to serve other content providers. 
CDN service providers typically need to enter into 
an agreement with network operators to deploy 

their equipment within the operator’s footprint. 
Examples include Akamai, Limelight and EdgeCast. 

• Content providers –This includes any group that 
makes content available for online viewing by end 
users, such as broadcasters, television networks or 
other content aggregators. Examples include large 
content producers like HBO, as well as online video 
aggregators like Netflix or Hulu. 

Mobile operators are also seeking to respond to 
the huge increase in data loads bearing down on their 
networks. Strategies include offloading data onto WiFi 
networks and investing in new 4G spectrum. Fixed 
operators, meanwhile, are upgrading their access 
networks to meet the increasing demand for high-
speed data. This chapter will not go into detail on best 
practices for providing incentives to invest in higher-
capacity infrastructure. It is important to note, 
however, that discussions on investment will dominate 
the regulatory landscape for the next five years, 
especially given the politically driven desire for next-
generation access networks to spur economic growth. 
The impact of new investment approaches is already 
being seen, for example, with Australia’s National 
Broadband Network, the EC’s Digital Agenda and 
numerous other programmes in Africa, Asia and the 
Arab States. 

5.2.4  The production and distribution of 
content 

At the same time that the modes of delivering 
content to end users have converged, there has also 
been a blurring of traditional vertical supply chains for 
the production and distribution of content. Take, for 
example,  Comcast’s acquisition of NBC Universal. Here, 
you have the largest cable operator in the United States 
taking over a media conglomerate. The video-on-
demand service providers Netflix and LOVEFiLM have 
also made forays into content production. 

The convergence of telecommunications and 
broadcasting through digital delivery has led to the 
emergence of bundled service packages that include 
voice, data and subscription television services. In 
response, there has also been a corresponding change 
in consumption patterns. Consumers are now showing 
a growing preference for buying these services jointly 
from one supplier, rather than buying them separately 
from multiple vendors. As a consequence, bundled 
services are now commonplace across the telecom-
munication industry. The use of double-, triple- and 
quadruple-play bundles has blurred the lines between 
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previously separate markets, as players look to move 
along the vertical supply chain. It is now common for 
fixed network operators, mobile network operators, 
entertainment platform operators and providers 
without their own networks or platforms to compete 
with each directly in the market for content delivery.  
Consumer preference for buying in bundles could 
threaten the viability of single- or dual-service 
providers. This appears to be the new norm, however, 
in an increasingly connected world. Moreover, bundled 
service packages may just be the vehicle for true inter-
platform competition in a converged market. 

Current regulatory frameworks and principles are 
also being challenged by the growing prevalence of 
triple-, and in some cases, quadruple-play service 
bundles in the market – something discussed further in 
Section 5.4 below. Bundled services can present 
challenges to more traditional regulatory models that 
are based on competition law principles. 

5.3 Global trends in online 
content delivery 

5.3.1 Supply chains for the delivery of content 

As the telecommunication and broadcasting 
markets have converged, and new business models 
have started to emerge, the vertical supply chain for 
the delivery of content has also evolved.  The main 
stages in the supply chain for subscription television 
services are set out in Figure 5.2 below. 

The supply chain consists of six parts: 
• At the top of the supply chain are the suppliers of 

rights and content. These include the producers of 
programmes and the holders of rights to sporting 
and other events and movies. 

• The second element of the supply chain contains 
the channel suppliers (aggregators). When 
subscription television is provided in the form of 
channels (as opposed to being supplied on a 
programme-by-programme basis), the channel 

supplier aggregates programmes from the rights 
and content suppliers.  

• The third and fourth parts of the supply chain are 
the subscription television operators. These 
businesses can operate at the wholesale level, the 
retail level or both. A retail subscription television 
operator can acquire content directly from a rights 
or content supplier, but usually does so only when 
the content rights being acquired are for a single 
programme. 

• The fifth element of the supply chain is the 
distribution mechanism. This is the transmission 
technology used by retail subscription television 
operators to deliver services to subscribers. The 
transmission systems include satellite, cable and, 
increasingly, broadband Internet and mobile 
networks. This is where CDNs are increasingly 
being deployed.  

• The sixth and final part of the supply chain is the 
reception of the subscription television service. 
This allows the content to be displayed on a 
suitable device such as a television, computer, 
tablet or mobile telephone. 

In the supply chain for pay-per-view services, the 
channel providers may be absent and the wholesale 
subscription television operator may be an aggregator 
of retail pay-per-view rights. This model is being blurred 
by the emergence of channels selling video-on-demand 
and channels via pay-per-view models, rather than 
subscription. One example of this is NowTV in the 
United Kingdom.  

From a technology perspective, there are some 
additional elements to subscription television delivery 
that are helpful to add to the supply chain. The first 
additional element is a billing system, which needs to 
be able to identify the customer and the channels or 
programmes that customer is entitled to access. The 
second additional element is a system that restricts 
what a customer can watch according to their 
purchased viewing rights. This can be referred to as 
either “conditional access” or “digital rights 
management.” 
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Figure 5.2 - The supply chain for subscription television services 
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A conditional access system provides a consumer 

with access to television channels or programmes after 
certain conditions (usually payment) have been met. 
However, conditional access can also be used to restrict 
viewing to specific geographical areas. Conditional 
access is implemented by “scrambling” a digital video 
signal so that it cannot be decoded unless it is 
descrambled. If the customer is entitled to watch a 
given programme or a channel, access is granted by 
way of a smart card that sits in the customer’s set-top 
box. 

Contrast these traditional delivery models with the 
new online content delivery models that have emerged 
in recent years. It is now common for content 
producers to reach viewers directly (e.g. YouTube, 
Major League Baseball, etc.) or for content aggregators 
(e.g. Netflix, Hulu etc.) to offer subscribers open access 
to content held behind a paywall. 

5.3.2 Delivery mechanisms 

Subscription television and pay-per-view services 
are delivered over four main mechanisms: 
• satellite; 
• hybrid fibre/coaxial cable (HFC); 

• digital subscriber loop (DSL); and 
• mobile telecommunications. 

Each of these content delivery mechanisms will be 
discussed in turn. An outline of the basic delivery 
system is set out in Figure 5.3. 

5.3.2.1  Satellites 

In the case of satellite delivery, the transmission 
path is via an uplink facility that sends signals to a 
satellite, which then retransmits the signal for delivery 
of multichannel television to a suitable receiver. The 
service provider creates several multiplexes, each 
containing multiplel channels, and then modulates a 
radio frequency carrier for each multiplex. The satellite 
retransmits the signal received from the uplink facility 
to a dish at the viewer’s premises. At the focus of the 
dish, the transmission from the satellite is down-
converted to the input frequencies used by the set top 
box. The viewer selects the desired channel and the 
reception equipment then extracts it and decodes it. 
The service is displayed on a display device, such as a 
television. 
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Figure 5.3: Outline of a basic video delivery system 
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5.3.2.2 Hybrid fibre/coaxial  

In the case of HFC, the transmission path is a fixed 
telecommunication network with a number of 
elements designed to deliver multichannel television to 
suitable reception equipment. As with satellite 
transmission, the service provider will create multi-
plexes containing various channels, which are then 
carried within a modulated radio frequency. The HFC 
operator delivers these radio frequency channels by 
fibre optic cables from a head end, via distribution 
hubs, to nodes. At the node, the signal is converted 
from optical form to electrical form and then delivered 
by coaxial cable to a subscriber’s premises. In some 
cases, fibre infrastructure may be deployed all the way 
to the customer’s premises (known as ‘fibre to the 
home’ or ‘FTTH’). The viewer selects the channel to be 
received and the reception equipment extracts the 
channel from the relevant multiplexed information and 
decodes it for viewing on a display device. Bandwidth 
via cable is increasing materially as a result of the 
development of new technologies and, in many cases, 
offers much higher download speeds than DSL and 
even certain fibre technologies. 

5.3.2.3 Digital subscriber line (DSL)  

In the case of Internet access provided over DSL, 
the service provider streams individual services 
between its facility and the modem at the customer’s 
premises. The reception equipment (e.g. a set-top box) 
takes the stream of information and then decodes it. 
The service is then displayed on a display device, such 
as a smart TV or computer. 

5.3.2.4 Mobile telecommunications 

In the case of mobile telecommunications, the 
transmission path uses the same radio frequencies that 
are used to provide Internet access on the mobile 
device. The service provider streams individual services 
between its facility and the mobile device. The mobile 
phone takes the stream of information and then 
decodes and displays it on the mobile device. 

5.3.3 Content offerings and other applications 

Subscription television services can relate to 
channels or to single programmes. In contrast, non-
subscription television services tend only to include 
channels. In either case, content is offered as a ‘linear’ 
service, where programmes are scheduled at specified 
times and on specific and named channels. Linear 
channels can also be delivered more than once with a 
time shift.  

Traditionally, for non-subscription television 
services, broadcasters aimed to provide a channel that 
had content with general appeal and with specific types 
of programming at defined times of the day or the 
week. On the other hand, subscription television was 
always expected to be a multichannel service. As a 
result, the channels designed for delivery as part of a 
subscription television service are not usually intended 
to have general appeal but are associated with a genre 
of programming (e.g., cooking, golf, etc.). The channel 
provider will acquire the subscription television rights 
to content for these channels to match the genre of the 
channel.  
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Through subscription television, a single 
programme can also be made available. There are 
number of genres of service which are commonly 
delivered on a programme-by-programme basis. The 
major genres are: 
• on-demand movies; 
• “catch up” services that allow viewers to watch 

programs that they have missed; and 
• special live events, such as sporting or other 

cultural events. 

There is a growing preference for video-on-demand 
(VoD) programming. The original VoD models offered 
by traditional subscription television operators are still 
used widely. However, these VoD models have also 
evolved and expanded with the advent of Internet-
based services that are now available on a range of 
both fixed and mobile devices. One of the issues facing 
traditional subscription television operators is how to 
ensure that a programme that is offered as a VoD 
service is only used within the period for which rights 
have been granted. This is typically addressed using 
digital rights management information associated with 
a set-top box to manage access to the programme. 

Such issues are less relevant for online content 
providers and content aggregators that offer access to 
extensive video libraries over the Internet. These new 
online content delivery models are appealing because 
they give viewers a greater level of control over how 
and when content is consumed. The traditional 
subscription VoD service has been taken to the next 
level, where video can now be streamed at any time, to 
any device with a screen and an Internet connection, 
such as smart TVs, computer tablets and smartphones. 
Companies like Netflix, Hulu and LOVEFiLM have 
experienced a rapid growth in subscribers in recent 
years, which attests to the increasing popularity of new 
online delivery models. Netflix is now active in more 
than 40 countries and has more than 33 million 
subscribers globally.7  Hulu is currently only active in the 
United States, where it has more than 4 million 
subscribers, although it is looking to expand 
internationally. 8  LOVEFiLM is active in the United 
Kingdom, Germany, Denmark, Sweden and Norway and 
has more than 2 million subscribers.9 

5.3.4 Trends in content delivery and  
consumption 

The world of television is changing. No longer 
independently located in your living room, television is 
increasingly linked to the Internet. The right to make 
television content available online is valuable. People 

are willing to pay to have live or delayed television 
streamed to the multiple devices that are now found 
within most households. The result has been an 
evolution in the way that content is delivered and 
consumed. 

In most countries, the traditional subscription and 
terrestrial broadcasting models continue to dominate. 
However, increasing access to reliable broadband 
service and the growing number of connected devices 
have made it easier to watch video wherever and 
whenever end users wish. As a result, there is a gradual 
shift in the way that content is delivered and 
consumed.  

One of the last stands for subscription television 
services has been the offer of premium programmes, 
such as new release movies and live cultural or sporting 
events. However, even these traditional sources of 
strength have started to erode. Several major content 
producers now offer their products directly to 
customers over the Internet. For example, several 
sporting leagues, such as Major League Baseball and 
the National Basketball Association, now offer 
subscribers the ability to stream live games. Similarly, 
content aggregators have also started moving up the 
video supply chain to produce their own content for 
direct release to their subscribers. A recent example of 
this was the Netflix production of the hit series House 
of Cards. Online music streaming services have become 
increasingly popular, with companies such as Spotify 
experiencing huge growth. Google has also entered this 
space with its GooglePlay service. There has also been 
an increase in user-generated content viewed online as 
a result of the popularity of services such as YouTube.   

Smart TV producers are bundling sales of their 
products with access to on-demand programming (for 
example, YouTube, BBC iplayer, etc.) as well as Internet 
access more generally. Thus, they could be seen to be 
developing as a type of aggregator of such services, and 
moving away from the traditional means of accessing 
such content. 

5.4 Business models in a 
converged market 

5.4.1 Subscription-based models 

The traditional subscription model typically 
includes payment of a regular (e.g. monthly) fee in 
exchange for access to particular content. The core 
aspects of this basic model have not changed with the 
introduction of online paywalls and subscription 
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content. However, there are a number of features that 
are unique to the distribution and delivery of digital 
online content that must now be considered by content 
providers. 

The way that content is consumed has changed 
with the introduction of the internet. In the past, 
subscription content was generally only available to the 
subscriber, and it was difficult for the subscriber to 
share that content. For example, cable television was 
often tied to a specific set-top box and newspapers 
could only be physically passed between users. 
However, digital content, by its nature, is not subject to 
the same restraints on consumption, unless they can be 
imposed by the content provider. Digital content can be 
accessed from multiple devices, downloaded, and 
shared, making it difficult to enforce a paywall.  

It is now common for content providers to offer 
both a free and a paid service. The free product tends 
to be a basic service that is offered to try to attract 
users. The hope is that the user will then be willing to 
pay a fee to access a premium product. This dual-
service approach has become almost a necessity to 
help content providers differentiate themselves from 
the countless other competing products that are now 
available online.  For example, paywalls continue to be 
used extensively by major newspapers, which have 
largely migrated existing business models to online 
content. However, it is now common for some news 
content to be provided for free with the full or 
premium access available for a fee. For example, the 
Wall Street Journal provides free access to the video 
section of its website, and non-subscribers are given a 
quota of free articles each month. Traditional news 
articles otherwise remain subject to a paywall.10  

Similarly, it is common for VoD providers to charge 
users a subscription fee for “all you can eat” access to 
their content libraries. For example, Netflix subscribers 
pay a small monthly fee for unlimited access to its 
entire video library. Netflix’s VoD service can be 
accessed at any time from multiple devices. YouTube, 
the popular online video sharing site, originated as free 
service but recently announced the introduction of 
additional subscription channels where users can pay 
for access to niche or premium programming.11  In the 
UK, BskyB has launched a new “pay as you go” model 
on its internet TV service, allowing customers to pay a 
fee for 24-hour online access to BSkyB’s premium 
sports content.  

When selling content over the internet, a key 
consideration is how much of the offering to make 
available free, and how much content should be 
available at a cost. A content provider that offers both a 

digital (electronically delivered) and a physical product 
(for example, a rented DVD) will also need to consider 
whether its onlinel content should be offered as a 
complement to, or substitute for, the physical product. 
In some cases, if the provider’s content is offered 
equally in both digital and physical formats – and 
consumers are willing to opt for either product – the 
online and physical versions may form perfect 
substitutes for one another.  

Firms that offer a better or more comprehensive 
digital product may run the risk of “cannibalizing” their 
physical product, causing consumers to abandon their 
existing product line. In some cases, the content 
provider might offer differentiated services to different 
targeted audiences. On the other hand, introduction of 
an online product might be a deliberate strategy to shift 
a provider’s audience to the Internet, making 
distribution costs lower. These issues are particularly 
relevant for print media, which continue to face 
growing pressure from consumers to improve online 
content. 

5.4.2 Online advertising models 

Some free content-delivery services are offered 
without a subscription or access fee, instead relying on 
online advertising models for revenue. The basic 
premise behind online advertising is that content is 
effectively given away to users for free or only a 
minimal cost, in an effort to generate Web traffic. This 
traffic is then used to sell advertising access. An 
estimated USD 99 billion was spent in 2012 on Internet 
advertising, which represented close to 20 per cent of 
total advertising investment.12 

Two of the more commonly used online advertising 
models are: 
• Cost per Click (CPC) and Pay per View (PPV) – CPC 

requires an advertiser to pay each time a user clicks 
on their listing and is redirected to their website. 
The advertiser typically will not pay an upfront fee 
to list their message, but will then be required to 
pay each time that message is clicked on by a 
viewer. PPV is similar to CPC, except it requires an 
advertiser to pay each time the advertisement is 
viewed, whether the user clicks on a link to the 
target site or not. 

• Cost per Action (CPA) – This is a performance-based 
advertising model that calls for the publisher to 
take all the risk of running an ad. An advertiser may 
only be required to pay the publisher for 
advertising space once a consumer actually makes 
a purchase based on the advertisement.13 
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5.4.3  Hybrid models: combinations of 
subscription and online advertising 

The ongoing movement towards online content 
delivery models appears to be inevitable, but the shift 
away from traditional media remains gradual. As a 
result, advertisers generally appear reluctant to fully 
embrace the online marketplace. This has led online 
content distributors to find new and diversified revenue 
streams to support the delivery of their products or 
services. 

The most common solution has been to implement 
some form of hybrid business model that combines 
elements of both subscription and advertising. A good 
example can be found in the online music streaming 
industry, where several large players, such as Pandora 
and Spotify, have emerged to rival the broadcast radio 
industry. Rather than applying the traditional radio 
business model, which relied almost exclusively on 
advertising revenues, online music streaming providers 
have tended to offer an advertising-based basic service, 
along with a subscription-based premium service. 

Similar business models are being adopted by 
other online content delivery industries. For example, 
the New York Times has announced that its paywall has 
been removed for the video section of its website. 
Users will still be required to pay a subscription to 
access unlimited news articles (a quota of free viewing 
has always been available), but access to its video 
library will now be funded by online ads.14   

The use of hybrid business models allows online 
content distributors to diversify revenue streams, 
preventing an over-reliance on any one source of funds. 
Online advertising appears to have the greatest 
potential for growth as advertisers gradually become 
more comfortable with Internet-based business 
models. Meanwhile, in the interim, the revenue from 
subscription fees should continue to support the shift 
away from traditional media consumption. 

5.4.4 Other revenue streams 

5.4.4.1 Product placements 

Product placement is the purposeful incorporation 
of commercial content into media programmes in order 
to promote a particular product or brand. While 
product placement can be riskier than conventional 
advertising, it is becoming common to place products 
and brands into mainstream media such as films or 
television programmes.15   

Media fragmentation, media proliferation, and 
declining advertising efficacy have all provided a boost 
to the product-placement trend. It is estimated that 
two-thirds of television viewers attempt to avoid 
watching advertisements by cutting the sound during a 
commercial or by channel-surfing. 16  Product 
placements are directly integrated into the programme, 
making them more difficult to avoid and presenting an 
attractive option for advertisers looking to maximize 
the number of eyes viewing their products. 

Much has been made of the extensive use of 
product placements in Netflix’s recent hit series House 
of Cards.17  In an effort to compete with its larger rivals, 
Netflix acquired and developed its own original 
content. However, in order to keep its costs down, 
Netflix decided to use product placements to subsidize 
the cost of production without the use of traditional 
commercials (which is the Netflix business model). 

5.4.4.2 Movements along the supply chain 

The production, aggregation and distribution of 
content online can present opportunities for growth 
into related markets up or down the content supply 
chain. Convergence is occurring at all levels of the 
supply chain. Telecommunication operators and cable 
TV providers have traditionally operated in separate 
markets, but the growing preference for online 
products and services has now led these companies to 
compete with each other on the same turf. Similarly, 
the increasing demand for CDNs may also serve as a 
platform for a new line of business. Network operators 
and content aggregators are often able to generate 
new business-to-business (B2B) revenue streams by 
providing wholesale CDN services to content providers, 
aggregators and other B2B customers.18  

These are only two of the countless opportunities 
available in the new, converged content market. The 
specific circumstances of a particular business should 
be considered in order to evaluate whether an 
expansion along the content supply chain would be 
profitable. 

5.4.4.3 Business synergies 

The ability to partner with other businesses can 
lead to potential cost savings and new sources of 
revenue. Exclusive content deals, where premium 
content is made available only over certain platforms, 
in exchange for beneficial delivery terms, are a good 
example of a “business synergy” that is now commonly 
used. Most set-top boxes, such as AppleTV and Roku, 
offer their subscribers access to certain programmes 
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based on the content deals that are in place with 
producers. These types of relationships can benefit 
both parties. Content producers have direct access to 
viewers at discounted rates, and set-top operators are 
able to increase their offerings to attract subscribers. 

5.4.5 Business model case studies 

It is worth considering a few case studies to see 
how each of the above business models is 
successfully applied by the leading online content 
delivery providers. 

5.4.5.1 Google  

Google is an example of a company that has 
achieved enormous success by using a business model 
that relies almost entirely on online advertising 
revenues. AdWords is Google’s primary online 
advertising product and continues to be one of the 
company’s main sources of revenue, netting an 
estimated USD 43.7 billion in 2012.19  As the leading 
online search engine, Google offers advertisers 
advanced user information and the opportunity to 
provide their target audience with a tailored message. 
This level of access to consumers goes well beyond 
anything that is available over other traditional media 
platforms, which allows Google to charge a premium 
for use of its AdWords product. 

5.4.5.2 Facebook 

Facebook is another example of a company that 
has sought to translate its substantial user numbers 
into online advertising dollars. Originally established as 
a small social-networking site in 2004, Facebook now 
has some of the highest traffic volumes on the Internet. 
The company claimed to surpass 1 billion users in 
September 2012, 20  and it reported a profit of 
USD 5.1 billion for the 2012 financial year.21 

Besides its expansive user base, what makes 
Facebook particularly attractive to advertisers is the 
sheer amount of personal data that the company can 
access about its users. Facebook requires all new users 
to set up an account, which entails providing detailed 
personal data. Following registration, Facebook 
members are then free to roam the site and to interact 
with other Facebook users. All of these interactions can 
be tracked, and all of the detailed personal profiles can 
be pieced together to give advertisers the ability to 
directly tailor their messages to a targeted audience. 

The unprecedented access that companies like 
Facebook and Google have to a user’s personal life, and 
their  ability to use or sell that user’s personal data to 
third parties, has raised issues about what constitutes 
an acceptable use of personal data. As a policy matter, 
this presents significant challenges in terms of privacy 
and data protection.  

5.4.5.3 Netflix 

Netflix, Inc. is a leading provider of VoD internet 
streaming services. The company started by offering a 
basic DVD-by-mail service, but over time it gradually 
built up a substantial online video library that its 
subscribers can access for a monthly fee. Netflix now 
has over 33 million global subscribers and its 2012 
revenues totaled approximately USD 3.6 billion.22  In 
contrast to traditional broadcast and cable television 
providers, Netflix offers unlimited access to premium 
content without advertisements. Netflix operates with 
a reduced cost base because online streaming tends to 
be cheaper than other delivery models. Plus, Netflix 
generally offers delayed access to new content, and the 
lower acquisition costs allow it to rely on subscription 
fees without the need for advertising revenues. 

The growth in VoD’s popularity has led to a huge 
increase in the demand for securing secondary 
broadcasting rights – and thus to a ballooning of their 
value. In the past, the rights to broadcasting content in 
the secondary market were often bundled in with the 
first-run broadcasting rights, but that is now changing. 
Moreover, secondary broadcasters/aggregators have 
begun to move up the value chain and into the 
broadcasting of original content. In March 2011, Netflix 
announced its intention to acquire original content for 
its subscription streaming service. The first title to be 
released was the hugely successful political drama 
House of Cards.23   

5.5 An overview of global 
regulatory models 

5.5.1 Regulation in a converged environment 

Traditionally, there has been a clear division 
between the regulation of telecommunication 
networks and broadcasting content, with separate 
regulatory regimes and regulators. Content regulation 
has been focused largely on television and movie 
content, delivered over traditional broadcasting 
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platforms. The blurring  of vertical supply chains for the 
production and delivery of content, and the emergence 
of new business models for monetizing it, have 
generated new and complex regulatory issues and 
questions about the effectiveness of existing 
regulations and the role of competition law.  

The following sub-sections summarize different 
approaches that have been taken to regulation in the 
following countries:  France, Belgium, Australia, China, 
Malaysia and Qatar. An overview of the market in each 
of these jurisdictions is provided, followed by an outline 
of the regulatory regime and some recent 
developments related to online media. Section 5.6 of 
this chapter then draws some conclusions about the 
trends and themes that are emerging in global 
regulation and the key issues that regulators face. 

5.5.2 France 

5.5.2.1 An overview of the French media market 

Cable TV launched the first pay television services 
in France in 1982, followed by the creation of the 
subscription channel Canal+ in 1984. Satellite TV was 
launched in 1996, with the main providers being Canal 
Satellite, TPS and AB. More recently, triple- and 
quadruple-play bundled offers by ISPs have challenged 
the dominance of cable and satellite television 
providers. ISPs typically include basic television 
channels as part of their first-tier subscriptions, with 
premium channels being accessible for an additional 
fee, along with VoD services. Such offers are currently 
available from Free, SFR, Bouygues, Orange and other 
ISPs. 

Canal+ remains the biggest content owner and 
distributor in France. This is largely due to its merger 
with satellite providers Canal Satellite and TPS. Canal+ 
maintains a significant concentration of premium 
content, with exclusive rights to sports, documentaries 
and films. ISPs are now the main competitors of Canal+ 
in the television distribution market. Within that 
context, different strategies have emerged: 
• Orange has positioned itself very much at the top 

of the distribution chain by purchasing 
broadcasting rights and launching television 
channels available only to its subscribers. Orange 
has also created a film production company (Studio 
37) and purchased content from HBO and Warner. 

• Free has purchased content directly from Canal+, in 
contrast to Orange’s strategy. It provides the Canal+ 
content through its Freebox modem-router set-top 
box. 

5.5.2.2 The current regulatory framework 

There are separate regulatory regimes for 
telecommunication networks and services and for 
television content. The Autorité de régulation des 
communications électroniques et des postes (ARCEP) 
has the power to regulate telecommunication 
providers, while a separate entity, the Conseil supérieur 
de l’audovisuel (CSA), regulates the broadcasting sector. 
The CSA is responsible for the assignment of 
frequencies and licences, as well as for content issues 
(for example, concerning age ratings, political bias, 
consumer protection and cultural promotion). 

5.5.2.3 Recent developments 

An increasingly important regulatory issue in the 
converged environment has been whether and how to 
regulate net neutrality. Net neutrality is the principle 
that all data on the internet should be treated equally, 
without any discrimination based on the user, content 
or application.  In September 2012, ARCEP submitted a 
report to the French Parliament regarding net 
neutrality.24  The report focused on four key areas: 
• transparency, 
• quality of Internet access services, 
• traffic management, and 
• interconnection. 

Regarding transparency, ARCEP recommended that 
improvements be made in the information provided to 
consumers about available services, their quality and 
limitations. ARCEP also proposed new quality-of-service 
indicators for network operators, which will be 
measured and published. ARCEP noted certain traffic 
management practices, including blocking traffic or the 
setting of priority queues, and said that it would 
intervene if these practices continued. In relation to 
interconnection, the report judged that no further 
regulation was required at that time, although 
conditions would continue to be monitored. It was left 
up to the French government to decide whether any 
further action was required to follow up on ARCEP’s 
conclusions. 

Competition law enforcement/merger control 

Issues arising from convergence have been dealt 
with, to a large extent, through competition law 
enforcement and merger control, rather than ex ante 
regulation. There have been various relevant decisions 
by the French competition authority in recent years 
involving the provision of TV content, in particular in 
relation to exclusive arrangements.  
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In a decision25 dated 7 May 2008, the French 
competition authority rejected a complaint by AFORST 
(the French telecommunications providers’ association) 
relating to a commercial agreement between France 
Télécom and France Télévisions (the state-owned 
television group). The agreement gave France Télécom 
an exclusive right to provide VoD content originated by 
France Télévision. AFORST complained that other ISPs 
could not compete on an equal basis if they did not 
have access to this television content, arguing that the 
agreement infringed EU and French competition law. 
The authority concluded, however, that the 
arrangement had not had an anti-competitive effect, 
particularly since it applied only to certain types of 
restricted content and did not include premium 
content. The authority also noted that there were no 
significant barriers preventing customers of other ISPs 
from accessing the relevant content through other 
channels (including France Télévision’s own online 
catch-up service).  

In a subsequent opinion issued in July 2009,26 the 
French competition authority looked at a new Orange 
offering that made certain sports and other content 
available exclusively to customers who also purchased 
Orange’s broadband access services. According to the 
competition authority, Orange’s “double exclusivity” 
(exclusivity of content distribution and exclusivity of 
transmission and access to content) did raise 
competition law concerns by reducing consumer choice 
and raising costs for switching providers. The 
competition authority indicated that this type of 
exclusive arrangement should be limited in time (one to 
two years) and should only apply to new, innovative 
services. The authority also recommended the use of 
“self-distribution,” which it described as making 
content available on multiple platforms, rather than 
locking in consumers to one particular means of access. 
Moreover, the authority stated that existing 
competition law and regulations were not sufficient to 
deal with the issues raised by “double exclusivity” and 
recommended new legislation. To date, however, no 
such legislation has been adopted. 

The Acquisition of Canal Satellite and TPS  

As previously mentioned, in July 2012, the French 
competition authority approved the acquisition of 
France’s two main satellite pay TV providers, TPS and 
Canal Satellite, by Vivendi Universal and Canal+. The 
merger approval was conditioned on compliance with 
requirements related to the purchase of movie rights 
and the distribution of pay TV channels and VoD.  

Canal+ had previously obtained approval to acquire TPS 
in 2006. As a condition for obtaining approval, Canal+ 
was required at that time to comply with obligations 
aimed at ensuring that competing pay TV providers had 
access to attractive content in order to be able to 
compete effectively. In September 2011, the 
competition authority found that Canal+ had failed to 
comply with some of its obligations, so it revoked 
approval for the merger. A revised notification was 
subsequently made in 2012.  

Complaint by Cogent against France Telecom  

In September 2012, the French competition 
authority issued a decision addressing a complaint by 
Cogent, a transit operator, about a France Telecom 
decision requiring Cogent to pay a fee for additional 
capacity above a certain limit. The authority ruled that 
charging such a fee was not, in itself, anti-competitive. 
In particular, it noted that the common practice in the 
French market to charge a fee where (as here) there 
was a significant imbalance between incoming and 
outgoing traffic. However, the authority expressed 
concern about the potential for a margin squeeze or 
discriminatory pricing by France Telecom, which was 
required to offer certain commitments aimed at 
preventing such practices. 

5.5.3 Belgium 

5.5.3.1 Overview of the Belgian market 

Cable networks dominate the TV market in 
Belgium, where the main providers are Telenet, Brutélé 
and Numéricable. Belgacom (a telecommunication 
operator) is the dominant broadband provider, and it 
offers IPTV services over its broadband network. 
Bundled offers have become increasingly popular in 
Belgium. Belgacom, Billi and Mobistar all provide 
quadruple-play bundles, including both fixed and 
mobile services, as well as broadband service and 
subscription television. Other telecommunication 
operators (for example, Numéricable) offer triple-play 
bundles, providing either fixed or mobile telephony in 
addition to broadband and subscription television. 

Belgium has two unique characteristics:  (1) a very 
high rate of households connected to cable and (2) 
distinct regional identities based on language. Almost 
80 per cent of Belgian homes purchase subscription 
television services, and users naturally tend to watch 
content in their native languages (i.e., Dutch/Flemish, 
French and German). As a result, cable systems 
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generally operate in distinct geographic areas. 
Belgacom is the main competitor to the cable 
providers, thanks to its IPTV platform. Belgacom has 
launched a service it calls “TV Partout” (literally, “TV 
Anywhere”) which is available on a variety of portable 
devices. Belgacom has also secured rights to broadcast 
the Belgian football championship. 

5.5.3.2 Regulatory framework 

As in France, Belgium has separate regulatory 
regimes and regulators for telecommunications and for 
broadcasting content. The Institut Belge des Services 
Postaux et des Télécommunications (BIPT) is the 
national postal and telecommunication regulator, with 
power to regulate interconnection and network access. 
Reflecting Belgium’s ethnic and linguistic diversity, there 
are three separate authorities that regulate TV and 
radio content for their respective language 
communities: 
• the Vlaams Regulator voor de Media (VRM) 

regulates TV and radio broadcasting in the 
Dutch/Flemish-speaking part of Belgium; 

• the Conseil Supérieur de l’Audiovisuel (CSA), is the 
regulator for the French-speaking community; and 

• the Medienrat is the regulator for the German-
speaking population. 

In addition to regulating content (i.e., for child 
protection, ratings, etc.) each of these regulatory 
agencies also make decisions relating to spectrum and 
licensing. Until 2006, these regulators operated entirely 
separately. In 2006, however, a cooperation regime was 
introduced, requiring that any decision made by one of 
the regulatory agencies must be shared with the 
others, allowing them to comment and provide input to 
decisions. A committee 27  that oversees all the 
regulators can be asked to arbitrate disagreements and 
make final decisions. In a 2007 decision,28 the Belgian 
Arbitration Court (now the Constitutional Court) ruled 
that the regulators’ powers to regulate TV and radio 
content were not limited to any particular distribution 
medium. The court also held that the regulatory 
agencies’ powers entitled them to set various technical 
aspects of the transmission of information, which are 
ancillary to their power to regulate TV and radio 
broadcasts. 

5.5.3.3 Recent developments 

In a decision published in 2011,29 the committee 
formed to coordinate among Belgium’s national and 
regional regulators, known as the Conférence des 

Régulateurs du Secteur des Communications (“CRC”), 
required Belgacom to publish a reference offer, 
available to other operators, for a “bitstream product 
with multicast features equivalent to those already 
offered to Belgacom’s own retail arms or partners.”  In 
this case, “multi-cast” referred to the delivery of data to 
multiple destinations in a single transmission. The CRC 
left open the option for Belgacom to make an 
alternative reference offer available to provide access 
to its IPTV platform – which Belgacom subsequently 
chose. Despite certain objections from competitors to 
the terms offered by Belgacom, the reference offer was 
approved.  

Cable wholesale offer 

In another decision, in July 201130 the BIPT required 
several cable operators, including Brutélé, Telenet and 
Numéricable, to make available reference offers for 
wholesale analogue TV, digital TV and broadband 
service. These providers were all identified as 
possessing significant market power (SMP) in the 
market for wholesale digital signals via coaxial cable. As 
SMP market players, they were also required to comply 
with non-discrimination, price control and transparency 
obligations, and were directed to provide service level 
agreements (SLAs) and to publish key performance 
indicators (KPIs).  

Net neutrality 

The BIPT published a net neutrality decision in 
2011, deciding to adopt a “wait-and-see” approach, 
monitoring market developments before deciding 
whether any action was appropriate. 31   The BIPT 
concluded that it was unlikely that Belgian ISPs would 
discriminate against competing service providerss and 
that the degree of competition was sufficient to 
preclude anti-competitive activities. 

5.5.4 Australia 

5.5.4.1 Overview of the Australian market 

The incumbent telecommunication operator Telstra 
offers content from the cable TV provider Foxtel via a 
set-top box and through Telstra’s mobile phones and 
other devices. Foxtel is a joint venture between News 
Corporation and Telstra. Meanwhile, a rival fixed 
telecommunication operator, Optus, also offers Foxtel 
content through a 2002 content-sharing arrangement 
between the companies.32  Until that agreement, Foxtel 
was the exclusive provider of content. It is not 



 

Trends in Telecommunication Reform: Special Edition 105 

Chapter 5 

necessary to be a Telstra or Optus customer, or even a 
Foxtel cable TV customer, to access Foxtel content, 
however, since Foxtel’s IPTV platform is available to any 
owner of a 2012 model Samsung Smart TV with 
Internet connectivity. 

Meanwhile, OTT products available in Australia 
include Fetch TV, which has partnerships with ISPs, 
including Optus, iiNet and Westnet, as well as Apple TV 
and Google TV, which is available to owners of Google’s 
Sony-manufactured set-top box. Despite this flurry of 
commercial activity and multiplication of IPTV offers, 
Australians still watch TV mainly in offline mode.33 

5.5.4.2 Regulatory framework 

The Australian Communications and Media 
Authority (ACMA) is responsible for regulating 
telecommunications, broadcasting, Internet and radio. 
ACMA’s broadcasting powers include the “traditional” 
authority to regulate content, grant licences and 
scrutinize the ownership of companies. Online content 
is regulated through a complaint adjudication process. 
Telecommunication regulations include network access 
requirements, with the incumbent obliged to sell 
regulated wholesale access to other providers. 

5.5.4.3 Recent developments  

In a report published in March 2012, the Australian 
government indicated the need to change its approach 
to regulation. It concluded that the distinction between 
broadcasting and telecommunications had become 
increasingly blurred, and the existing regulatory 
frameworks had outlived their original purpose, 
inhibiting the evolution of communications and media 
services. 

The report proposed the creation of a new 
communication regulator to replace ACMA – one that 
would operate on an “open principles” framework 
rather than using traditional regulatory approaches. 
The goal would be to enable regulators to respond 
more effectively to the dynamic and rapidly changing 
technological evolution of converging media. The 
report also proposed abandoning broadcasting 
licences, which the report deemed difficult to 
administer and burdensome to industry. However, the 
report proposed retaining rules on media ownership, 
media content standards, and Australian content 
production and promotion. The report recognized that 
content had the potential to become an access 
bottleneck, and it proposed giving the new, converged 

regulator power to regulate content-related 
competition issues. The Government proposed a 
phased process for implementing these reforms. 

Bundling of content and broadband  

Australian competition law prohibits so-called 
third-line forcing, which refers to the situation where 
one component of a product (for example, television 
content) can only be purchased if another component 
is also purchased (for example, broadband Internet 
access). However, it is possible to apply for an 
exemption from this prohibition from the Australian 
Competition and Consumer Commission (ACCC), the 
Australian competition authority. This was the case in 
2004, when Telstra notified the ACCC of its intention to 
sell Foxtel TV content bundled with a broadband 
Internet access subscription. 34   The Commission 
assessed the potential effect of the proposed 
arrangement on competition and on the public, finding 
that there would be no lessening of competition. 
Rather, the intended package would result in a “net 
public benefit” by giving access to discounted television 
content.35  A similar exemption was granted to Optus, 
which offers discounted TV services when purchased 
together with a telephony and/or Internet sub-
scription.36  

In 2012, Foxtel acquired Austar, another 
subscription television provider. The ACCC approved 
the deal, subject to binding undertakings from Foxtel 
not to enter into certain exclusive deals.37 

Access to ‘bottleneck infrastructure’: bundling and 
net neutrality 

In February 2013, the ACCC stated that, while the 
popularity of OTT content was a sign of healthy 
competition, there remained a potential for anti-
competitive behaviour in access to “bottleneck 
infrastructure.” 38  In particular, the ACCC noted network 
operators’ use of traffic management techniques. 
While stating that in many instances, traffic 
management is a legitimate tool to ensure that 
networks perform efficiently and reliably, some 
practices could raise competition concerns if they were 
used to block or slow a competitor’s content. The ACCC 
emphasized the importance of transparency, saying 
that information about traffic management practices 
should be provided to consumers at the start of a 
contract, or when such a practice is introduced. This 
would enable consumers to make informed choices 
about the services they purchase. 
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5.5.5 China 

5.5.5.1 Overview of the Chinese market 

There are three major, state-owned television 
networks in China:  (1) China Central Television (CCTV), 
(2) China Education Television and (3) China Xinhua 
News Network Corporation. TV is provided mostly by 
cable and satellite networks; there are thousands of 
different cable providers operating in defined 
geographical areas. Meanwhile, in the Internet access 
market, China Telecom and China Unicom form a 
duopoly, and most subscribers access the Internet 
through DSL. On the mobile said of the 
telecommunication market, China Mobile dominates 
with a 70 per cent market share, the remainder being 
shared by China Telecom and China Unicom. 

IPTV in China is provided by what is known as the 
“big three” providers:  China Telecom, China Unicom 
and China Digital TV Co.39  CCTV also launched an 
online TV platform in December 2009. The China Times 
wrote in March 2013 that the number of IPTV users 
reached 14 million, and mobile TV subscription reached 
52 million. These figures, however, remain lower than 
cable TV subscription numbers, which exceed 100 
million. The relatively low take-up of IPTV in China can 
be explained by several reasons, one being the lack of 
exclusive and popular content.40  Also, much of the 
current IPTV content can be accessed through other 
media. Another reason may be the level of state 
control. Radio and television content is subject to strict 
supervision and licensing, and the IPTV market is 
regulated by three different administrative bodies. 

5.5.5.2 Regulatory framework 

China’s main telecommunication and postal 
regulator is the Ministry of Industry and Information 
Technology (MIIT).41  The media sector is regulated by 
the State Administration of Radio, Film and Television 
(SARFT), the General Administration for Press and 
Publication (GAPP) and the Ministry of Culture (MoC). 
The existence of different regulators for telecommuni-
cations and media has led to some difficulties with 
respect to converged products, with the different 
regulators sometimes making conflicting decisions. 
Moreover, the strictly defined scope of existing 
telecommunication licences has made developing new, 
converged services more difficult, although recent 
developments in the licensing regime may make this 
easier (see Section 5.5.5.3, below). Meanwhile, the 
provision of Internet services is heavily regulated in 

China. Any company that broadcasts audio or video 
programmes via the Internet requires a licence and is 
subject to regulation by SARFT.  

5.5.5.3 Recent developments 

In October 2005, the State Council adopted the 
“Three Network Integration Programme,” aimed at 
removing barriers to the integration of 
telecommunication and cable TV networks – a process 
planned for completion by 2015. Meanwhile, in January 
2008, the National Development and Reformation 
Commission (NDRC), MIIT and SARFT – plus three other 
ministries – adopted a proposal to encourage 
investment in digital broadcasting. The detailed rules 
required to implement this directive, however, have yet 
to be adopted.  

MIIT has recently responded to the emergence of 
new types of technology and business models by 
making certain changes to its licensing arrangements.  
Under the current telecommunication licensing regime 
in China, there is a defined list of the products or 
services licensees can provide. MIIT has recently 
introduced a pilot scheme enabling existing operators 
to provide, on a trial basis, telecommunication services 
not set out in the catalogue, as long as they file certain 
information about the new offerings with the relevant 
authority. MIIT will then decide whether to add the 
relevant business line to the catalogue going forward. 
In this way, MIIT will be able to respond more quickly to 
technological changes and new business models. 

5.5.6 Malaysia 

5.5.6.1 Overview of the Malaysian market 

State-owned operator Telekom Malaysia (TMnet) is 
the country’s largest telecommunication company, 
providing fixed telephony, as well as Internet access and 
IPTV (under the brand “HyppTV”). Maxis 
Communications, Celcom Axiata and DiGi Telecom-
munications all provide mobile services. There is a very 
high mobile penetration rate in Malaysia (127 per cent), 
and a corresponding decline in the popularity of fixed 
services. 42   

The high demand for mobile services is also 
illustrated by the way Malaysians access the Internet. 
According to data published by the Malaysian 
Communications and Multimedia Commission 
(MCMC), 43 per cent of Malaysians use mobile devices 
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to access the Internet, compared with only 30 per cent 
that use DSL fixed links. Malaysians tend to prefer 
buying pre-paid mobile phone products (they buy at 
least twice as many pre-paid 3G subscriptions as post-
paid ones) and rely on public hotspots and WiMax 
systems for Internet connectivity. They also take 
advantage of OTT services, which often partner with 
existing operators (for example, Whatsapp use is 
unlimited with DiGi).  

Malaysians generally watch TV via satellite delivery 
provided by Astro, which has the exclusive right to 
provide satellite TV until 2017 and claims a 50 per cent 
TV market penetration rate.43  Astro also provides IPTV 
and OTT platforms. IPTV is a relatively new but fast-
growing way of watching TV in Malaysia. According to 
MCMC figures, there were more than 300,000 IPTV 
subscribers in 2012. The vast majority of these 
subscribers are on Telekom Malaysia’s HyppTV 
platform.44 

The ability to offer IPTV products in Malaysia is 
largely due to the National High Speed Broadband 
(HSBB) network, a government initiative aimed at 
providing transmission speeds between 10 and 
100 megabits per second nationwide. The HSBB 
network is run by Telekom Malaysia, but it is obliged to 
provide wholesale access to its competitors. Maxis has 
taken advantage of that wholesale access to the HSBB 
network in an effort to compete with Telekom Malaysia 
for IPTV subscribers. Maxis has partnered with 14 
content providers and announced its intention to 
launch IPTV products by the end of 2013. In contrast 
with its open competition with the telecommunication 
incumbent, Maxis has partnered with Astro (the 
dominant satellite and pay TV provider) to jointly 
develop product bundles. Astro also provides IPTV 
using fibre operator Time Otcom’s fibre infrastructure 
rather than the incumbent’s access network. 

5.5.6.2 Regulatory framework 

Malaysia has been innovative in the regulatory 
field, recognizing the need for a converged system of 
regulation as early as the 1990s. The MCMC has the 
power to regulate not only telecommunications but 
also multimedia and content. It also makes decisions on 
competition matters. The legal framework for this is the 
Communications and Multimedia Act 1998 (“the 
Act”).45  Key features of this law include the creation of 
a self –regulatory industry body that governs content 
through a code of practice.46 

Prior to passage of the Act, licences were 
technology-based. They now are now technology-
neutral and service-neutral, although they are still 
broken down into four separate categories: 
• network facilities, 
• network services, 
• application services, and 
• content application services.47 

Network facilities are defined as any element of 
physical infrastructure used for the provision of 
network services, which constitute the carriage of 
communications electronically. Application services are 
provided by one or more of the network services (i.e., 
as OTT offerings, for example), and content application 
services are applications services that provide content.  
Internet services, including VoIP, are regulated as 
application services. Internet content application 
services are exempt from the need to hold a licence. 
Certain types of network facilities and network services 
are included on an access list, which means they are 
subject to additional obligations, including a 
requirement to provide network access on an equitable 
and non-discriminatory basis. 

New competition legislation came into force on 1 
January 2012, but it does not apply to commercial 
activities regulated by the Act. It is, therefore, up to the 
MCMC, using its powers granted in the 1998 legislation, 
to scrutinize market activities and enforce competition 
law in the telecommunication sector. The Act includes 
prohibitions on anti-competitive behaviour, collusive 
agreements and bundling/tying of services. 

5.5.7 Qatar 

5.5.7.1 Overview of the market in Qatar 

Qatar Telecom (previously known as Qtel, but 
recently rebranded as ”Ooredoo”) had a monopoly 
over the provision of telecommunication services in 
Qatar until 2006.48    Although Saudi Telecom and 
Vodafone have since entered the market as 
competitors, Ooredoo is still the main provider. 49  
Vodafone competes with Ooredoo on the mobile 
market, offering mobile Internet and voice services 
only. Vodafone also has a fixed service licence, but its 
services in that market are mostly restricted to The 
Pearl Qatar and Barwa City areas.50  

IPTV in Qatar comes in the form of Ooredoo’s 
Mozaic TV service. Ooredoo has also introduced a next-
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generation version of this service, which is only 
available to customers connected to its fibre network.51  
A report by the Qatari regulator (ictQATAR) in 2010 
noted that 15 per cent of Internet users in Qatar 
accessed TV services online.52  The relatively low take-
up of Internet TV can perhaps be explained by the low 
average speeds of Qatari internet services  
(1-2 megabits per second). In the future, speeds may 
improve through a rollout of the Qatar National 
Broadband Network, which will employ fibre 
infrastructure. On a related measurement, ictQATAR 
report also noted the lack of local content creation 
(only 3 per cent of the digital media online was in 
Arabic).  

5.5.7.2 Regulatory framework 

The Supreme Council of Information and 
Communication Technology (ictQATAR) regulates 
telecommunications in Qatar.53  ictQATAR’s main role is 
to manage spectrum allocation and the national 
numbering plan, as well as issuing licences. There is no 
regulatory authority specifically governing broadcasting 
content, although a new media law has been proposed. 
It would impose stricter controls on content, including 
video content, published on websites and social 
media.54 

5.5.7.3 Recent developments 

ictQATAR recently published a consultation 
document revealing its intended future regulatory 
policy for the period 2013-2016.55  This document 
included plans to develop policies relating to digital 
media. The report noted that authorities might need to 
conduct analysis and issue appropriate regulatory 
instruments (e.g., policies, guidelines, instructions, etc.) 
on a range of emerging regulatory issues, including: 
• the convergence of fixed, mobile and content 

services; 
• the impact of net neutrality on the 

telecommunication market; 
• IT security and cyber-crime; 
• global and regional regulatory initiatives (such as 

ITU matters and international roaming), and 
• net neutrality.56 

Qatari telecommunication law prohibits anti-
competitive practices and abuse of a dominant 
position, but there does not appear to be any relevant 
case law. 57 

5.6 Conclusion: trends and 
issues  

The review of several regulatory regimes and 
recent developments in Section 5.5 above highlights 
several emerging trends and issues in the area of online 
content and media, which regulators are likely to face in 
coming years. This section explores those trends in 
greater detail. 

5.6.1 Adapting regulation to reflect 
convergence  

There is a growing recognition that existing 
regulatory regimes should be adapted to deal with the 
realities of the converged marketplace. Even so, 
traditional regulatory models, with separate systems of 
regulation and separate regulators for 
telecommunication networks and content, still 
predominate. Moreover, despite the increased 
importance of online content delivery, OTT services and 
online advertising are often subject to minimal (if any) 
regulation, although they remain subject to general 
competition law.  

Some countries, such as Malaysia, have introduced 
a cross-sector regulator to reflect the blurring of 
boundaries between telecommunications and 
broadcasting. There are some practical advantages in 
having a converged regulator – reductions in 
administrative and institutional costs, for example. 
There is also a benefit in having a single institution 
responsible for regulating converged services rather 
than multiple entities with overlapping responsibilities 
and potentially divergent priorities. A single regulator 
can ensure consistent application of laws and rules. 
Moreover, stakeholders need clarity as to who will be 
responsible for oversight of digital media and 
communications. Certainty about the interpretation 
and enforcement of regulatory rules will create a more 
stable investment environment. Futhermore, a single, 
converged regulator can aggressively address issues 
that might otherwise fall through the jurisdictional 
cracks among multiple regulators. Finally, a converged 
regulator can draw on experience and expertise in 
overseeing one market to regulate others.  
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There are, however, risks involved in combining all 
regulatory duties in a single agency.  An illustration of 
this risk can be found in the United Kingdom’s 
experience in regulating premium sports content. The 
Office of Communications (Ofcom) in the UK is 
responsible for regulating both telecommunications 
and broadcasting content. In this role, it directed BSkyB, 
the UK’s largest subscription television provider, to offer 
wholesale, regulated access to its premium sports 
channels – a remedy very similar to the kind of access 
requirement often imposed on the incumbent 
telecommunication network operator. Ofcom’s decision 
was subsequently overturned on appeal, 
demonstrating the difficulty in trying to apply a 
regulatory tool that has worked in one market 
(telecommunications) to another one (broadcasting 
content). Ultimately, there is no “one size fits all” 
regulatory regime, and different approaches are likely 
to continue across jurisdictions, reflecting differences in 
national circumstances.  

5.6.2 Access bottlenecks     

The regulatory field of network access remains one 
of the least converged. Most countries now have 
relatively well-developed rules governing access to 
fixed telecommunication networks, although the 
advent of next-generation networks (NGNs) is likely to 
keep effective regulatory engagement a critical point of 
focus for regulators. There is also likely to be an 
increased emphasis, going forward, on so-called third 
or fourth generation issues, such as quality of service.58   

As telecommunication operators have moved up 
the value chain, there has been a growing battle for the 
right to control content. Recent examples illustrate the 
different ways that this struggle is taking place. The 
merger between Comcast and NBC Universal in the 
United States married the largest TV and Internet 
provider with one of the leading sources of content in 
the country. Short of buying the content producer, the 
less obvious, but more prevalent, market play has been 
to bundle services or offer preferential access to online 
content through agreements or affiliation between the 
operator and the content provider.  

In contrast to network access issues, there has 
been relatively limited regulatory intervention, to date, 
in access to premium content. Such access has often 
been addressed by applying competition (i.e., anti-
trust) law rather than regulation, including by 
intervening in merger approval proceedings. For 
example, the U.S. Federal Communications Commission 
attached extensive conditions to the Comcast/NBC 
Universal merger. Going forward, it will be interesting 

to see whether regulators adopt a more interventionist 
approach to regulating access to premium content.   

The increased prevalence of bundled services is 
also likely to be a focus for regulators going forward. 
Regulatory actions can either hamper or stimulate 
innovation in service offerings, so it is important that 
regulators balance in their deliberations both the 
potential anti-competitive effects of bundled service 
packages and  their potential for dynamic efficiencies. 
Most jurisdictions now have competition laws that can 
help prevent anti-competitive bundling, but it is not 
always clear how such rules apply in practice, and the 
complexities of cost-allocation make effective 
enforcement difficult.   

5.6.3 The promotion and protection of 
consumer interests  

The promotion and protection of consumer 
interests should be at the heart of any regulatory 
regime. It is therefore crucially important that 
regulators understand the developments that are 
taking place in content delivery and consumption in 
their respective territories. The potential impact on 
consumers forms an integral part of developing 
regulation and policy in this area. Some regulators (for 
example, Ofcom in the UK) regularly publish data on 
consumer trends, which can then be used to help guide 
policy.59  As noted in the introduction to this chapter, 
the extent to which consumers have benefited from 
convergence varies, both among countries and even 
within them – taking into account different age and 
socio-economic groups. Regulators should focus on 
ensuring that all consumers are able to obtain 
maximum benefits from the technologies available 
(which may differ from country to country) and on 
protecting against “digital exclusion.”  

Most countries have rules to protect consumers 
from harmful content, although the nature and extent 
of these rules reflect different national priorities and 
social mores. While it may not be possible or desirable 
to standardize rules in this area, all countries face the 
issues and challenges of deciding how (or whether) to 
extend existing broadcasting regulations to cover online 
content delivery. Should OTT service providers be 
subject to the same restrictions as traditional 
broadcasters?  If so, how should such rules be 
enforced? 

There are also certain “best practices” that have 
been proved to be critical in any system of effective 
content regulation. These include transparency in 
applying the rules and the implementation of effective 
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and independent appeal mechnisms. It is also worth 
noting that, despite moves towards regulatory 
convergence, there is likely to be a continued need for 
separate rules governing market access and consumer 
protection, which raise very different, and potentially 
competing, policy considerations.  

5.6.4 Use of customer data in online advertising  

Section 5.4 explained some of the new business 
models that are emerging in the converged 
environment, including the increasing importance of 
online advertising. Currently, there is very little 
regulation of online advertising; traditional content 
rules often do not address it. But the increasing amount 
of personal data available to online businesses gives 
rise to many opportunities for using that information, 
for example, in targeting advertisements to lucrative, 
niche audiences. This raises complex regulatory issues, 
particularly involving privacy and data protection. 
Regulators will have to decide, now and into the future, 
how to deal with such issues.  

5.6.5 Net neutrality 

The huge growth in data being carried over 
telecommunication networks, and the increased 
importance of managing traffic flows, means that net 
neutrality is likely to remain an important issue on 
regulators’ radars. A review of national regulatory 
approaches to net neutrality has uncovered mixed 
results. Three broad approaches can be observed:60 
• Cautious observation – Some countries have taken 

note of net-neutrality issues but have currently 

chosen not to take any specific measures to 
address them. BIPT, the Belgian regulator, has 
adopted this approach, concluding that existing 
competition laws are sufficient at the present time. 

• Tentative refinement – Other countries have 
adopted a light-handed approach, seeking some 
refinements to the existing regulatory regime 
governing communication services, but not going 
so far as to prohibit certain behaviours. The 
European Commission has adopted this approach 
initially, recommending that European Union 
member states take steps to address net neutrality 
indirectly, through measures that might include 
improved transparency in traffic management, 
lowering barriers for subscribers to switch ISPs, and 
setting minimum quality-of-service requirements. 
The Commission has indicated that it might adopt 
further, potentally more interventionist, measures 
later in 2013.61 

• Active reform – These countries have sought to 
prohibit specific behaviours by ISPs, while allowing 
reasonable network management practices. 
Countries such as the United States, France, the 
Netherlands and Chile have been among the more 
proactive states. These “active reformers” have put 
in place specific net-neutrality measures to prohibit 
blocking and discriminatory treatment of traffic by 
network operators. 
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6.1  Introduction 
Virtually everyone predicts that the mobile 

payments industry is on the verge of rapid growth 
around the world, and it is easy to find compelling 
reasons to agree. The number of service launches is 
accelerating, the breadth and sophistication of the 
services is expanding, and the volume of transactions is 
growing at a rapid pace. Moreover, those services seem 
to be meeting real consumer needs and providing real 
benefits to users – not just ones dreamt up in research 
labs or marketing meetings. 

The reality, however, is that success is far from a 
given. Not all launches have taken off, and in fact, a 
large number have struggled to meet expectations 
(which are, admittedly, often very high). Looking at the 
demand side, users often face barriers to adoption 
despite clear potential benefits. On the supply side, 
there are the typical challenges of an emerging 
industry:  the market is fragmented, there is a lack of 
industry standards, and service providers are still 
experimenting with business models.  

Also, crucially, mobile payment service providers 
may find themselves in a tangle of regulations. At their 
best, regulatory frameworks offer an enabling and safe 
environment for services to grow. But they can also 
stifle innovation and dampen commercial viability. Yet 
without clear regulatory parameters, there is often 
uncertainty for users and providers. While many of the 
industry’s challenges will be resolved by the market 
itself, regulators will also be a factor in the industry's 
success.  

This chapter is primarily directed at 
telecommunication regulators, but it also addresses 
matters, such as payment security, that more 
traditionally fall under the remit of banking regulators. 
Authority over mobile banking issues has yet to 
crystalize in many countries, but telecommunication 
regulators everywhere should be aware of how these 
issues may affect service providers and network 
operators – and be ready to act on these issues as 
required.1  That said, the key challenges for regulators 
are: 
• Having a clear understanding of the current state of 

services, as well as the challenges and likely 
developments in the industry, based on 
experiences in their own and other markets; 

• Clarifying their own roles, and those of other 
regulatory bodies, and being able to communicate 
these roles clearly to providers; 

• Developing or supporting regulatory frameworks 
that ensure services will be offered in a secure and 
safe environment; and 

• Ensuring that regulation creates an enabling 
environment for services to grow and flourish. 

The rest of this chapter provides advice for 
regulators to meet these challenges. Section 2 sets the 
context for policy-making and regulation. Section 3 
provides an overview of current services and how they 
are delivered, as well as likely market developments in 
the future. Section 4 outlines the key challenges the 
industry faces, and Section 5 sets up a discussion on 
regulation of services. 

 
DIGITAL TRANSACTIONS IN 
TODAY’S SMART SOCIETY   
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6.2  The context for policy-
making and regulation 

What is it like to try to regulate an industry that is 
not many years removed from its inception, and which 
cuts across standard regulatory boundaries?  That is the 
first question to address in defining the challenge for 
regulators in the mobile payments market. 

6.2.1  The market and regulatory environment 

For telecommunication regulators, it is important 
to clearly understand the markets they are overseeing. 
Regulators need to be clear on their roles and to 
develop regulatory frameworks that balance security 
for consumers with an enabling environment for 
service growth. Right away, this brings up important 
considerations that should be recognised and taken 
into account: 
• Markets are at early stage of development:  

Mobile payment services are still relatively new in 
most regions. It is difficult to anticipate how these 
services will develop alongside current regulations, 
and there is a risk that being too prescriptive could 
hinder innovation. 

• There are differences among markets:  Markets 
vary in terms of the nature and needs of users, 
what existing financial services are available, the 
size of “unbanked” populations, security risks, and 
openness to innovation. Although elements of 
regulatory frameworks are universal, they also 
need to be tailored to local markets.  

• Non-financial institutions are rapidly proliferating 
mobile banking services:  A range of multinational 
organizations, technology companies, retailers and 
other new companies are entering the payments 
market, and this trend is likely to increase. It is not 
always clear if and how these providers fall under 
existing regulations, raising the risks of confusion 
and regulatory gaps. 

• A wide variety of models are being applied:  
Models of service delivery vary significantly among 
different providers, in terms of technology used, 
and in the nature of the service itself. This creates 
an extra degree of complexity in trying to 
understand the market and the risks and issues 
involved. 

• Many services provide a basis for financial 
inclusion:  Particularly in emerging markets – but 
really in all regions – mobile payment and banking 
services are addressing the needs of unbanked and 

under-banked populations. Policy-makers need to 
consider making this a priority and encouraging 
adoption. 

• Consumers assume a level of protection equal to 
what they have with traditional financial services:  
Regulations may not treat mobile payments and 
banking services the same way as traditional 
financial services, yet consumers typically assume 
they receive the same level of protection. This 
assumption needs to be addressed.  

• Spheres of regulatory oversight often intersect:  
Mobile payment and banking services touch on 
four key areas of existing regulation: (1) financial 
services, (2) telecommunications, (3) technology, 
and (4) retail/consumer protection. This can create 
confusion for providers, especially those new to the 
industry. 

• The roles of regulators are not always clear: The 
roles of different regulators – for instance financial 
sector and telecommunication sector regulators – 
may not clearly apply to new services. There is a 
risk of doubling up regulation or creating gaps in 
oversight. 

• The cost of compliance with regulation can be 
high: Existing regulations can create a high 
compliance burden, particularly for small providers 
that are new to the industry. 

• Services are safer than alternatives:  Particularly in 
emerging markets, mobile payments are replacing 
cash transactions, allowing for tracking of 
payments in ways not previously possible.2 This 
calls for a degree of moderation when weighing 
security against encouraging adoption.  

6.2.2 The outlook for mobile payments and 
related services 

The mobile payments market has seen rapid 
growth, with the total value of transactions nearly 
doubling every year from 2009 through 2012. Market 
commentators and forecasters expect this growth to 
continue apace for the foreseeable future. Seen 
broadly, this has been, and will be, a global 
phenomenon. Africa is expected to maintain its leading 
place, with the largest value of mobile transactions. The 
Asia-Pacific region, North America and Europe, in turn, 
also will see high activity and growth. Latin America and 
the Arab States, by comparison, are expected to 
develop more slowly. 
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Figure 6.1: Mobile payment transactions, value by region 2009-16 (USD billions) 
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The growth in mobile payments is consistent with a 

long-running global trend away from cash and cheque 
transactions to card-based payments. This can be seen 
on the left side of Figure 6.2, which shows card 
payments increasing as a percentage of total purchases. 
The right side of Figure 6.2 shows particularly strong 
growth in non-cash transactions in emerging markets. 

Although the relative growth of services is 
expected to be high, mobile payments still only account 
for about 1 per cent of total transaction volumes 
globally. Indeed, by 2016 this figure still will be only 2-
3 per cent. On the one hand, this represents significant 
growth potential, but on the other, it demonstrates 
that mobile payments are still far from a common habit 
for a mass market of global consumers. 

 

Figure: 6.2: Global retail purchase payments and growth in non-cash transactions3 
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Meanwhile, the increase in service launches for 
mobile payments and banking has gathered significant 
pace. Back in 2006, there were just ten mobile money 
schemes in emerging markets. By 2010, however, this 
figure was 38, and as of May 2013 there were more 
than 160 offerings, with a further 100 planned.4  Most 
countries have at least one service, and competition is 
becoming real:  Kenya has five service providers, 
Uganda has six and Nigeria ten.  

Not to be outdone, developed markets appear to 
be showing an equal enthusiasm for mobile payments. 
Action is coming from multiple sectors, including 
established companies like mobile operators, as well as 
technology titans like Apple and Google, and from start-
ups, as well. From 2010 to mid-2012, more than 
300 companies attracted funding for mobile and online 
payment initiatives.5  

Beyond simply being an attractive new market play, 
mobile payment services are driven by the established 
companies’ desire to diversify. Mobile operators across 
the world are facing slowing growth or real declines in 
core voice and messaging services. For their part, 
financial institutions also see slow growth in consumer 
businesses. Of course, technology companies have a 

history of moving into new service lines and leveraging 
relationships with customers, so mobile payments are a 
logical next step for companies like Google and Apple. 

6.2.3 Benefits and latent demand for services 

Many new mobile banking services are tailored to 
provide financial inclusion for unbanked and under-
banked customers. Particularly in emerging markets – 
but also in developed markets such as the United States  
– there is often a significant population without regular 
access to financial services. Figure 6.3 demonstrates 
this, illustrating the proportion of adults with bank 
accounts, broken down by region.6 

This implies significant latent demand for a range 
of banking and payment services. These include 
basic benefits that often are taken for granted by 
individuals with access to financial services, such as 
safe storage and easy access to money, the ability to 
make transfers to friends, family or businesses in 
remote locations, and alternatives to carrying cash to 
pay for goods and services. 

 

 

Figure 6.3: Global retail purchase payment breakdown 
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In many cases, a simple expansion of current 
banking services is unlikely to reach un-served 
populations. In some emerging markets, it is not 
commercially attractive or viable to extend the 
necessary infrastructure of buildings, ATMs and market 
services to many areas where unbanked populations 
reside. However, these same groups often do have 
access to mobile phones, providing an alternative 
platform for delivering financial services – one with 
potentially much greater reach at much lower cost. For 
these unbanked and under-banked customers, mobile 
payments and banking services can be genuinely 
transformational. Some of the key benefits are: 
• Allowing payments that previously would have 

been impossible or prohibitively expensive. This is 
particularly true with regard to remote payments. 

• Lowering the real cost of transacting, especially for 
remote payments, which often entail high 
processing fees for electronic transfers, but also for 
cash transfers, which can involve mailing, courier or 
travel expenses. 

• Lowering the cost of international remittances 
and boosting the flow of money. According to the 
GSM Association (GSMA), even a modest drop in 
fees from a current average of 15 per cent for 
international remittances will generate a significant 
increase in demand. GSMA estimates that reducing 
charges by 2-5 per cent could increase the flow of 
formal remittances by 50-70 per cent, boosting 
local economies.7  

• Providing safer options for payment – for instance, 
reducing the need to carry or send cash by mail or 
courier. Mobile phones also provide a channel for 
service providers to send alerts in case of 
suspicious behaviour on an account. 

• Offering a better service than alternative financial 
services such as instantaneous transfers – with the 
ability to access the service 24 hours a day.  

• Helping budgeting by providing access in real time 
to account balances and transaction histories, as 
well as allowing service providers to send overdraft 
warnings if account limits are reached. 

• Making possible greater accessibility and 
education – for instance, through bilingual services 
or the capability to provide information through 
familiar and convenient services such as SMS and 
applications. 

There are currently about 58 million unbanked 
customers in Europe. Addressing this fact, the 
European Union announced measures in May 2013 to 
make bank accounts available for all EU citizens. The EU 
stated that “bank accounts have become an essential 
part of our everyday life,” adding that “citizens cannot 
fully participate in society without a basic bank 
account.”8 

While their needs are not as compelling, 
consumers who already have access to financial 
services also benefit from mobile banking services, 
which can mean greater convenience in making 
payments remotely and in person and having access to 
accounts at any time or place. Moreover, all consumers 
might benefit from newer applications, such as loyalty 
card benefits or location-based features. Mobile point-
of-sale solutions are also transformational for some 
merchants. Historically, many small and “micro” 
merchants have not been able to access conventional 
point-of-sale terminals to accept card payments. This is 
common in both emerging and developed markets. 

 
Figure 6.4: Mobile point-of-sale terminals 

The smartphone is loaded with a payment applicat ion

At sale the merchant keys in the relevent transact ion
amount into the app

To make payment customers swipe their card through an
mPOS dongle (or insert for chip and PIN) connected to the phone

The transact ion data is encrypted and sent via phone's internet 
connection

Once payment has been confirmed an SMS, email or physical 
receipt is provided

 
Source: Greenwich-Consulting Research 
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Table 6.1: Trends affecting the mobile payments industry 

Trend Relevance Description & Rationale 
Emerging Developed 

Access to mobile 
devices capable of 
mobile payments 

High Medium/ 
High 

• Building on very high mobile penetration, high and rising 
penetration of smartphones in developed markets gives more 
people access to devices that will run a wide range of payment-
related sevices  

• Mobile penetration is high in most emerging markets and still rising, 
and smartphone and feature-phone adoption is increasing at a 
rapid pace in many markets 

Use of mobile 
devices for non-
communication 

purposes 

Medium High 

• there is an ongoing trend in mobile usage beyond basic calling and 
texting from consuming content, internet browsing, gaming etc 

• Particularly relevant is consumers using mobiles while shopping e.g. 
to browse items and compare prices at other stores 

• Familiarity supports an extension to using mobiles to make 
payments  

• Particularly relevant in developed markets, but also emerging 
markets 

Trust in making 
online payments Medium High 

• E-commerce continues to rise with more and more customers 
making online payments 

• This represents an increase in trust around a channel wich originally 
was associated with significant security concerns 

• This trust is likely to increase comfort with making mobile payments 

Growth in economic 
activity High Low 

• Economic growth can mean more transactions, grater value of 
transactions, greater reach of transaction as trade increases 
between regions and overseas, and greater stored wealth - all of 
which will support demand for payment (and banking) services 

• More relevant in emerging markets which are seeing high growth 

Migration within 
regions and overseas High Medium 

• Coupled with economic growth is migration of people - from to 
urban areas, across regions, and overseas 

• A grater physical distance for instance between family and friends, 
increases the need for services such as money transfers 

Source: Greenwich-Consulting Research 

 
Developments in point-of-sale technology, such as 

mobile point-of-sale solutions, allow merchants to 
accept payments via a mobile devices and hardware 
accessories. These have lowered the barriers for 
merchants in the following ways: 
• Solutions are significantly cheaper than a 

conventional point-of-sale terminal (about 15-40 
per cent of the cost of conventional terminals); 

• Distribution of dongles can be supported by 
suppliers of mobile devices, generating cost 
efficiencies; and 

• A high penetration of smart phones enhances the 
reach of mobile point-of-sale solutions. 

The ability to accept card payments can help 
merchants generate more sales, while reducing their 
cash-handling requirements. Demand for mobile 
payments likely will continue to grow, based on 
evolving consumer habits and access to technology, as 
well as broader economic and social trends. Table 6.1 

identifies these trends and their relevance for emerging 
and developed markets. 

6.3 An overview of services 
and delivery 

Before exploring how this new world of mobile 
payments, digital transactions and mobile banking 
affects regulators and policy-makers, it is useful to 
define exactly what these new services do and how 
they are delivered. 

6.3.1 Mobile payment and banking services  

There are a myriad of mobile payment and banking 
services, both in terms of the function provided and the 
way it is delivered. Providers either already offer these 
services or are likely to want to in the future. In either 
case, it is important for regulators to understand each 
new service.   
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6.3.1.1 Remote and proximity payments 

One way to classify services is to divide them into 
those that involve (1) sending a payment to a distant 
recipient (e.g., a mobile bill payment), or (2) obtaining 
remote or digital permission to make an in-person 
payment (e.g., an in-store or vending machine 
purchase). The former type of service is known as 
remote payment, while the latter is referred to as 
proximity payment. On top of some obvious differences 
in the user experience, there are also distinctions in the 
technology used with the two types of payments. This 
leads to differences in the risks involved and the 
relative adoption in emerging versus developed 
markets. In developed markets, for example, proximity 
payment technologies – including near-field com-
munication (NFC) and quick response code (QRC) 
methods – tend to be much more prominent, because 
smartphone penetration is higher. 

6.3.1.2 A catalogue of services  

The types of mobile payment and mobile banking 
services cover a large range. Figure 6.5, below, captures 
the key types of services commonly being offered, and 
this section describes each type briefly. 
• P2P Transfer – This allows customers to make 

money transfers to other users. Particularly for 

unbanked customers, this is a safer, less-costly and 
more convenient means of transferring funds than 
some existing alternatives, such as via post or 
courier. A proximity payment version, allowing 
users to make a P2P transfer by touching their 
phones together, has also arrived in some markets 
like the United States. 

• International Remittance – A P2P transfer variant, 
remittances allow users to make international 
payments back to their home countries. By 
removing the need for physical points of presence, 
mobile-based international remittances can cost 
less than existing services. Meanwhile, the user 
experience is similar to P2P transfers, but with 
different risks and regulations. 

• Bill Payments – Consumers can pay bills (e.g. for 
utilities) via their mobile phones or other terminals. 
Especially with unbanked customers, this is a safer 
and more convenient way of making or receiving 
relatively large payments. For customers who 
already have bank accounts, it is more convenient 
than paying by cheque or bank draft. 

• Salary Payments – Employers can make salary 
payments directly to employees’ mobile accounts 
in a process similar to bill payments. This benefits 
unbanked customers, who otherwise would be 
paid in cash. 

Figure 6.5: Categorization of key mobile payment services 
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• Payment for digital goods and services – This 
category covers the purchase of digital content, 
such as music, videos, games and ringtones. 
Examples of digital payment services include 
Apple’s iTunes and App Store, where users register 
a debit/credit card and make purchases through 
their smartphones. 

• In-store payments (point of sale) – In-store 
payments differ according to the technology being 
used. In emerging markets, where the spread of 
smartphones and contactless payment is more 
limited, the process can resemble P2P transfers, 
with the merchant becoming the recipient. In 
markets where there is mass adoption of 
smartphones, payments can be made through 
contactless payment technologies, such as NFC, or 
cloud-based services in which payment information 
is transmitted via touching the mobile against the 
point-of-sale terminal or via a digital transmission. 

• Transportation and vending machine applications 
– Mobile payments are also being used in a variety 
of public transportation settings, such as on 
subway and bus systems, in taxis or for parking 
meters. Similarly, proximity payments can be made 
through digital payments at vending machines or 
quick-service cafes and restaurants (e.g. Starbucks 
and McDonalds) and petrol (gasoline) stations. 

• Mobile point-of-sale solutions – mobile point-of-
sale solutions use merchants’ mobile devices, 
including smartphones and tablets, in combination 
with a payment software application and a 
hardware accessory (card reader), to allow 
merchants to accept card payments. In a typical 
process, the merchant opens the payment app and 
enters the payment amount. The customer enters 

(or “swipes”) their card into the card reader 
accessory and enters their PIN and/makes a 
signature. Payment data is sent for authorization, 
after which a receipt can be printed or sent by SMS 
or email. 

• Top-up / airtime top-up – Mobile payment 
technologies allow mobile operators’ customers to 
top-up their airtime accounts. They may also be 
able to send airtime to friends or family that are on 
the same operator’s network with a P2P transfer. 
Typically, the phone account and mobile money 
account are separate, so that the top-up is 
purchased by transferring funds from the mobile 
money account into the airtime account.  

• Cash withdrawal / ATM payments – Customers 
may have the option to take cash from their mobile 
money accounts, either at a retail agent (or, in 
some cases, a bank branch), or through an ATM or 
both. Ideally, the account funds should be easily 
interchangeable with a cash equivalent. This 
functionality can significantly affect consumer 
willingness to sign up for a mobile payment 
account.  

• Other mobile banking services – Mobile banking 
services can include a wide range of features. 
Among these may be provision of account balances 
and statements, transaction histories and SMS 
alerts about pending overdrafts or unusual 
transaction activity. Some mobile banking apps can 
help a customer find the nearest ATM location.  

Figure 6.6 illustrates the customer alerts that 
providers can offer.9 

 

Figure 6.6: Text alerts 
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In addition, more advanced services are being 
developed to allow such functions as remote deposit 
capture. This service allows customers to scan cheques 
using a camera phone and transmit the scanned images 
to their bank for posting and clearing. This is an 
example of how the powerful features of smartphones 
can be used to provide enhanced mobile payment and 
banking services. 

6.3.2 Payment mechanisms 

The way the user funds mobile payments typically 
falls into one of three methods: (1) pre-paid accounts, 
(2) mobile billing or (3) credit/debit card-linked 
accounts. Each method has different implications for 
the customer experience and different risks, both for 
the user and the service provider. 

6.3.2.1  Pre-paid accounts 

In this method, a pre-paid account is linked to the 
customer’s mobile device. Typically, the mobile money 
account and the phone service account are separate, 
with the latter only used to pay for voice and 
messaging. This is a common solution in emerging 
markets where card use is limited and the number of 
existing mobile billing accounts is lower. This creates a 
perceived and actual risk for the user in that their 
deposits need to be protected. For the provider, the 
risk is lowered as funds are provided in advance.  

Customers typically add funds to their accounts at 
retail agents or terminals. Qiwi’s service in Russia is a 
successful example of this in a market where there is 
limited trust in e-payment security. Another example is 
PayPal’s MoneyPak service, which allows customers to 
pick up a card at a selection of retailers and load cash 
on it at the checkout. This is transferred to a PayPal 
account, which can be used to make online and mobile 
payments. 

6.3.2.2  Direct Mobile Billing 

This method is based on operators having an 
existing billing arrangement with customers; that is, it 
applies to post-paid accounts. Mobile-based purchase 
amounts are then added to monthly service bills. From 

the operator’s point of view, this introduces a credit 
risk, with the potential for customers not to pay their 
monthly balances. From the consumer point of view, 
however, it may be preferable to a pre-paid account if 
they are reluctant to deposit their funds into a mobile 
account in advance. 

6.3.2.3  Credit/debit card-linked accounts 

In this case, customers link an existing credit or 
debit card account to their mobile devices. Any 
purchases are added directly to the credit card bill or 
deducted from the customer’s debit account. Mobile 
wallet services such as Google Wallet work on this 
basis, with customers loading details for one or more 
cards to their “wallets.”  In some cases, such as with the 
SMART service in the Philippines, cards are issued as 
part of the mobile payments account. From the 
provider’s point of view,10 this reduces credit risk and 
negates the need to deal with storing customer 
deposits. From the customer’s point of view it may be 
more convenient; however, there is likely to be a higher 
perceived risk of giving providers access to their credit 
or debit accounts. 

6.3.3 The growing sophistication of service 
offerings  

The breadth and sophistication of service offerings 
is increasing, and regulators should expect providers to 
keep expanding their services. The often-cited M-PESA 
service in Kenya is an example of how the range of 
services offered by providers has expanded. As one of 
the early mobile payment pioneers in 2007, M-PESA 
focused mostly on P2P transfers. Today, while the P2P 
business remains popular, many services have been 
added, including bill payment, salary payment, 
merchant payment, and government-to-peer (G2P) 
transfers, as well as savings accounts, insurance and 
micro-loans. 

This extension and bundling of services is a 
common theme across many providers. Table 6.2 gives 
four examples across different regions:  Wizzit, SMART, 
MTN Uganda and Easypaisa. For new providers with a 
narrow range of services, those described here 
represent a likely product roadmap that they will be 
looking to follow over time. 
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Table 6.2: Mobile payment service provider comparison 

Service 
WIZZIT 

South Africa
SMART 

Philippines
MTN 

Uganda 
Easypaisa 
Pakistan 

Transfers (domestic) Yes Yes Yes Yes 

Transfers (international) Yes Yes Yes Yes 

Pay in shops Yes Yes - - 

Pay bills/salary Yes Yes Yes Yes 

Cash in Yes Yes Yes Yes 

Cash out (Agent) Yes Yes Yes Yes 

Cash out (ATM) Yes Yes - - 

Buy top-up/ send airtime Yes Yes Yes Yes 

Airtime loyalty - Yes Yes Yes 

Mobile wallet Yes Yes - - 

Internet banking Yes - - - 

Source: Company Websites, Greenwich-Consulting Research 

 

 

Markets such as the United States have seen the 
emergence of mobile wallet services offering a range of 
features that can, in theory at least, replace a 
customer’s real wallet. They work by storing account 
information for debit and credit cards; that data can 
then be used to make a range of payments. The 
“wallets” can also store loyalty card schemes, coupons, 
offers and gift cards that can be used and updated 
when purchases are made.  

As described in Box 6.1, Google Wallet – as well as 
PayPal, ISIS, Visa, Mastercard and Turkcell – are 
examples of mobile wallets. These services tend to rely 
on smartphone functionality, however, meaning that 

they are less likely to be seen in developing markets 
right now. Eventually, they will almost certainly grow 
worldwide as smartphone adoption grows. 

6.3.4  Service deployment and usage 

For emerging markets, the most commonly 
deployed services are P2P transfers, as shown in Figure 
6.7. P2P functionality was one of the first mobile 
payment services to emerge, along with air-time top-
ups and bill payments. 
 

 
 

Box 6.1: Google Wallet 

 
One of a number of mobile wallet services, Google Wallet offers a range of functions for both consumers and merchants. 
Consumers can load multiple credit and debit cards to their “wallet,” and they can also add details for loyalty programs, gift 
cards and promotional offers, all of which can be redeemed at the point of sale. Additional features include location-based 
offers using a smartphone’s GPS function. They also have a “single-tap payment” function via NFC technology, although this 
relies on both the user’s smartphone and the merchant’s point-of-sale terminal being set up for NFC.
 

Source: Greenwich-Consulting Research 
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Figure 6.7: Mobile payment usage by category (number of deployments) 
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Merchant payment services are likely to grow in 

the future, along with more advanced mobile banking 
services such as micro-insurance. Meanwhile, 
International remittance is less commonly deployed 
than the similar P2P transfers. This may be because 
there is less demand for the service, but it also may be 
due to a more complicated regulatory environment. 
The latter comes from heightened concern over money 
laundering and terrorist financing risks, as well as rules 
on capital flows. Plus, the providers need to be aware 
of regulations both in their own country and in the 
destination countries to which they send payments. 
This can be a difficult and time-consuming task for 
providers, especially when national regulators (both 

telecom and banking) are not clear about international 
rules. There is clearly a role for local regulators to 
support providers in learning and understanding 
international protocols and regulations for remittances.  

Although levels of overall adoption differ by 
region, relative usage of different types of service is 
remarkably similar across regions, as shown in Figure 
6.8. Digital purchases and pre-paid top-ups are most 
common, while money transfers and merchandise (in-
store) purchases amount to about 10 per cent of overall 
volumes, and bill payments are commonly around 5 per 
cent of total volumes. 

 

Figure 6.8:  2012 mobile payment transactions, volume by user case (mm)11 
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6.3.5 Virtual currencies 

The services described above are based on 
electronic exchanges of real-world currencies. Another 
important area of digital transactions is rapidly being 
adopted, and with it comes increasing attention from 
regulatory bodies and legal systems:  virtual currencies. 
Examples of these currencies include Bitcoin, Facebook 
Credits, World of Warcraft Gold, and Second Life Linden 
Dollars.  

Credits can be earned by taking part in some sort of 
activity, or they can be bought with actual currencies. 
Virtual currencies can be traded in to purchase 
electronic goods and services (i.e., within a game 
“universe”), but they can also be used to buy physical 
goods and services, make P2P payments, or trade in for 
real currency. Regulatory concerns around virtual 
currencies are covered in Section 6.5.  

6.3.6 How services are being delivered 

The key to understanding the mobile payments 
landscape is recognizing the breadth of models being 
adopted to deliver services. These models vary 
according to the types of services being offered, the 
processes for making payments, and the entities 
involved. Regulators need to be aware of the 
differences in these models and their implications. 
Formulating undifferentiated regulations that apply the 
same strict measures to all services risks overburdening 
some providers and stifling innovation. 

Different types of market players are taking the 
lead in pioneering services, developing relationships 
with customers and capturing revenues. These players 
include financial institutions, mobile operators, 
technology companies and large merchants. It is 
actually common for non-financial institutions to 
provide financial services online. In these cases, there is 
often uncertainty regarding whether and how existing 
regulations apply. Particularly as these services become 
more mainstream and their offerings expand in 
sophistication,12 it will be important for regulators to 
identify any gaps in existing coverage and to ensure 

that all parties, including customers, know that service 
providers are accountable for their actions. 

6.3.6.1  A taxonomy of delivery models 

This section provides an overview of some of the 
key delivery models. As discussed above, the 
implications for regulation vary by model. Bank-led 
models and partnerships between banks and 
operators are typically the most straightforward, 
with banks already falling under clear regulations. 
Ventures involving mobile operators, high-tech 
companies and merchants are less likely to be 
covered from a regulatory stand-point. 

Bank-led models 

The bank-led model is based on an extension of 
existing payment services to cover mobile platforms. 
It includes an “issuer” role – providing the payment 
application/account to consumers – and an 
“acquirer” role – setting up merchants to accept 
mobile payments. The process follows this basic 
value chain: 
1. The customer initiates payment; 
2. The acquiring bank sends a payment request to the 

issuing bank via a payment network; 
3. The issuing bank sends the payment to the 

merchant’s account; and 
4. The payment is deducted from customer’s account. 

Banks already have in place many of the 
mechanisms needed to deliver mobile payment 
services. For instance, banks can draw on existing 
consumer/merchant relationships and their experience 
in payment processing and risk management. Banks are 
not as strong, however, in regions with large unbanked 
populations and limited banking infrastructure and may 
seek partners to help deliver services. Another area in 
which banks typically have less experience is in 
developing mobile applications. In the bank-led model, 
the role of the mobile operator is limited, with one 
exception – in the case of NFC payments, operators 
have a strong bargaining chip in the shape of control 
over the customers’ SIM. 

Figure 6.9:  A simplified value chain for bank-led service 
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Operator-led models 

In operator-driven models, the mobile operator 
acts more or less independently to offer mobile 
payment services. It develops and markets the service 
to customers, provides a payment application to install 
on handsets, carries out transactions and bills the 
customers. This model has the following value chain for 
paying merchants: 
1. The customer initiates a transaction using the 

mobile payment application; 
2. The transaction data is carried through the 

operator’s network; 
3. The operator provides funds to the merchant; and 
4. The operator charges the customer (i.e., the 

operator deducts from a pre-paid account or adds 
the amount to the customer’s mobile service bill). 

Operators typically can draw on several assets to 
provide services, including a large base of existing 
customers, well-established billing arrangements with 
those customers, and control over the distribution of 
handsets. The limitations and challenges inherent in the 
operator-driven model are that operators do not have a 
link to banking networks and they lack experience in 
processing financial transactions. A way to remedy this 
is through some degree of collaboration with a financial 
institution. 

Operator-led models are typically more prevalent 
in regions with large unbanked and under-banked 
populations – and where there is a high benefit in 
having simple services. More sophisticated solutions 
(for example, mobile wallet solutions) in developed 
markets typically require collaboration among 

operators and financial institutions (see below). That 
said, the example of ISIS in the United States shows 
how operators can be the leading actors in providing 
services.  

Operator/financial institution collaborations 

Mobile operators can partner with banks and/or 
credit card companies to offer services. The benefit of 
this approach is that each party can focus on its relative 
strengths. This model also brings together two 
previously separate customer bases, creating a 
potentially powerful, combined customer base that 
links consumers and merchants. Operators bring their 
communication infrastructure and control of 
distribution channels for mobile devices. Financial 
institutions bring experience in processing financial 
transactions and risk management, as well as an 
installed base of credit card users and merchants who 
are set up to accept card payments. Moreover, credit 
card companies like Visa and Mastercard offer strong 
brands that attract consumer trust. 

The process for transactions in this model is similar 
to that described above for the bank-led model; 
however, from a commercial point of view the operator 
would take a cut of revenues. This model represents 
something of a natural progression from the operator-
led model as services become more complex. Some 
regulators prefer (and some insist on) financial 
institution involvement in service delivery, given those 
institutions’ experience and history of being under 
stronger regulatory oversight. Collaborations can be 
difficult to set up and manage because of the greater 
complexity of delivery and the need to share revenues. 

 

Figure 6.10: A simplified value chain for operator-led service 
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Tech Company-led Models 

This model represents technology companies that 
combine their own assets with capabilities drawn from 
the mobile and payment ecosystems to offer mobile 
payment services. Chief among these companies are 
major market players such as Google, Facebook and 
Apple that are looking to deepen their connections 
with customers and to generate new revenue streams. 
These high-tech players have definite assets to draw on, 
including: 
• Their customers’ familiarity with existing mobile 

and Internet-based services; 
• Existing registered payment accounts (e.g., Apple); 

and 
• The ability to offer complementary services (e.g. 

Google offering location-based services via Google 
Maps or Facebook combining social-networking 
features with payments).  

While current services like Google Wallet are 
limited to smartphone users, the reach of these brands 
is global, offering a large potential market as more 
customers are able to access services. Because these 
may be “over-the-top” offerings, mobile operators risk 
being cut out of the revenue streams, even as 
customers use their mobile networks to gain access to 
the tech-company payment services. 

Merchant-led closed loop models 

In this model, a merchant acts independently, or in 
collaboration with other merchants, to launch a closed-
loop mobile payment system. A prime example is the 
United States-based Starbucks coffee chain, which set 
up a closed loop payment system for use in their cafes. 
Customers can download an app with a pre-paid 
account. They periodically top-up the account online or 
in the store, and then use the payment app to make 
purchases. Acceptance terminals are based on reading 
Quick Response (QR) codes displayed on the app. 
Another example is MCX, a merchant-owned mobile 
platform set up by U.S. merchants including Wal-Mart, 
Gap and Lowe's.  

6.3.6.2  The growing mobile payments ecosystem 

Aside from the financial institutions, mobile 
network operators and tech companies, there is also a 
large set of supporting actors in the payments 
ecosystem whose services may or may not come into 
play depending on the model being deployed. Figure 
6.11 gives an overview of the mobile payments and 
banking ecosystem. From a regulatory perspective, it is 
important to clarify each entity’s responsibilities and 
potential liabilities, avoiding ambiguity. This requires 
collaboration among industry and regulatory 
stakeholders. 

Figure 6.11: The mobile financial services ecosystem 
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The key supporting actors in the mobile payments 
and banking ecosystem include: 

• Payment service providers (PSPs):  They offer 
merchants solutions for accepting electronic 
payments, managing connections and relationships 
with multiple banks and payment networks. 

• Online payment specialists:  A variation on PSPs 
that specialize in allowing merchants to accept 
online payments. 

• Chip Makers:  They produce chips for mobile 
phones, including secure elements that are crucial 
for NFC payments. 

• Trusted Service Manager:  For NFC-based 
payments, the trusted service manager controls 
access to customer information stored in the 
secure element of NFC-enable devices.  

• Handset manufacturers:  They manufacture the 
mobile devices, with increasingly sophisticated 
technology, that mobile payments run on. The role 
of these manufacturers can be crucial, as they have 
the potential to significantly scale mobile payment 
initiatives.  

• Mobile Payment and Banking Software/App 
Providers:  They develop the mobile applications 
used as interfaces on mobile devices for customers 
to make payments.  

• M-Wallet Solutions Providers:  They produce 
mobile wallet solutions, such as Eyenza, that are 
not specifically tied to any one bank or operator. 

They may operate as “white-label” solutions for 
other brands to use. 

• Money Transfer Operators: “Traditional” money-
transfer providers also are looking to expand in the 
mobile channel. 

6.3.7 Key technologies 

Each mobile payment platform relies on a 
combination of technologies to deliver its service to 
customers. These technologies can vary significantly in 
terms of customer experience, cost to provide and 
security, as well as current level of adoption. Service 
providers must weigh these points and be pragmatic 
about incorporating these technologies in today’s 
market, while keeping an eye focused on future market 
development and technological evolution. Regulators 
also need to have an understanding of the different 
technologies and their security implications. 

The technologies can be categorized into the 
following groups based on the role that they play: 

• Transmission of payment data: SMS, WAP, NFC, QR 
codes; 

• User interface: the Web browser and applications; 
and 

• Storage of payment information: Secure element, 
cloud service. 

Table 6.3 provides a summary of the key 
technologies, and associated benefits and 
challenges. 
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Table 6.3: Key technologies 

 
Type Description Payment Type Benefits Challenges 
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SMS 

Payment information 
sent by SMS 

Very common in 
emerging markets 

Remote 

(Proximity) 

Customers familiar 
with technology, easy 
to use 

Available across 
mobiles / carriers 

Payments can be slow, 
lost messages 

SMS encryption not as 
strong as alternatives  

Low merchant rates 

USSD 

Based on 
Unstructured 
Supplementary 
Service Data (USSD) 
standard. Similar to 
SMS (182 character 
messages) but able to 
create real-time 
connection during a 
USSD session to more 
responsive 

Remote 
(Proximity) 

Faster than SMS 
As per SMS encryption 
not as strong as 
alternatives 

WAP 

Data sent via WAP, in 
browser or app 
context 
More common in 
developed markets 

Remote 
Proximity 

Does not require new 
technology for 
customers 
Limited setup for 
merchants already 
taking web payments 

Does require 
smartphone and 
reliable data 
connection 
Customers suspicion 
over web payments 

NFC 

Allows devices in 
close proximity to 
connect and transmit 
data 
Low adoption 

Proximity 

Heightened security 
when combined with 
Secure Element 
Smooth payment 
experience 

Lack of NFC enabled 
handsets 
Merchants reluctant to 
invest in POS 

QR Code 

Transfer of info via 
quick-response (QR) 
barcode 
Read by camera 
phones and specific 
POS devices 

Proximity 
Low cost 
Functionality to read 
on most smartphones 

Does require 
smartphone and 
specific POS to read 
Less smooth an 
experience vs NFC 
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Payments made via 
mobile based 
browser 
Replicates online 
experience, data sent 
via WAP 

Remote 
Familiar experience for 
customers used to 
online payments 

Relies on connectivity 
and smartphones 
Adaption of websites 
to mobile screen can 
be an issue 

App 

Application acts as 
interface to support 
payments 
Can use WAP, NFC, 
QR codes 

Remote 
Proximity 

Apps can be created 
for a tailored user 
experience 

Relies on connectivity 
Apps need to be 
installed by user on 
device which may slow 
adoption 
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Secure Element 

Stores payment 
credentials on mobile 
device 
Encrypted and 
tamper-proof chip 

Proximity Very secure technology 

Data tied to device that 
can be lost/stolen 
Adoption in devices 
currently low 

Cloud Service 

Payment credentials 
stored in cloud and 
accessed via internet 
when required 

Proximity 
Remote 

Easier to implement 
and scale than NFC 
Data not tied to mobile 
device - can wipe data 
remotely 

Takes more time to 
complete than NFC 
payments 
Relies on connectivity 

Source: Greenwich-Consulting Research 
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In emerging markets, there is a tendency towards 
using SMS-based payments, due to wide adoption of 
2G (and less adoption of 3G and 4G) mobile services. 
Applications for mobile devices are simple, with limited 
functionality. Accounts are very often pre-paid, so 
there is no issue of how to store card data. Figure 6.12 
shows that SMS is the most common technology 
globally. 

Smartphone adoption, card use and data 
connectivity are all on the rise, however, and they will 
impact the choices of which technologies are used for 
mobile payments. In line with these trends, one can 
expect to see the adoption of WAP-based and/or NFC 
based payments and more sophisticated user 
applications. Card details are more likely to be linked to 
mobile accounts, raising the question of how to store 
card data. Exactly which of these technologies will 
become dominant remains to be seen, and it may be 
determined by their relative success in more developed 
markets. 

Based on the United States as an example, SMS 
and WAP are the common technologies used for 
mobile payments, with a large use of both mobile 
browsers and mobile applications. Globally, NFC 
payments are increasing faster than other technologies, 
a trend driven by adoption in developed markets. Use 
of QR codes (or other use of barcodes for mobile 
payments) is low, with adoption limited outside of 
headline-grabbing examples such as Starbucks. 

Going forward, the number of mobile wallet 
service launches – and their increasing sophistication – 
is likely to attract more and more users. From a 

technology standpoint, the battle for mobile payments 
market share is likely to be between two models: 
• Cloud-based payments:  payment information is 

stored in a cloud service, the user interface is a 
dedicated mobile wallet application, and the 
transmission of payment data is through WAP. 

• NFC-based payments: payment information is 
stored in a “secure element” in the mobile device, 
the user interface is also a mobile wallet 
application, and the transmission of payment data 
is via NFC. 

While NFC is arguably more secure, based on the 
secure element, and offers a smoother customer 
experience, it also relies on more factors falling into 
place – particularly, wide consumer and merchant 
adoption of NFC-enabled devices (handsets and point-
of-sale terminals respectively). It is important for 
regulators to understand the kind of technologies that 
will be used in their markets, and to build regulations to 
address the associated risks. 

6.4 Challenges facing the 
industry 

Several very successful mobile payment services 
have been launched in emerging markets, including 
EcoCash in Zimbabwe, MTN Uganda, SMART Money in 
the Philippines, and M-PESA in Kenya. Significant 
percentages of the populations in these countries have 
adopted services very rapidly, and this has created high 
expectations for launches in other markets. 

 

Figure 6.12: Global mobile payment transactions by technology, volume (millions) 

2009 2010 2011 2012
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Source: IE Market Research 
  



 

132 Trends in Telecommunication Reform: Special Edition 

The reality sinking in across the industry, however, 
is that success is far from secure. Many launches have 
struggled to meet those high expectations, leading to 
questions about the commercial viability of business 
models that require large-scale implementation. 
Overall, the adoption of mobile payments services in 
many countries remains low. Regulators should 
understand the challenges facing the industry and 
where regulators can help meet them. At times, 
regulation itself may create barriers by being 
burdensome or confusing. Conversely, a lack of clear 
regulations may create or perpetuate harmful 
uncertainty.  

6.4.1 Demand-side barriers 

This sub-section will examine the challenges and 
barriers that service providers must confront and 
overcome, to boost demand for mobile payments 
services among consumers and merchants. 

6.4.1.1 Creating consumer demand 

While the use of mobile payment and banking 
services is increasing, there remain a number of 
barriers to further adoption by consumers. Perhaps the 
most basic problem is a potential customer base that is 
unaware or un-informed about the benefits of these 
services. This is often a function of three concepts: 
• Awareness:  Most services are still relatively new, 

and it is not surprising that some customer groups 
are not aware of them. It may be that advertising 
has not reached them or their peers do not use the 
services. Or, unbanked and under-banked 
consumers may be aware of services but don’t 
know how they can obtain them. 

• Value proposition: Another commonly cited reason 
for not using mobile payment services is that 
consumers do not see their value compared to 
other means of making payments, including cash 
and card transactions. This is more relevant when 
consumers already have access to alternative 
financial services, but in all cases where mobile 
payments are not yet habitual, consumers often 
need to hear a persuasive argument for using 
them. 

• Lack of availability:  When adoption by consumers 
and merchants is at an early stage, consumers 
often cite the lack of occasions or places to use 
payment services. Either there are no peers to 
transfer money to or no merchants set up to 
receive point-of-sale payments.  

In these cases, telecommunication regulators may 
wish to support the industry by raising awareness, but 
these generally are problems that service providers and 
the market need to address. There are other issues, 
though, that regulators could be more active in helping 
to resolve: 
• Security concerns:  One of the most-cited reasons 

for not using payment services is concern about 
security of payments. Figure 6.13 identifies security 
as a key reason for U.S. consumers not using 
mobile payments. This includes fears about identity 
theft, loss of personal information and fraud. 

• Lack of ID: This is particularly relevant for unbanked 
and under-banked customers who may lack the 
identification documentation required to sign up 
for services under know-your-customer (KYC) rules. 

• Inability to compare services: With a plethora of 
services being provided by a range of different 
industry participants – including banks, mobile 
operators and tech companies – it can be hard for 
consumers to compare services, particularly for key 
features such as payment security. 

• Mobile device requirements:  Some willing 
consumers cannot access services because their 
mobile devices do not have the right features (or, 
at least, they believe this to be the case). This issue 
is more associated with mobile wallet solutions in 
developed markets, which require smartphone 
capabilities. 

• Lack or cost of mobile Internet access:  As with 
mobile device requirements, availability and cost of 
mobile Internet access varies depending on the 
service. But requiring customers to have mobile 
Internet capability to make payments will exclude 
those who do not have access or find it too 
expensive to have a data plan. A variation on this is 
that consumers may assume they need access to a 
data plan to make payments when they do not. 

In these cases, regulators can have a positive role in 
promoting adoption by ensuring greater security for 
payments, lowering ID requirements where 
appropriate, or by instituting consumer information 
guidelines. Barriers around mobile device and Internet 
requirements are more difficult for regulators to 
influence, but regulators can act, through spectrum 
allocation policies for example, to boost the availability 
and affordability of mobile Internet access. 
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Figure  6.13: Main reasons deterring use of mobile payment services, per cent 
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6.4.1.2  Barriers to merchant adoption 

Meanwhile, merchants also face some challenges 
in instituting mobile payments capabilities. These can 
include uncertainty over which services to adopt or 
difficulty in justifying the investment based on expected 
sales. The chief reasons for reluctance in adoption 
include:  
• Lack of awareness of services and consumer 

usage:  Merchants may not be aware of all the 
types of mobile payment services on the market. 
Or, they may have doubts about their customers’ 
acceptance of new payment processes. 

• Uncertainty over which services to adopt:  
Assuming merchants are aware of the range of 
services offered, they may be uncertain or 
confused about the wide range of options available 
to them. With most markets still at an early stage 
of development, there may be no obvious early 
market leader or clear technology choice. 
Uncertainty can lead to stalling behaviour as 
merchants wait to see which solution or provider 
gains a clear advantage. 

• Lack of consumer demand:  Similar to the reasons 
cited above, there may simply not be enough 
customers currently using payment services to 
justify merchant investment in new point-of-sale 
terminals or the time needed to train staff.  

While the role of regulators in addressing 
merchants’ take-up reluctance will probably be limited, 
there is a network effect associated with mobile 
payments. The more consumers are willing to use 
mobile payment and banking services the more 

attractive it will be for merchants to accept them. And 
the more merchants accept mobile payments, the 
more consumers will find the services useful and easy 
to access. As adoption rises, the reinforcing network 
effect is likely to lead to even further adoption. Starting 
from a very small network, however, means that it can 
be difficult to get the service off the ground. This is 
exacerbated where a lack of interoperability means 
networks are fragmented. Regulators need to weigh up 
the pros and cons of intervening to encourage or even 
force interoperability to support the spread of services. 

6.4.2 Supply-side barriers 

As previously noted, the market for mobile 
payments is still immature, and it therefore faces many 
of the challenges common to emerging technology 
industries, including: 
• Market fragmentation for services that are only 

viable at scale:  With what can be significant up-
front investments, payment systems may only be 
viable when they reach a relatively large scale. But 
most markets remain undeveloped and 
fragmented, casting doubt on whether any single 
service will survive to viability. 

• Lack of dominant technology standards:  Industry 
groups and regional and international standards 
organizations, such as the ITU, are working to 
develop standards for secure mobile transactions. 
Meanwhile, however, the gestation period for 
these standards is cutting into the addressable 
market for providers and making investments seem 
more risky. Investors fear picking the wrong 
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technology. Providers can mitigate this by investing 
in multiple solutions – or they may delay 
investment for a period of time. In either case, 
investment is diluted. 

• Business models are unclear:  With limited track 
records in the market, most business models for 
delivery of mobile payment or banking services 
remain unproven. There are some success stories, 
but it is not clear they can be reproduced in 
different regions or markets.  

• Difficulties in revenue-sharing and customer 
ownership:  While collaborative models (for 
example a mobile operator partnering with a bank) 
can create synergies, they also raise difficult 
questions about the division of revenues and 
profits, as well as customer ownership. These can 
make it difficult to start or sustain joint ventures. 

• Lack of focus on customers:  Industry 
commentators such as Ovum suggest that 
providers are not paying enough attention to what 
customers actually want. As Ovum states, “The 
merchant and consumer perspectives are being 
overlooked in the excitement caused by new 
enabling technologies, the latest device, or yet 
another mobile payments launch.”13 The result can 
be a whizz-bang technology innovation “chasing” a 
business plan. 

As with some of the consumer challenges 
discussed in Section 6.4.1 above, these problems are 
likely to be resolved by the market. One area where 
regulators could help is by encouraging interoperability. 
There are cases, meanwhile, where regulation halts or 
slows the progress of the industry, including: 

• Lack of clarity:  The implications of mobile 
payments for banking and telecommunication 
regulations are still being worked out in many 
markets. While a lack of regulation can allow more 
innovation, it also may delay service rollouts as 
providers seek to determine their responsibilities 
and potential liabilities before they launch or 
expand services.14 

• High cost of compliance:  For new and (especially) 
small service providers the costs of regulatory 
compliance can be relatively high, or even 
prohibitive, in the face of low operating margins. 
This can be particularly painful when new, 
entrepreneurial market entrants, offering a limited 
set of services, are subject to the same kind of 
regulations imposed on well-established financial 
institutions or mobile operators. 

• Barriers to innovation:  Regulators – often banking 
regulators seeking to rein in larger financial 
institutions – may set fairly prescriptive regulations 
designed to bar some complex and risky 
transactions. These may prohibit certain kinds of 
payment services or features, restricting the ability 
of service providers to introduce innovations in the 
market or creating compliance requirements that 
cannot feasibly be met. 

Strong regulation may be justified due to the 
risks involved in new financial services, but 
regulators also need to recognize the potential drag 
they may impose on innovation. And in cases where 
uncertainty about regulation itself is causing delays, 
it is imperative for regulators to clarify the regulatory 
rules. 

 

Box 6.2: What is the ITU doing to secure mobile payment systems? 

ITU-T Study Group 13 on Future Networks has adopted two recommendations related to securing mobile financial services: 
-- Recommendation ITU-T Y.2740 elaborates approaches to developing system security for mobile commerce and mobile 
banking in next-generation networks (NGNs). 
-- Recommendation ITU-T Y.2741 specifies the general architecture of a security solution for mobile commerce and mobile 
banking in the context of NGN. It describes the key participants, their roles, and the operational scenarios of mobile 
commerce and banking systems. It also provides examples of implementation models for such systems. 
ITU-T Study Group 2, meanwhile, is currently developing a recommendation on telecommunication finance, which will 
provide an overview of mobile money services from the operators' perspective to enhance the customer experience in 
telecommunication services and strengthen B2B, C2C and B2C financial infrastructure.” 
ITU-D Study Group 2, Question 17-3/2 on progress on e-government activities and identification of areas of application of e-
government for the benefit of developing countries is developing a “toolkit” to “create the ICT-based services using the mobile 
communications for e-government services” that will include sections on mobile payment and security. 

Source adapted from: ITU-T Technology Watch Report on Mobile Payment revolution, May 2013, www.itu.int/en/ITU-T/techwatch/Pages/mobile-

money-standards.aspx 
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6.5  Regulation of mobile 
payments and related 
services 

Policy-makers and regulatory bodies are balancing 
two broad aims regarding mobile payments and related 
services: 
1. Ensuring that any new financial services are 

regulated to protect consumers and prevent 
misuse; and 

2. Encouraging the development of services that will 
bring significant economic and social benefits. 

With respect to these aims – and considering the 
market context set out earlier in the chapter – this 
section addresses the following challenges: 
• The need for regulators to clarify their roles and 

collaborate with other regulatory bodies; 
• Developing a regulatory framework to ensure safe 

and secure payments;  
• Adapting regulatory approaches to fit the proper 

market contexts; and 
• Creating an enabling environment for services to 

grow.  

6.5.1 Clarifying roles and collaborating among 
regulatory bodies  

The very nature of mobile payments and banking 
involves the intersection of key areas of existing 
regulation: financial services, telecommunications, 
information technology and consumer protection.  
• Financial services regulation covers account 

issuance and payments, and is carried out by one 
or more financial regulators such as a central bank, 
a dedicated regulatory agency or, in some cases, a 
separate financial services-focused consumer 
protection agency. In some jurisdictions in the 
European Union, for example, service providers 
have to abide by EU rules and regulations 
governing provision of financial services. 

• Telecommunications regulation covers the 
activities of mobile operators, which play varying 
roles, from providing simple connectivity up to 
offering their own mobile payment and banking 
services. 

• Technology certifications apply to technologies 
used in financial services transactions. These 
commonly are set by industry organizations. One 

such certification is the Payment Card Industry Data 
Security Standard (PCI DSS).15  Financial regulators 
typically require that any technologies used in 
payment processes meet certain industry 
standards. 

• Consumer protection agencies ensure protection 
of consumer interests, including tackling specific 
issues of consumer privacy and data protection. 

Mobile payments and banking services represent a 
departure from all of these fields of existing regulation: 
• Financial services regulators, who predominantly 

(or even exclusively) have dealt with financial 
institutions, now must accommodate market 
players outside that realm. 

• Telecommunication regulators face operators 
moving into the provision of basic financial 
services, an area with which the regulators typically 
are unfamiliar. 

• New types of technologies are emerging that need 
to be standardized and certified, and those 
responsible for certification must decide whether 
mobile payments systems should be held to the 
same standards as other financial services.  

• There is a range of brand new challenges for 
consumer protection – for instance, deciding how 
to protect the multitude of new customer data 
being captured electronically. 

As this illustrates, new services and business 
models do not always fit neatly under existing 
regulatory umbrellas, and in many cases, regulatory 
agencies are still catching up. In particular, the 
respective roles of financial services and 
telecommunication regulators in overseeing mobile 
operators’ payment services often remain unclear.16 
Discerning the powers and responsibilities of regulators 
can get more complicated still when providers offer 
services across borders. U.S.-based Google, for 
example, provides mobile wallet services in Europe. 

This creates uncertainty for regulators in fulfilling 
their roles and for companies, which may struggle to 
understand or even discover their full response-
bilities. Moreover, gaps in regulation may occur 
when certain parts of the payment process, or the 
entities involved in them, are not covered. Table 6.4 
illustrates, as an example, the regulatory ecosystem 
in the United Kingdom, showing the wide range of 
entities and sets of law that may (or may not) be 
relevant for a particular kind of service. 
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Table 6.4: The United Kingdom’s regulatory ecosystem 

Type of Regulation Types of Regulators Regulators in the UK 

Financial Services 
Regulation 

Central Banks Bank of England 

Dedicated Financial Services 
Regulator Financial Services Authority 

Supra-National Bodies European Commission 

Technology Certifications Industry Groups e.g. Europay/Visa/Mastercard 
Technology Standards 

Telecommunications 
Regulation Mobile Telecoms Regulators Ofcom 

Consumer Protection 
Consumer Protection Agencies The Office of Fair Trade 

Data Protection Authorities The Information Commissioner's 
Office 

Competition Regulation 
Competition Commissions   Competition Commission   

Supra-National Bodies European Commission 

Commercial Law 

National Legal Systems UK Legal System 

Supra-National Bodies EU Law 

Intellectual Property 
Authorities 

UK Intellectual Property Office 

Source: Greenwich-Consulting Research 
 
Regulatory bodies may need to work closely 

together to understand the full payments landscape 
and assign roles and responsibilities where appropriate. 
There is also a place for regulators to work with inter-
national counterparts. This can help them understand 
the ramifications of specific services or market 
segments, such as international remittances, but it can 
more generally help to share experience and best 
practices. A case can be made for regulators to develop 
regional or international frameworks for mobile 
payments and banking regulation, although this is a 
more ambitious goal than just information-sharing. 
International collaboration already takes place with 
regard to the technology certifications described above. 

6.5.2 A regulatory framework to ensure safe 
and secure payments 

This section reviews the risks and issues that 
arise during the various stages of providing mobile 
payments. Telecommunication regulators are 
unlikely to be responsible for tackling all the 
regulatory issues highlighted here, but an 

appreciation of the issues and ways to mitigate them 
will help regulators in interacting with financial 
sector colleagues, as well as dealing with operators. 

Figure 6.14 covers the major stages involved in 
mobile payment processes, from signing up customers 
and merchants, to adding funds to customers’ accounts 
(relevant for pre-paid accounts), to carrying out 
transactions – along with a set of provider systems and 
processes that support these activities. It also highlights 
the key risks and issues in the process chain and the 
means to mitigate them. 

For those well versed in financial regulation, this 
section will cover some familiar ground, as many of 
the issues raised here are common across different 
types of financial services, but in this case they are 
illustrated in a mobile payments environment. The 
variety of models being adopted and services being 
offered may entail some variations on what is 
described here, but this should provide a good, high-
level overview of the areas that need to be 
addressed.17. 
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Figure 6.14: A regulatory framework to ensure safe and secure payments 
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6.5.2.1 Risks and issues associated with providing 
mobile payments 

This section highlights the risks and issues that can 
arise in providing mobile payment services, as 
illustrated in Table 6.5. With these challenges in mind, 
the section will offer some examples of mitigating 
actions that can be taken. These actions will then be 
explored in more detail in the following section. 

6.5.2.2  Mitigation of risks and issues associated 
with mobile payments 

Providers need to put into place effective policies 
and processes to monitor, assess and address the risks 
and issues described above. This section introduces 
some key measures that regulators and providers 
should consider implementing. How these measures 
should be translated into regulatory requirements will 
depend on the aims of the regulatory agency and the 
particular nature of the national market environment.  

“Know your customer” rules 

Measures should be taken to prevent money-
laundering and terrorist financing, both within and 
across borders. Clear rules and guidance already exist 
for other financial services, and these should be 

extended to mobile payments practices. Key measures 
include: 
• Applying “know your customer” (KYC) rules when 

originating new accounts – for instance, requiring 
certain types of identification (e.g., a passport, a 
national identification card, a driver’s licence, or 
utility bills); 

• Screening payments against government-set 
economic sanctions; and 

• Setting transaction limits or requiring specific 
customer verification practices (e.g. interviews) for 
transactions above certain monetary amounts. 

Further measures relating to international 
remittances include: 
• Registering and licensing providers according to 

local requirements; 
• Verifying the identities of remittance recipients; 

and 
• Implementing other measures in accordance with 

national rules (e.g. sender/receiver transaction 
limits). 
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Table 6.5:  Issues and risks associated with providing mobile payments 

Issue Risk Description Example Mitigation Actions 

1. Money 
laundering / 
terrorist financing 

Money launde-
ring/terrorist financing 
within borders 

Risk of accounts being set up and used 
to launder money or to support 
terrorist financing 

• Adequate customer due 
diligence (“know your 
customer” or “KYC” 
measures) on new accounts 

Money laundering or 
terrorist financing across 
borders 

Increased risk of ML/TF in some cases 
of cross-border transactions (where 
same regulations do not necessarily 
apply)

• Specific rules for 
international remittance, 
including KYC measures on 
recipient 

2. Retail agent 
issues 

Liquidity, physical security 

Where retail agents are used to 
deposit and later access funds, risk of 
them not being liquid, and being 
vulnerable to theft

• Due-diligence on agents 
• Training of staff 
• Increasing physical security 

(e.g. vault / guard) 
• Monitoring performance 

Lack of staff awareness or 
training in  prevention of 
risks 

Staff at retail agents are vulnerable to 
mistakes/scams due to lack of 
awareness or not taking necessary 
precautions

3. Storage and 
accessibility of 
customer funds 

Unsafe storage of 
customer funds  

Ensuring safe storage of customer 
funds – particularly relevant when 
provider is not a bank

• Require non-banks to store 
funds in regulated banks, in 
low-risk financial instruments

Lack of funds’ accessibility  Ensuring sufficient liquidity of provider 
so that funds will always be accessible 

• Place capital adequacy 
requirements on non-bank 
players 

4. Fraudulent 
activity from 
unauthorized 
access to account 
and payment 
details 

Tampering with devices Point of sale terminal is unsecured, 
e.g. through tampering 

• Due diligence on device 
providers 

• Due diligence on merchants 
• Strong authorization controls

Virus / bad application 
Customer accidently downloads a 
virus or related malware, or a 
faulty/bad application 

• Install anti-virus software on 
smartphones 

• Test and certify applications

Security of SIM/secure 
element 

Sensitive data held on SIM / secure 
element compromised 

• Ensure encryption of data 
stored on device 

• Ensure tamper-proof SIM/ 
secure element 

Security of data stored in 
cloud 

Sensitive data held in cloud 
compromised; multiple account 
details stored together are likely to be 
a target for cyber attacks 

• Ensure encryption of data 
storage in cloud 

• Take measures to prevent 
cyber-attacks and related 
threats 

Managing access to 
(multiple) accounts in a 
mobile wallet 

Multiple accounts may be stored in a 
mobile wallet, so there is a need to 
ensure only relevant applications and 
parties can access the relevant data

• Use a trusted service 
manager to administer 
account info and control 
which apps or parties can 
receive data – and also to 
manage the device lifecycle, 
including deactivation at 
appropriate time  

Deactivation of account when device 
is no longer in use 

Lost or stolen device / 
stolen PIN/password 

Device is lost or stolen, and an 
attempt is made to use it, or the 
PIN/password is stolen or hacked 

• Multi-factor authentication 
• Mobile device password 
• Auto service logout 
• Ability to remotely wipe 

payment details and other 
private data 

Impersonation for 
PIN/password renewal 

Someone attempts to impersonate 
the user to reset PIN / password

• Strict rules around password 
renewal 

Interception of data 
during transmission 

Interception of data as it is transmi-
tted between the consumer and the 
point of sale, or across the payment 
network

• Encryption 
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Table 6.5:  Issues and risks associated with providing mobile payments 

Source: Greenwich-Consulting Research 
 

Safe storage of customer funds 

If a service provider is already a financial 
institution, customer deposits will be protected under 
existing financial regulations, and any mobile payment-
related accounts should fall under the same shield. If a 
service provider is not a bank or other financial 
institution, however, rules should be introduced to 
ensure safe storage and easy accessibility of customer 
funds. Various measures have been introduced in 
different countries, including: 
• Limiting what providers can do with funds, 

including ring-fencing money against commercially 
risky activities and requiring high liquidity of 
investments (potentially much higher than those 
that regulate banks); 

• Requiring that funds be held in regulated bank 
accounts or low-risk investments (Kenyan 
regulators applied this rule to M-PESA funds); and  

• Spelling out in advance what would happen to 
customer funds in case of the service provider’s 
bankruptcy. 

It is worth noting that some countries have gone 
further by insisting that only regulated financial 
institutions can accept customer deposits. 

Authentication and authorization 

Service providers must authenticate transaction 
requests as legitimate and prevent unauthorized 
individuals from gaining access to mobile accounts. This 
is especially important when a mobile phone is lost or 
stolen, and the finder or thief attempts to make mobile 
payments. Measures to prevent this include: 
• Various authentication methods such as requiring 

PINs, passwords, digital signatures, and even 
biometrics (e.g. finger print scans, voice scans); 

• Use of multi-factor authentication to provide a 
backup if one measure (e.g. a PIN) is compromised 
or lost; 

• Mobile device and application features such as 
additional passwords and automatic log-outs; and 

Issue Risk Description Example Mitigation Actions 

5. Customer 
vulnerability and 
error 

Customer vulnerability 

Customer does not understand risks 
and responsibilities, failing to take 
proper precautions and falling victim 
to scams 

• Customer education on risks 
and responsibilities 

• Specific measures such as  
preventing use of weak 
PINs/passwords (e.g., “1234” 
or “password”) 

Communication 
challenges 

Small screen on mobile makes 
disclosure more difficult 

• Experiment / identify best 
practice 

Customer errors Incorrect transactions made due to 
customer errors 

• Monitoring 
• Measures designed to catch 

errors (e.g., limiting repeat 
transactions of same value to 
same account) 

6. System 
downtime 

Internal system issue Technical errors or other issues cause 
system downtime • Develop a business 

continuity plan 
• Install safeguards against 

external attacks External attack 
External attacks, including denial-of-
service attacks, block over-the-air 
payment transactions 

Lack of connectivity Network connectivity loss blocks 
payment transactions 

• Have back-up facilities in 
case of lost connectivity 

7. Unfair 
treatment of 
customers 

Managing customer issues 
fairly and effectively 

Customers are not made aware of 
their rights, are not treated fairly in 
resolution of issues, or faces delays in 
timely resolution of issues 

• Develop regulations to 
protect customers (e.g., 
customer “bill of rights,” 
disclosure rules, dispute 
resolution procedures) 

Lack of customer privacy 

Customer privacy is not effectively 
maintained, resulting (for example) in 
information being shared with third 
parties 

• Adhere to effective customer 
privacy measures 
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• Strict customer identification measures to avoid 
impersonation when PINs and passwords need to 
be renewed.  

Further, one feature of smartphones and emerging 
mobile wallet solutions is that multiple accounts (e.g. 
credit and debit accounts) and applications may be 
stored on the same device. There is a need to ensure 
that only the authorized individuals or applications can 
access the relevant account information. In some cases, 
this can be overseen by a trusted service manager, a 
third party not connected with the service provider or 
the financial institution. These trusted service 
managers are responsible for: 
• Managing and administering account information; 
• Controlling which apps and parties can receive 

data; and 
• Managing the lifecycle of the device, including 

deactivation at the appropriate time. 

Finally, in case account details are compromised, the 
fall-back solution is an ability to remotely deactivate 
an account and wipe all sensitive data from a device.  

Encryption / maintenance of data integrity 

Any data held either on system servers, in the 
cloud, or mobile devices – or transferred between 
parties – should be protected from being read or 
altered by unauthorized parties. Measures to support 
this include: 
• End-to-end encryption of data  – including “static” 

data held on SIMs/secure elements or in the cloud 
and data sent and received by parties in the 
transaction process; 

• Measures to prevent cyber-attacks and related 
threats to data held in the cloud; and  

• Internal systems and controls to ensure that 
account and transaction information is safe. 

Other technology measures 

All technologies involved in mobile payments 
should be subject to standards and controls. Industry 
certifications based on specifications and standards 
have been established, and service providers should 
use only certified technologies. In addition to 
encryption practices already discussed, measures to 
combat specific technology-related risks may include: 
• Performing due diligence investigations of point-of-

sale terminal providers and merchants to ensure 
against device tampering; 

• Testing and certifying mobile payment applications; 
and 

• Installing sufficient anti-virus software to protect 
against malware. 

Due diligence on third parties 

Transactions are more exposed to risk when 
multiple parties are involved in providing services and 
when one or more of those parties does not fall under 
clear regulatory jurisdiction or regulations. Service 
providers should ensure effective due diligence and 
management oversight of all outsourcing relationships 
and other third-party dependencies. Measures will vary 
depending on the third party involved. For example, 
when retail agents are used for customers to deposit 
and access funds, protective measures could include: 
• Performing due diligence on the agents, including 

KYC measures; 
• Ensuring effective hiring and training of staff; 
• Ensuring physical security of the premises (e.g. 

having a vault and a guard); and 
• Monitoring the agents’ performance and acting on 

issues that arise from personnel failures. 

Customer education and disclosure by providers 

For all financial services, it is important that 
customers be informed of the risks involved and their 
rights. This is particularly relevant for mobile payment 
services, which are relatively new in most markets. 
Unbanked customers are more likely to have low 
financial literacy. Existing customers may expect mobile 
services to act like traditional banks; when the mobile 
payment services are provided by non-banks, this may 
not be the case. Measures to mitigate against these 
kinds of risks include: 
• Informing customers about risks involved in mobile 

payment services and how they can avoid them 
(for example, by safeguarding PINs and passwords); 

• Communicating what the customers’ 
responsibilities and rights are if something goes 
wrong (covering customer error, provider error, or 
other issues like fraudulent activity); and 

• Experimenting with, and applying, industry best 
practices for effective disclosure. 

While the obligation falls primarily on service 
providers to educate customers, regulators also have a 
role in supporting a broad push to improve financial 
literacy.  
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6.5.3  Policies, internal systems and controls, 
and compliance 

6.5.3.1  Treatment of customers and customer 
privacy 

Customer rights should be spelled out and 
communicated clearly for a range of circumstances, 
including customer error, provider error, and incidences 
of fraudulent activity. These policies should treat 
customers with due fairness – the definition of which 
will vary among markets, depending on governmental 
and regulatory preferences.  

As an example, the United Kingdom’s Financial 
Services Authority (FSA) puts the principle of “treating 
customers fairly” in a high-priority position, considering 
it “central to the delivery of [the] retail regulatory 
agenda, which aims to ensure an efficient and effective 
market and thereby help consumers achieve a fair 
deal.” 18   Elements of this include having financial 
institutions present information openly and having “no 
unreasonable post-sale barriers.” 

In addition to having customer information policies 
in place, service providers should also resolve issues in 
a timely manner. Again, the definition of “timely” will 
vary by market, but regulators can take their cues from 
neighbouring jurisdictions as to acceptable time limits 
for disputes to be solved in other financial or retail 
service disputes.  

Appropriate measures also should be put in place 
to protect customer privacy. As a starting point, it is 
important for service providers’ privacy policies to 
abide by national and regional laws, and to ensure that 
service providers inform customers of those policies. 
Customers should have the option to prevent certain 
uses of their data – for instance, sharing it with third 
parties. 

6.5.3.2  Establishing a monitoring and audit trail 

Service providers should have appropriate 
mechanisms in place to monitor transactions and other 
account activities for suspicious behaviour. Key 
measures could include: 
• Identification of what constitutes “suspicious 

activity” or customer error – for example, frequent 
small payments made between accounts may be 
evidence of fraud as an intruder seeks to empty an 
account without hitting transaction limits. Or, 

repeat transactions of the same value on the same 
account could be evidence of an error by a 
customer who only intended to make the payment 
once.  

• Measures to flag suspicious behaviour – both 
internally and to warn the customer, who can be 
alerted by text message. 

• Limits and automatic blocks on accounts when 
suspicious activity is detected. 

Service providers should also maintain clear audit 
trails for all transactions and other account activities as 
a fall-back in case issues arise and need to be rectified.  

6.5.3.3  Security of networks and operating 
systems 

In addition to the security of data transmitted 
through the payment network, the security of the 
service provider’s internal systems is of paramount 
importance, particularly when stored account 
information is an attractive target for cyber-attacks. 
Another related risk is denial-of-service attacks on 
provider networks. Protective measures should include: 
• Effective security controls over provider networks 

and operating systems; and 
• Secure housing of computers and network 

equipment. 

6.5.3.4  Business continuity planning 

Service providers should have effective business 
continuity and contingency planning processes in place 
to ensure the ongoing availability of services. For non-
bank providers, requirements are likely to be more 
stringent than for any other services they provide. 
Continuity and contingency planning is a large topic, 
but some key elements are: 
• Ensuring that systems and processes are able to 

cope with the level of demand; 
• Developing business continuity plans that include 

processes to restore or replace existing transaction 
processing capabilities in the case of damage or 
disaster recovery; 

• Implementing contingency back-up systems in case 
of business disruption through, for instance, denial-
of-service attacks. 

6.5.3.5  Management Oversight and Compliance 

A final element to ensure risk mitigation is effective 
management oversight of the policies and processes 
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described above and effective compliance with 
regulatory rules. The former should include executive-
level oversight, and the latter should include regular 
and accurate compliance reporting to relevant bodies. 
Regulators also have a role to play in enforcing 
regulations effectively and in ensuring compliance. 

6.5.4 Regulatory concerns about virtual 
currencies 

Mirroring the ambiguity in regulating some mobile 
payment services, the regulation of virtual currencies 
remains unclear and, in some cases, non-existent. For 
example, virtual currencies sit outside the EU’s 
definition of “electronic money” articulated in the 
eMoney Directive.19  As adoption and potential uses 
(and misuses) of virtual currencies expand, however, 
they are getting increasing regulatory attention. 
Concerns include a potentially destabilizing effect on 
national economies from currencies that are not 
managed by any monetary authority. In 2009, China 
introduced rules to prevent virtual currencies from 
being exchanged into real currencies.20  Bitcoin gained 
significant attention in the beginning of 2013, when its 
exchange rates for national currencies fluctuated 
dramatically from USD 20 in February to a high of USD 
250, before falling back to USD 150 in April.21 

There are also significant concerns about money 
laundering. In May 2013, a criminal indictment was 
brought against a company in the United States, 
charging it with running an alleged money-laundering 
operation that authorities estimated involved 55 million 
transactions and laundered USD 6 billion – the largest 
case ever in cross-border money laundering.22  These 
and related issues remain unresolved in many cases 
and will be an important focus, particularly for financial 
services regulation, but also for other regulatory 
entities with a stake in overseeing digital payments.  

6.5.5  Adaptation of regulatory approaches to fit 
market contexts 

Regulators who want to promote the spread of 
mobile banking services face a balancing act. They have 
to allow service providers enough freedom to innovate, 
while giving consumers and businesses confidence that 
they are protected and have clear legal rights. Strong 
regulatory frameworks will protect consumers, but at 
an early stage of development in most markets, they 
may also limit innovation and stop the development of 
improved services. At the same time, overly light or 
unclear regulation puts customers at risk of facing 
financial losses and losing trust in mobile payment 
services. Too-lenient regulation also paradoxically 
harms service providers in not setting clear liability 
limits. Service providers may be unwilling to invest if 
they do not know the boundaries in liability cases. 

6.5.5.1  The “test-and-learn” approach to 
developing regulation23 

With many markets still at a relatively early 
developmental stage, it is hard to predict how mobile 
payment or banking services will develop. While setting 
out a clear regulatory framework in advance may be 
desirable, in practical terms it is hard to predict and 
allow for all eventualities without becoming overly 
prescriptive. One pragmatic approach is to set a 
relatively open regulatory framework and then 
continue to develop regulation as the market evolves 
and real issues arise.  

The Central Bank of Kenya’s oversight of M-PESA is 
a classic example of this (see Box 6.3). Adopting a very 
open stance towards regulation, the Bank allowed  
M-PESA to experiment and built its business relatively 
freely, then developed more specific regulations as the 
scale of the service increased and potential risks and 
issues became clearer. 

 

Box 6.3:  A case study:  the Central Bank of Kenya’s oversight of M-PESA 

The Central Bank of Kenya (CBK) engaged two of its departments in evaluating the proposal for M-PESA’s 2007 launch. The 
Financial Institutions Supervision Department (FISD) enquired whether M-PESA would be breaking any financial industry rules. 
The National Payment System Department (NPSD), meanwhile, viewed M-PESA more as a payment system than a financial 
institution, so it was more open to experimentation by the operator-owned venture. Overall, the CBK handled the review 
process in a relatively ad-hoc basis, allowing M-PESA to launch with basic regulation in place and a lot of freedom to experiment. 
When the number of customers was growing at higher-than-expected rates, and the mobile payment products were 
introduced, CBK worked with the service provider to develop regulations further. 

Source: Greenwich-Consulting Research 
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This wait-and-see approach can increase the risk of 
misuse. But the risk can be mitigated by specific 
measures, such as putting relatively strict transaction 
limits on payments and deposits and also by ensuring 
regular and on-going communication with service 
providers. 

6.5.5.2  Setting regulation in proportion to risks 

Rather than applying catch-all regulations to 
financial services, regulators should base their actions 
on realistic assessments of the risks involved. This will 
avoid over-burdening services when the associated 
risks are small. This should also take into account the 
alternatives currently in use. For issues like money-
laundering, cash transactions make it very difficult, if 
not impossible, to track which parties are making or 
receiving payments. As cash transactions are replaced 
by electronic ones, however, payments become 
significantly easier to track. So even if regulations are 
relatively light, mobile payments are likely to be safer 
than cash transactions. This creates an incentive, from a 
security point of view, to increase the adoption of 
mobile and other types of digital payments.  

A key tool that can be employed by regulators is 
the ability to impose limits on transactions and 
deposits. In the case of transactions, for instance, 

this could take the form of a limit on the size of any 
single transaction or on the frequency of 
transactions. As long as these are enforced, they 
provide a simple way for regulators to manage risk. 
Combining limits with a philosophy of risk-based 
regulation can enable relatively light frameworks 
that foster service adoption while still mitigating 
significant risks.  

One example of balancing the availability of 
services with prevention of misuse can be found in 
setting customer due diligence requirements for 
originating new customer accounts. Many unbanked 
customers, particularly in emerging markets, may not 
have access to identifying documents such as IDs or 
proof of address. So, they represent a credit risk or 
even a potential for money laundering. The Central 
Bank of Nigeria took a risk-based approach to this issue, 
as shown in table 6.6. It lowered the “know-your-
customer” requirements for certain defined low-risk 
accounts.24 Basic accounts can be opened with only a 
full name and a telephone number, but they come with 
strict limits on transactions, deposits and withdrawals. 
Customers can upgrade to accounts with less 
restrictions, but the ID requirements are higher. 

 

 

Table 6.6: Central Bank of Nigeria’s regulation of MyPaga services 

Customer 
Level 

Verification 
Requirements 

Per 
Transaction 

Daily limits 
Other 

transactions Deposits Withdrawals 

Level I Phone Number and Full 
Name N 3,0001 N30,000 

Up to N50k at Paga 
agents; N150k at bank 
branches 

Up to N50k at Paga 
agents; N150k at bank 
branches 

Level II 

Phone Number, Full 
Name, Full Address and 
Copy of Verifiable ID 
Card to be provided to 
agent 

N 10,000 N100,000 
Up to N100k at Paga 
agents; N250k at bank 
branches 

Up to N100k at Paga 
agents; N250k at bank 
branches 

Level III 

Same as for Level II, plus 
additional KYC as would 
be required when 
opening a bank account 

N100,000 N1,000,000 
Up to N100k at Paga 
agents; N1m at bank 
branches 

Up to N100k at Paga 
agents; N1m at bank 
branches 

Note: Nigeria Naira to US Dollar exchange rate is 158:1 (as of May 2013) 

Source: Greenwich-Consulting Research 
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Authentication processes help ensure that 
transactions are legitimate. At the same time, they 
may present a barrier to adoption by adding 
complexity to the payment process for customers 
and providers. Mexico provides an example of a risk-
based solution in which authentication requirements 
for very small payments are minimal but steadily 
escalate with the size of the transaction. 
Transactions involving large monetary amounts 
require multiple authentication factors and user 
notifications. 

6.5.6  Supporting industry development 

There is a potential further role for regulators in 
helping to tackle some of the types of challenges 
raised in Section 6.4 concerning consumer and 
merchant adoption and supply-side issues. Several 
suggestions are provided in the bullet points below 
as a way to encourage debate about how regulators 
can support industry development. Regulators could: 

• Carry out consumer research to support industry’s 
understanding of customer needs and barriers to 
wider adoption;25 

• Support efforts to raise consumer and merchant 
awareness of the availability and benefits of mobile 
payments and banking services; 

• Support industry pilot projects to test new services 
and reach new customer groups; 

• Boost demand for mobile payments by working 
with government departments to make payments, 
such as welfare and pension payments, via mobile 
services; or 

• Support industry moves toward interoperability of 
services. 26 

The last point on interoperability is particularly 
important and can have a significant impact on 
service uptake. A report from Analysys Mason noted 
an online payment example involving credit card 
services, in which “an initial rapid deployment 
slowed in the face of low usage …[but was] followed 
by exponential growth immediately after 
interoperability was introduced.” 27  Forcing inter-
operability at an early stage may harm the 
commercial incentives to set up services and 
innovate, but widespread adoption of mobile 
payments is almost certainly dependent on 
interoperability and telecommunication regulators 
should consider how to encourage this as the market 
develops. 

 

Figure 6.15:  Progressive risk management in Mexico 
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Source: Banco de México 

 
  



 

Trends in Telecommunication Reform: Special Edition 145 

Chapter 6 

6.6 Conclusions 
The growth of mobile payment services and 

applications continues to gain momentum, with the 
value of transactions growing at 50 per cent or more 
annually in many regions and an accelerating number 
of launches. Often-cited success stories – EcoCash in 
Zimbabwe, MTN Uganda, SMART Money in the 
Philippines and M-PESA in Kenya – not only 
demonstrate the potential for rapid adoption but also 
how service providers have quickly extended the scope 
of services they offer. Innovation has been a hallmark in 
services offered, service delivery, business models and 
the proliferation of non-bank providers. But with all 
these positive signs, there remain challenges as many 
providers struggle to meet high expectations.  

From a consumer perspective, there is still a lack of 
awareness of the offerings on the market or recognition 
of the benefits. Similarly, merchants are struggling to 
decide which services to accept. The market likely will 
sort out many of these imperfections. There is, 
however, a role for telecommunication regulators in, 
for example, continuing to tackle security concerns and 
addressing interoperability. Regulatory certainty in 
these areas can make mobile payment services more 
appealing to users.  

The service providers’ challenges are characteristic 
of new markets:  fragmentation of supply, a lack of 
established standards, and no clear understanding on 
the best business model to adopt. Again, much of this 
will be addressed by the market as it evolves. But 
regulators here can also be supportive, partly by simply 
helping providers to understand which regulations 
apply to them specifically and how to comply with 
them. Regulatory frameworks can also be fine-tuned to 
manage concerns, for instance, about security – but in 
a way that is proportional to the risks involved and 
allows for (or even encourages) innovation. 

 

Mobile payments and banking services are parked 
in the intersection of financial services regulation, 
telecommunication regulation and other rules set for 
technology development and consumer protection. 
These new services call for a hybrid response that 
implies a break from the past for all stakeholders 
involved. In practice, the responses of different 
regulators to these changes have varied according to 
national and local frameworks and conditions. Ongoing 
collaboration is needed among the different types of 
regulators, within and between countries, so that 
regulators can define best practices, share knowledge 
and consider cross-border frameworks. 

A key role for regulators is to develop rules to 
protect consumers and prevent financial fraud and 
abuse. But security often comes at a cost:  a trade-off 
between the protection given by strong regulation and 
the ability to create an enabling environment for 
adoption of services. When markets are new and still 
evolving, a pragmatic approach is to set up a relatively 
open regulatory framework and develop regulation as 
the market evolves and issues arise. Kenya provides a 
good example of this with its treatment of M-PESA.  

Regulation should be calibrated in proportion to 
the risks involved, using tools like progressive 
transaction limits. Nigeria and Mexico provide good 
examples of this approach in action. Measures can 
include carrying out consumer research and raising 
awareness of services, supporting pilot projects in new 
services, and also supporting interoperability. Mexico 
and Nigeria again are good examples, along with Ghana 
and India. While the market will resolve many of the 
issues facing what is still a very promising industry, the 
role of regulators will also be a defining factor. 
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Endnotes 
 

1  References to “regulators” in this paper may refer variously to telecommunication or banking regulators – whichever regulators 
are tasked with overseeing mobile payment providers – recognizing that how this is ultimately organized will vary by market. 

2  This can be true even in developed markets. The Boston Federal Reserve Bank reports that users notice a missing mobile phone 
4-8 times faster than a missing wallet. Texts about suspicious activity can be sent instantly and reach customers at any time and 
place. Mobile phones can provide an extra layer of authentication in the form of a user-set device password. 

3  APAC mature covers ‘economically developed’ countries in the Asia-Pacific region, such as Japan and South Korea. 
4  See GSMA’s Mobile Money for the Unbanked tracker at http://www.gsma.com/mobilefordevelopment/programmes/mobile-

money-for-the-unbanked/ 
5  Visa, The Future of Technology and Payments, Edition 2 
6  Demirguc-Kunt and Klapper, 2012 
7  GSMA paper “International Remittance Service Providers: An Overview of Mobile International Remittance Service Provider 

Service Offering,”  (2010) 
8  http://europa.eu/rapid/press-release_IP-13-415_en.htm 
9  “Consumers and Mobile Financial Services 2013,” Board of Governors of the Federal Reserve System 
10  Refers to the provider of the mobile payment service, not the provider of debit or credit card used. 
11  Merchandise purchases refer to a user case of a mobile payment on purchases of physical merchandise either in a store or 

online, using a smartphone. Ticketing refers to mobile payments for purchase of tickets for the use of public transportation and 
entertainment events. “pre-paid top ups” refer to top-ups of prepaid services such as mobile phones, fixed lines, internet 
services, and gift cards; top ups can take the form of both MMT and P2P type services 

12  For instance, as pure payment providers consider moving into more advanced mobile banking services, including offering 
interest-bearing accounts. 

13  Ovum, Mapping Mobile Payments, 2012 
14  See Federal Reserve Bank of Boston, “Mobile Payments and Technology Landscape, 2012” for discussion on regulatory 

challenges in the US market. 
15  A proprietary security standard for organizations handling cardholder information. 
16  In a lot of cases to date, telecommunication regulators simply defer to the existing financial services regulatory regime, but this 

is not necessarily the optimal case. 
17  Refer to the following documents as further reading on the subject:  “Risk Management Principles for Electronic Banking,” Bank 

for International Settlements (2003) and “Mobile Financial Services Risk Matrix,” USAid, with multiple authors (2010). 
18  See FSA http://www.fsa.gov.uk/doing/regulated/tcf 
19  European Commission, Digital Agenda for Europe, “Legal Analysis of a Single Market for the Information Society” (2011) 
20  http://edition.cnn.com/2009/TECH/07/01/china.virtual.currency/index.html 
21  Economist, ‘How does Bitcoin work?’ (2013). 
22  Economist, ‘Taking a Liberty’ (2013). 
23  The concept of a “test-and-learn” approach is referred to in the Alliance for Financial Inclusion’s (AFI)’s Policy Note: Mobile 

Financial Services: Regulatory approaches to enable access, which refers to the G20 Financial Inclusion Experts group’s paper, 
“The Principles for Financial Inclusion,” at  
http://fas.imf.org/misc/G20%20Toronto%20Principles%20for%20Innovative%20Financial%20Inclusion.pdf 

24  Source: Service provider MyPaga’s  website: https://www.mypaga.com/paga-web/mobile/terms.paga 
25  For example, the kind of research carried out by the US Federal Reserve Board in their Mobile Financial Services Survey (2012) 
26  Interoperability is discussed in detail in the GSR Paper, “The Regulatory Landscape for Mobile Banking (2012).”  Examples of 

countries where regulators have taken more extreme action, requiring degrees of interoperability, include Mexico, India, Nigeria 
and Ghana. 

27  Analysys Masons, “Mobile Payment in Asia: Regulatory Changes Could Stimulate This Fragmented Market,” (2012). 

http://www.gsma.com/mobilefordevelopment/programmes/mobile-money-for-the-unbanked/
http://www.gsma.com/mobilefordevelopment/programmes/mobile-money-for-the-unbanked/
http://www.fsa.gov.uk/doing/regulated/tcf
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7.1  Introduction 
The Internet has shown its incredible potential as a 

unique economic enabler. The ability to build 
networksn between people, groups, data, and things – 
the all-embracing Internet of the future – will, in the 
next  ten years, generate a value exceeding 
USD 14.4 trillion, touching all sectors of the economy 
(See Section 7.2.3.3). A world linked together by the 
“Internet of Everything” will turn raw information into 
knowledge, creativity into practical innovation, and 
facts into greater relevance than ever before, providing 
richer experiences and a more sustainable global 
economy. 

We are not, however, there quite yet. Currently, 
99.4 per cent of physical objects that may one day be 
part of the “Internet of Everything” are still 
unconnected. Moreover, large areas of the world 
remain unserved or underseved by Internet connec-
tions. Meanwhile, recent technological developments 
in cloud computing, wireless networks, so-called “Big 
Data,” high-performance computing, processing power, 
sensor miniaturization, and many others, translate into 
a digital data universe that is increasing exponentially. 
The ability to economically extract value from this 
universe will offer unprecedented opportunities for 
welcome progress – if there is sufficient ability to 
connect to the growing Internet. 

One of the key technologies that can enable this 
progress is the new Internet Protocol version 6 (IPv6). 
This new iteration of the IP protocol stands poised to 
push the boundaries of the Internet beyond what is 
now possible with the current version, IPv4. Moreover, 
IPv4 addresses are quite simply running out. IPv6 will 
allow users to get the most value from the “Internet of 

Everything,” and it will enable greater connection of 
under-served communities and countries. Yet today, 
there are significant market, business and technical 
challenges in making the transition from IPv4 to IPv6. 
The world stands poised for a great leap over those 
challenges and toward the possibilities of an 
unbounded new Internet.  

This chapter explores the transition process and 
suggests ways to build momentum for IPv6 around the 
world. It explores some of the transition challenges, 
which include establishing a valuable business case and 
accounting for transition costs. Section 2 explores the 
current status of IPv4 and the progress of transition to 
IPv6. It then seeks to break down the technical and 
economic factors, including costs that may be impeding 
transition. Section 3 then explores how governments, 
standards bodies and international organizations can 
help foster the conditions to promote take-up of IPv6 
technology.  

7.2  The status of IPv4 and 
the transition to IPv6 

Perhaps the threshold question to address in 
explaining the transition from IPv4 to IPv6 is “why?”  
Why is it necessary or beneficial for all stakeholders of 
the Internet ecosystem (regulators, policy-makers, fixed 
and mobile operators, ISPs, manufacturers and users) 
to move toward the IPv6 address space?  Of course, 
IPv6 has been developed to increase the number of 
possible Internet addresses (see Section 7.2.1 below). 
But it also has been designed to revisit some critical 
IPv4 functionalities to better cater for a wide range of 
applications and new services and to support the 
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Internet's growth. So, the transition from IPv4 to IPv6 is 
ultimately essential to pave the way for the maturation 
of the Internet around the world. Without this 
transition, the Internet will be stuck in second gear, 
unable to cope with the demands and needs of an 
interconnected world.  

To understand the complexity of this transition 
process – and how governments and multi-stakeholder 
groups can facilitate it – it is helpful to consider the 
following aspects: 
• The importance of IP addressing, its distribution 

worldwide  and its key function  in a data- 
intensive world of online services, applications 
and networks that is putting strain on the 
availability of addresses; 

• The status of IPv6 deployment and adoption trends 
from IPv4 to IPv6; 

• The costs entailed in IPv6 adoption; 
• The main roadblocks/challenges in deploying and 

transitioning to IPv6, such as a lack of business 
incentives or consumer awareness, as well as 
technical incompatibility and security issues;  

• The existing policies, regulatory measures and 
guidelines developed to support the transition 
from IPv4 to IPv6; 

• The best practices and recommendations that can 
encourage, facilitate and support a 
swifter  adoption of IPv6; 

• Potential innovative steps that policy-makers could 
take to accelerate or facilitate IPv6 deployment; 
and 

• Measures already taken by the ITU, industry, and 
governments to promote awareness of the 
criticality of IPv6 deployment. 

The following sub-sections lay the groundwork for 
considering these issues by surveying the current status 
of IPv4 address deployment and the nascent transition 
to IPv6 as it stands today.   

7.2.1  The status of IPv4:  preparing for the 
`IPocalypse’  

At full deployment, the total number of IPv4 
addresses that can be used from the 32-bit address 
space is 3.7 billion. At the outset, then, it becomes 
apparent that, in a world with more than 7 billion 
people, the existing addressing system inevitably will be 
tethered by a short leash on the way to the “Internet of 
Everything.”   

Moreover, the IP address system was not originally 
designed to distribute addresses by country. Rather, 
addresses were assigned to networks as they were built 
(on an as-needed basis), giving a lion’s share to the 
earliest networks and users (See Figure 7.2). These 
were mostly within the U.S., which continues to have 
42 per cent of all IPv4 addresses. Asia now has around 
20 per cent, which is far better than the 9 per cent it 
had back in 2000.1 

 
Figure 7.1:  Coping with demand for Internet addresses  
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7.2.1.1  Depletion of IPv4 addresses 

The number of IPv4 addresses available from the 
central, global Internet Assigned Numbers Authority 
(IANA) 2  registry is not simply low – it has been 
completely depleted as of 3 February 2011.  The 
remaining unclaimed IPv4 addresses are now in the 
care of Regional Internet Registries (RIRs), which have 
the task of distributing them in their regions. The 
Internet community predicted this address exhaustion 
and did not wait until the end in order to sound the 
bells of IPv6 deployment. This gave the Internet 
community, ISPs and enterprise users alike enough time 
to better prepare for this transition. For example, The 
RIPE regional community established its IPv6 
Working Group in 1997. At that time, several 
industry partners, together with national research 
networks and other stakeholders already had 
established an initial IPv6 operational network, 
called 6BONE, which was used to test IPv6 
implementations and gain operational experience. 
Several of the RIRs, including APNIC and the RIPE 
NCC, have also been delivering IPv6 training to their 
members for many years. 

As time goes on, however, the depletion situation 
grows worse. The global IPv4 supply shortfall is 
predicted to reach 800 million IP addresses by 2014, 
according to Geoff Huston, Chief Scientist at APNIC, the 
Asian RIR.3  APNIC and RIPE NCC have exhausted the 
addresses provided to them by IANA since 15 April 
2011 and 14 September 2012, respectively. The North 
and South American RIR will be depleted by mid-2014. 

Meanwhile, the yearly demand is increasing from 
300 million to 350 million annually just for the baseline 
ISP consumption to keep the normal growth of the 
Internet going. These numbers do not take into account 
the new needs for emerging IP-based services like the 
“Internet of Things,” Smart GRID efforts, and Smart 
Cities, to name just a few. 

How bad is the exhaustion situation?  Well, the 
remaining address space among all five of the regional 
registries is about five blocks of 16 million IP addresses, 
which is a total of 84 million. North America has only 
two-and-a-half blocks left. It is abundantly clear that 
the world is facing an impending “IPocalypse,” and the 
only solution at hand designed by the Internet 
Engineering Task Force (IETF) 4  over the past two 
decades to cater for the growth and the scalability of 
Internet addressing is IPv6. The big shift to IPv6 will 
happen by default. 

Increasingly, IPv4 addresses are kept viable only by 
the use of a stop-gap solution:  the extension of 
Network Address Translation (NAT) to the carrier level – 
a technique called Carrier Grade NAT (CGN) – which is 
currently in deployment in large scale. CGN basically 
involves implementing NAT at the carrier network – not 
sharing a single IP per many users but rather certain 
ports among the same users. The Internet experience is 
dramatically reduced by not getting at least one global 
IP to link the NAT to the Internet. The end-user gets just 
a certain number of ports. Applications like Google 
Maps might need up to 250 ports; anything less will 
make the map patchy.  

 

Figure 7.2:  The IPv4 address exhaustion clock 

  
Source: Netcore http://inetcore.com/project/ipv4ec/index_en.html 
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Figure 7.2 illustrates the exhaustion of IPv4 
addresses as it plays out across the central (IANA) and 
regional (RIR) registries. The first (left) counter shows 
that the central pool has fully assigned its 256 IP blocks. 
The second (right) counter shows the remaining IP 
blocks per region at the registry level. Each block 
contains 16 million IP addresses. The RIR policy is that 
when the RIR reaches the last IP block, it will only 
assign 1,024 IP addresses, and only to those entities 
that will deploy IPv6 – at least for now in Asia and 
Europe.  

7.2.1.2  The remaining address space per country 

By linking to the website for BGP (Border Gateway 
Protocol)5, one can view the number of IP addresses 
assigned to networks in every country of the world. The 
numbers are generated from information published by 
the RIRs (AFRINIC for Africa, APNIC for Asia, ARIN for 
North America, LACNIC Latin America and the 
Caribbean, and RIPE NCC for Europe, Middle East and 
parts of Central Asia) on their FTP servers as of 27 April 
2013. 

The list of countries shows certain historical 
disparities in the assignment of the address space. The 
introduction of the registries has compensated to a 
certain extent in the 15 years, helping contribute to a 
more balanced distribution of the IP addresses 
(although always on a need basis) and the promotion of 
balanced Internet policies through a bottom-up, 

community-defined consensus. Obviously, the need for 
800 million IP addresses by 2014 to sustain the growth 
of the Internet as a global good remains a critical issue 
to resolve. The only solutions are promoting IPv6 and 
training the community in good use of the remaining 
IPv4 address space during the transition period. 

7.2.2 Current Deployment of IPv6 

If we are nearing the IPocalypse, are we making 
any progress at deploying IPv6 addresses? Industry 
statistics show that, in fact, IPv6 is entering the market 
at a respectable pace. But will it be enough to meet the 
demand for Internet growth?  

7.2.2.1  Growth of IPv6 connections 

A chart found on the website of the Internet 
research organization CAIDA6 shows that the number of 
IPv6 connections is increasing constantly worldwide.  
Europe leads with over 50 per cent of the network 
connections, while there is also a strong showing in 
Asia, as well. A comparison of the densely connected 
IPv4 universe to the IPv6 world demonstrates the high 
IPv6 readiness of the non-US based networks and the 
possible balancing factor of IPv6 services in the future. 
Google, meanwhile, measures continuously the 
availability of IPv6 access among Google users. The 
graph in Figure 4 shows the percentage of users 
accessing Google via IPv6.7 

 

Figure 7.3:   Distribution of the IPv4 address space worldwide 
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Figure 7.4:  Google IPv6 users 

  
Source: Google, http://www.google.com/ipv6/statistics.html 

 

 
As of the end of 2012, the percentage of all ISPs 

transitioning to IPv6 that are located in the two 
exhausted regions (APNIC and RIPE NCC) was nearing 
50 percent.8 Though the percentage of IPv6 ISPs in the 
ARIN9 region is low, it is still the highest in absolute 
terms (See Figure 7.5). 

The top 500 websites have been tested for IPv6 
connectivity, and 22.4 per cent of them can be 
accessed by default over IPv6. These top 500 web sites 
produce 80 per cent of the world’s hits and traffic; they 
are using IPv6 packets to send their content to the end-
users accessing them via IPv6. 

 

Figure 7.5:  IPv6 address assignment 
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Figure 7.6:  Performance indicators – 500 sites tested 

   
Source: Lars Eggert, IRTF Chair– IPv6 Deployment Trends 

 
The worldwide level of IPv6 adoption by ISPs 

reflects the fact that as of 26 April 2013, 15,850 IPv6 
prefixes have been allocated by the RIRs. Of those, 
6,470 have been routed in the BGP table and 4,420 are 
alive on the routing table. This does not mean that the 
ISPs are offering IPv6 service. Only a few do, so far, but 
many have announced they are offering, or planning to 
offer, IPv6 service during 2013 and 2014. 

Cisco has calculated (See Figure 7.7) that the global 
adoption of IPv6 in the Internet core backbone10 has 
reached 59.16 per cent, with a global content 
penetration of 35.82 per cent. The user penetration, 
however, is still very low at just 2.27 per cent. This is 
mostly due to the lack of IPv6 service offered by 
telecom and mobile operators. 

Figure 7.7:  Global IPv6 adoption 

   
Source: Cisco 
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7.2.2.2    The global ISP take-up   

As indicated in Section 7.2.2.1, a total of 15,850 
IPv6 prefixes have been assigned to 183 countries. In 
Europe, the largest number of ISP assignments has 
been to France Telecom and Deutsche Telekom. In 
Figure 7.8, the table11 indicates that by May 2013, 
Verizon had the most IPv6 traffic (30.68 per cent) in its 
network, due to the offering of IPv6 service with 4G to 
its customers. Swisscom had begun offering IPv6 
service (14.88 per cent), making Switzerland the 
number one IPv6 country in the world. It crossed the 10 
per cent penetration threshold before Romania (8.7 per 
cent), France (5.1 per cent) and Luxembourg (4.9 per 
cent). The Belgian ISP VOO had just launched IPv6 
service, propelling Belgium to a healthy 2.8 per cent 
penetration rate by ISPs. 

7.2.2.3    Worldwide vendor readiness  

In 2004, the IPv6 Forum 12  introduced a logo 
programme dubbed “IPv6 Ready.”13 The goal was to 
create a worldwide interoperability scheme to urge 
vendors to accelerate adoption of IPv6 based on real, 
interoperable compliance testing and validation.  Due 
to the complexity and worldwide scope of this task, a 
committee was formed to represent the breadth of 
interoperability labs from around the world:  the 
Japanese TAHI14 team; the US-based UNH-IOL lab;15 the 
European-based IRISA/ETSI16; The Taiwan, Republic of 
China TWINIC17; and the Chinese BII lab.18  Their task 
was to collectively design the interoperability 
specifications and test scripts for worldwide execution. 
The adoption of this programme was an immediate 
success and vendors from around the world took the 
tests to check on their products (See Figure 7.9). 

Figure 7.8:  List of fixed and mobile operators showing IPv6 traffic 

   
Source: SiXXs.net 
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Figure 7.9:  IPv6-ready products from around the world 
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Source: IPV6 Forum 

 
A large number of Asian vendors have adopted 

IPv6 in their routers and security solutions (IPsec). An 
important development to note is the entry of a large 
number of new vendors from China and Taiwan, 
Republic of China, joining the classically large partici-
pation of U.S. and Japanese vendors. Remarkably, there 
is almost a non-existence of European vendors. The 
number of products certified as IPv6-ready is spread 
among vendors primarily from the following countries: 
• United States: 233 
• Japan: 122 
• Taiwan, Republic of China: 117 
• China: 67 

Despite the marked progress in adopting IPv6 in 
these and other jurisdictions, use of the updated 
protocol remains low in relative terms, particularly 
when highlighted by the depletion of IPv4 addresses 
and the demand for new addresses. IPv6 adoption has 
not reached a critical mass where it can either alleviate 
IPv4 depletion significantly or improve the accessibility 
of Internet content and applications. What is needed is 
definition of the business case for IPv6, in order to 
accelerate sustainable adoption.  

7.2.3 Building the business case for IPv6 
adoption 

Unfortunately, defining the business case for IPv6 
has been a rather challenging task. IPv6 stands ready to 
revitalize the growth and use of networking and the 

Internet as a platform for commerce, education, 
entertainment and general information sharing. 
However, at the end of the day, it is still seen as just 
communication “plumbing.” The market has long 
looked to IPv6 to deliver the next “killer applications” 
when, in reality, IPv6 is just a tool, albeit a critical one, 
in the development of new applications and network-
based services. This reality, combined with most 
businesses’ short-term perspective on return-on-
investment (ROI) and quarterly earnings, have created a 
reluctance to invest in upgrading Internet infrastructure 
to IPv6, most notably in North America and Europe. 

Another impediment to IPv6 adoption has been 
one of the Internet IPv6 community’s own making:  
extolling the virtues of IPv6 primarily from a technical 
perspective. While IPv6 offers a number of 
technological advancements, such as a larger address 
space, auto-configuration, a more robust security 
model for the peer-to-peer environment, and better 
mobility support, these features have been offered in a 
technology vacuum that has not resonated with big 
business. Both business and government leaders are 
concerned about how problems are resolved, how 
revenue is generated, or how to build efficiencies and 
cost savings into their organization. IPv6 certainly has 
the ability to help deliver these scenarios, but the focus 
of the story needs to be on the solution – not the 
technology that helps deliver that solution. 
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The Internet IPv6 community may need to 
motivate industry by developing appealing and 
compelling business-case justifications that focus on 
solutions built with and upon IPv6. To that end, IPv6 
should be placed in context as a solutions tool and a 
foundation for innovation. In short, the discussion 
should be about IPv6 as a key to greater business or 
organizational success, not as a mythical quest for its 
own sake.  

7.2.3.1  IPv6 as a solutions tool 

Organizations utilize information technology every 
day to solve business problems. The adoption of 
networking technologies to facilitate communications, 
conduct financial transactions and or exchange 
information has been quite successful in boosting 
productivity and operational efficiency.  But there is 
growing evidence that these gains have been pushed to 
their limits with current technology. Ignoring for a 
moment the issue of impending IPv4 address 
exhaustion, the limited volume of addresses has short-
changed technology advancements in areas like “any-
casting,” multicasting, or peer-to-peer exchanges. Most 
advanced network support features like security and 
quality of service were afterthoughts – not part of the 
original design of IP. As a consequence, the standards 
bodies and industry have provided solutions that 
extended the capabilities of the network, but also 
drastically increased the complexity of the network and 
created additional problems.  

Today, organizations are finding it increasingly more 
difficult to deploy new, cost-effective IT solutions that 
are simple to support. 

As a simple example, let’s examine a business-to-
business (B2B) relationship between an organization 
and its partners. Each organization must participate in 
business processes. This requires great coordination, 
extra equipment, and constant management. And this 
represents just one of hundreds of ways IPv6 can be 
used to solve “real world” problems that add value to 
the organization and improve return-on-investment. 

7.2.3.2  IPv6 as a Foundation for Innovation 

IPv6 has several advantages over its predecessor, 
including a larger and more diverse address space, 
built-in scalability, and the power to support a more 
robust end-to-end (i.e., without NAT) security 
paradigm. As such, it serves as a powerful foundation 
for the creation of new and improved, net-centric sets 

of products and services.  This list is by no means 
exhaustive, but it does highlight a number of very 
promising technologies for which IPv6 can provide an 
important boost for further expansion:  

• Ubiquitous Communications – with increases in the 
number of mobile phone users, the expansion of 
Internet-related services through cellular networks, 
and an increasing number of connection mediums 
(UMTS, LTE, WiFi, Wimax, UWB, etc.), there is a 
need for a uniform communications protocol that 
supports mobility and can handle a large number 
of devices.  

• Voice over Internet Protocol (VoIP)/Multimedia 
Services – VoIP has been making excellent progress 
from a technology-adoption perspective. A move 
from ITU-T Recommendation H.323 to Session 
Initiation Protocol (SIP) has enabled more robust 
VoIP implementations with a greater level of 
simplicity and expandability. 

• Social Networks – People interact. But the form in 
which they do this has changed drastically over the 
years – from written letters, to phone calls, to e-
mails, to SMS and IM messages. That evolution 
continues today. The ability to transfer photos, 
conduct conversations in private Peer to Peer (P2P) 
transfers, display personal information on the 
Internet, find like-minded communities, or play 
interactive games requires an Internet that is 
flexible, supports ad-hoc connections, and can be 
secured. IPv6, with its auto-configuration 
capabilities and support for IPsec at the IP stack 
layer, will be a critical tool to enable this 
environment. 

• Sensor Networks – Sensor networks are a new 
concept. They can be found in manufacturing 
equipment, heavy machinery, security systems, and 
heating, ventilation, and air conditioning systems. 
Sensors are building blocks for integrating all of 
those proprietary systems onto one 
communications network, which then must be 
protected through security features. IPv6 provides 
technical improvements to achieve this more 
readily. 

• Product Tethering/Communities of Interest - 
Manufactures love to have relationships with their 
products once they leave the factory. But the 
current reality is that most consumer electronic 
goods producers have little, if any, interaction with 
the end users of their products. In a world where 
all things can be connected, the opportunities to 
monitor and troubleshoot performance, update 
software and market new, value-added services to 
existing customers are almost endless.  
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Figure 7.10:  Cisco’s business case for networking with IPv6 
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7.2.3.3  Making the business case to vendors   

A recent study released by Ericsson predicts that 
50 billion devices will be connected to the Internet by 
2020, dwarfing the scale and scope of the current 
Internet and the mobile worlds. Mobility will play a 
greater role in the future, as the enabler of the Internet 
of Things.  

For its part, Cisco has recently released a study on 
the “Internet of Everything,” making the business case 
for a USD14.4 trillion market, by 2022, for networking 
basically everything. 

So the opportunity exists with IPv6 for those willing 
to consider the protocol as a tool for defining solutions 
to existing business problems, and as a platform for 
innovation for next-generation products and services. 
How, then, can industry continue the groundswell for 
IPv6 integration? 

First, there is still a need to understand IPv6 and its 
features, and most importantly, how those features 
map to potential networking problems. Although the 
IPv6 community has provided all manner of 
educational opportunities for industry, there remains a 
deficit in coordinated efforts to increase IPv6 
awareness at three levels: 

• Strategic planning at the corporate level, 
• Improved return-on-investment (RoI), and  
• Technical knowledge at a tactical level. 

To achieve a measure of success, the IPv6 
community needs to follow this basic strategy:   
• Generate an interest in business solutions at the 

CEO/CTO level. Stories about the virtues of auto-
configuration and the power of IPsec EH should be 
left at the door to the boardroom. Solutions that fix 
business problems or build competitive advantages 
are more compelling. The fact that IPv6 is the glue 
that makes those solutions function should be 
icing, not the cake. Once the business solutions are 
“sold,” IPv6 will become part of the long term 
strategies of these organizations. 

• Create a framework for return on investment to 
justify sound decision-making. Providing 
executives with the framework for an ROI 
improvement model will expedite this process.  

• Solutions sold at the CEO/COO level will need 
competent engineering and architecture to 
deliver. This requires formalized education and 
knowledge transfer, and CEO/COO level of 
executives needs to understand and support this 
process. 
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7.2.4 Addressing the cost of IPv6 transition 

One of the key hurdles to formulating a business 
case for IPv6 adoption is the perception of costs versus 
benefits. The potential costs associated with deploying 
IPv6 consist of a mixture of hardware, software, labor, 
and miscellaneous costs. The transition to IPv6 is not 
analogous to turning on a light switch; instead, many 
different paths can be taken to varying levels of IPv6 
deployment. Each organization or user throughout the 
Internet supply chain will incur some costs to transition 
to IPv6, primarily in the form of labour and capital 
expenditures, which are required to integrate IPv6 
capabilities into existing networks. 

Expenditures and support activities will vary 
greatly across and within stakeholder groups 
depending on their existing infrastructure and IPv6-
related needs. By and large, ISPs offering services to 
large groups of customers will likely incur the largest 
transition costs per organization, while independent 
users will bear little, if any, costs.  

7.2.4.1  Breaking down the cost factors 

Factors influencing these costs include the: 
• Type of Internet use or type of service being 

offered by each organization; 

• Transition mechanism(s) that the organization 
intends to implement (e.g., tunneling, dual-
stack, translation, or a combination); 

• Organization-specific pattern of infrastructure, 
which comprises servers, routers, firewalls, 
billing systems, and standard and customized 
network-enabled software applications; 

• Level of security required during the transition; 
and 

• Timing of the transition. 

Table 7.1 provides a list of relative costs that may 
be incurred by stakeholder group and gives a 
percentage breakdown by cost category. 

Table 7-2 provides an item-by-item list of the costs 
to deploy IPv6 by stakeholder group. This is a relative 
comparison of costs and should not be interpreted as 
representing the actual size of each stakeholder group’s 
cost. Further, small Internet users (e.g., home and small 
businesses) are not captured in Table 7-2 because they 
will likely incur virtually no costs. Small Internet users 
will receive software upgrades (e.g., operating systems 
and email software) as new versions are purchased, 
that their IPv4-only hardware (e.g., routers and 
modems) will be replaced over time as part of normal 
upgrade expenditures, and that IPv6 will eventually be 
provided at no additional cost. 
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Table 7.1:  Overview of relative IPv6 costs 
 

Stake-holders Relative 
Cost 

Transition Cost Breakdowna

 

Timing Issues Key Factors in  
Bearing Costs 

Hard-Ware 
(HW) 

Software 
(SW) 

Labor 

 

Hardware 
Vendors 

Lowb 10% 10% 80% Currently most are 
providing IPv6 
capabilities 

Rolling in IPv6 as a 
standard R&D expense; 
international interest and 
future profits incentivize 
investments 

Software 
Vendors 

Low / 
Mediumc 

10% 10% 80% Currently some are 
providing IPv6 
capabilities 

Interoperability issues 
could increase costs 

Internet Users 
(large) 

Medium 10% 20% 70% Very few currently 
using IPv6; HW and 
SW will become 
capable as routine 
upgrade; enabling 
cost should decrease 
over time 

Users will wait for 
significantly lower 
enablement costs or 
(more probably) a killer 
application requiring IPv6 
for end-to-end 
functionality before 
enabling 

Internet Users 
(small) 

Low 30% 40% 30% Availability and 
adoption schedules 

With little money to 
spare, these users must 
see a clear return on 
investment (ROI) 

Internet 
Service 
Providers 
(ISPs) 

Highd 15% 15% 70% Very few offering 
IPv6 service; no 
demand currently; 
very high cost 
currently to upgrade 
major capabilities 

ISPs see low or 
nonexistent ROI, high 
costs, and high risk 

Source: RTI estimates based on RFC responses, discussions with industry stakeholders, and an extensive literature review. 
a These costs are estimates based on conversations with numerous stakeholders and industry experts. Several assumptions underlie them. First, 
it is assumed that IPv6 is not enabled (or “turned on”) or included in products and no IPv6 service is offered until it makes business sense for 
each stakeholder group. Hardware and software costs are one-time costs. Labour costs could continue for as long as the transition period and 
possibly longer. 
b For hardware vendors producing high-volume parts that require changes to application-specific integrated circuits (ASIC), the costs could be 
very high and would not be offered until the market is willing to pay. 
c Software developers of operating systems will incur a relatively low cost; however, application developers will incur greater relative costs, 
designated as medium. 
d The relative cost for ISPs is particularly high if the ISP manages equipment at user sites, because premises equipment is more costly to 
manage and maintain. 
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Table 7.2:  Relative costs of IPv6 deployment by stakeholder group a 

Item Hardware, 
Software,  

Service Providers 

ISPs Enterprise  
Users 

 

Hardware     

Replace interfacing cards H  M  

Replace routing/forwarding engine(s) b M M   

Replace chassis (if line cards will not fit)  M M  

Replace firewall  M M  

Software     

Upgrade network monitoring/management software  H H  

Upgrade operating system   M H  

Upgrade applications c     

 Servers (Web, DNS, file transfer protocol (FTP), mail, 
music, video. etc.) 

  L  

 Enterprise resource planning software (e.g., 
PeopleSoft, Oracle, SAP, etc.) 

  H  

 Other organization-specific, network-enabled 
applications 

  H  

Labor     

R & D M L   

Train networking/IT employees H H H  

Design IPv6 transition strategy and a network vision M H M/H  

Implement transition:     

 Install and configure any new hardware L H H  

 Configure transition technique (e.g., tunneling, dual-
stack, NAT-port address translation 

M M M  

 Upgrade software (see Software section above)  L/M L/M  

 Extensive test before "going live" with IPv6 services  H H  

Maintain new system  M/H M/H  

Other     

IPv6 address blocks   L  

Lost employee productivityd     

Security intrusionse  H H  

Foreign activities  M M  

Interoperability issues  M/H M/H  

Source: RTI estimates based on RFC responses, discussions with industry stakeholders, and a literature review. 
a The relative designation (L = low, M = medium, and H = high) indicates the estimated level of cost to members of each stakeholder group. 
These costs are not incremental, but reflect differences in costs between stakeholder groups. The blank spaces indicate that a particular cost 
category does not affect all stakeholder groups. 
b The “brains” of the router are commonly found on line cards. 
c Portions of the first column, principally relating to software upgrades by hardware, software, service providers, is blank because the costs of 
these activities are reflected in the corresponding categories in the “Enterprise Users” column. 
d Because of unexpected down-time during transition period. 
e Based on unfamiliar threats. 
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7.2.4.2  Breaking down costs by stakeholder 
group 

This section takes a closer look at costs by breaking 
them down according to the various entities that may 
incur them. 

Hardware, Software and Service Vendors  

Vendors that provide products and services 
include: 
• networking hardware companies, such as router 

and firewall manufacturers; 
• networking software companies, including 

operating-system and database-management 
application developers; and 

• service vendors, including companies that offer 
training, service and support. 

Obviously, these companies will need to integrate 
IPv6 capabilities into their products and services, if they 
have not already done so, in order for IPv6 capabilities 
to be available to end users and ISPs. Once IPv6-
capable products are installed in user networks and 
their labour forces have been trained, ISPs will be 
enabled to offer IPv6 service, and users will be able to 
purchase IPv6-enabled devices and applications. Many 
companies in this category are already developing, and 
some are even selling, IPv6-capable products and 
services largely because of demand outside the United 
States (e.g., Asia). 

The majority of the costs being incurred by 
hardware and software developers appear to include 
labour-intensive research and development (R&D) and 
training costs. These costs, however, have not been 
large enough to deter most of those companies from 
beginning to develop IPv6 products and capabilities. 
R&D activity has generally been conducted in small 
intra-company groups dedicated to developing IPv6-
capable products with, to date, limited, small-scale 
interoperability testing with other hardware and 
software makers. Based on industry experience with 
the early deployments of IPv4 equipment, large-scale 
deployment may bring to light additional inter-
operability issues.  

Internet Service Providers (ISPs) 

ISPs comprise two main categories: (1) companies 
(e.g., AOL, Earthlink, and myriad smaller companies) 
that provide Internet access service to corporate, 
governmental, nonprofit, and independent Internet 

users and (2) companies that own and maintain the 
backbone hardware and software of the Internet (e.g., 
Verizon, Sprint, AT&T). The categories overlap because 
companies that own the backbone Internet 
infrastructure (i.e., Category 2 companies) often 
provide Internet access service to customers, either 
directly or through a subsidiary. Today, most backbone 
transport networks have already upgraded their major 
routers and routing software to accommodate IPv6. As 
a result, providing IPv6 connectivity to customers who 
do not require additional equipment, service, or 
support will be relatively low-cost. Consequently, this 
analysis focuses on those ISPs in Category 1 that have 
large customer service provision capabilities. 

These ISPs will likely incur relatively high transition 
costs as they enable IPv6-capable hardware and 
software and work through system interoperability 
problems. To date, however, little demand has 
appeared in the United States for IPv6 services or 
applications.  As a result, given the costs to reconfigure 
networks, experts and industry stakeholders agree that 
U.S. ISPs are currently not positioned to realize a 
positive return on investment from large-scale offerings 
of IPv6 service.  

 For Category 1 ISPs to offer a limited amount of IPv6 
service, they would need to integrate some transition 
mechanism(s), such as tunneling. The costs of doing so 
will probably not be large. If several routers and service 
provisioning software are upgraded and limited testing 
is performed, IPv6 service could be provided to a 
limited number of Internet users today at minimal 
additional cost. 

Internet Users  

Costs to upgrade to IPv6 for Internet users vary 
greatly. Independent Internet users, including 
residential users and small and medium enterprises 
(SMEs) that do not operate servers or any major 
database software, will need to upgrade only 
networking software (e.g., operating systems), one or 
more small routers, and any existing firewalls to gain 
IPv6 capabilities. This cost will be relatively minimal if 
the hardware and software are acquired through 
routine upgrades. 

Larger organizations, such as corporations, 
government agencies, and nonprofits, will incur 
considerably more costs than home or small network 
users. The relative level of these costs, however, will 
depend on existing network infrastructure and 

http://www.ntia.doc.gov/legacy/ntiahome/ntiageneral/ipv6/final/IPv6final2.htm#ftn130
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administrative policies across organizations, the extent 
to which a specific organization wants to operate IPv6 
applications, and whether it intends to connect to 
other organizations using IPv6.  

The magnitude of the transition costs is still 
uncertain because only a few test beds and universities 
have made large-scale transitions. According to officials 
at Internet2,19 the time and effort needed to transition 
their backbone to IPv6 was minimal, and no significant 
system problems have been encountered. However, 
Internet2 indicated that their experimental system was 
implemented and maintained by leading industry 
experts. It is unclear what issues might arise from 
implementation by less-experienced staff. If normal 
upgrade cycles are assumed to provide IPv6 
capabilities, transition costs will be limited to training 
and some reconfiguration.  

7.2.4.3  Breaking down the costs by type 

Internet users, as a whole, constitute the largest 
stakeholder group. The robustness and diversity within 
this group demands a more detailed explanation of 
costs broken out by hardware, software, labour, and 
other cost categories. 

Hardware Costs  

Depending on individual networks and the level of 
IPv6 use, some hardware units can become IPv6-
capable via software upgrades. However, to realize the 
full benefits of IPv6, most IPv4-based network 
hardware will need to be upgraded with IPv6 
capabilities. Specifically, high-end routers, switches, 
memory, and firewalls all will need to be upgraded to 
provide the memory and processing needed to enable 
large-scale IPv6 use within a network at an acceptable 
level of performance. It is generally agreed that to 
reduce hardware costs, all or the majority of hardware 
should be upgraded to have IPv6 capabilities as part of 
the normal upgrade cycle (generally occurring every 
three to five years for most routers and servers, but 
potentially longer for other hardware such as 
mainframes). At that time, IPv6 capabilities should be 
available and included in standard hardware versions. 
In the short term, replacement of some forwarding 
devices and software could be used to set up small-
scale IPv6 networks. 

Software Costs 

Significant software upgrades will be necessary for 
IPv6 use; however, similar to hardware costs, many of 
these costs will be negligible if IPv6 capabilities are part 
of the routine requirements in periodic software 
upgrades. Software upgrades include server software, 
server and desktop operating systems, business-to-
business (B2B) software, networked database software, 
network administration tools, and any other 
organization-specific, network-enabled applications. 
Currently, the main software costs that user 
organizations envision pertain to element 
management, network management, and operations 
support systems that are often network-specific and 
will need revised software coding to adjust for IPv6. 
Given the anticipated growth in IPv6-capable software, 
it is likely that if Internet users upgrade their 
commercial application software in three or four years, 
they will acquire IPv6 capabilities. However, they will 
still need to upgrade their company-specific software. 

Labour Costs 

According to experts, training costs are likely to be 
one of the most significant upgrade costs, although 
most view it as a one-time cost that could be spread 
out over several years. The magnitude of these training 
costs will, of course, depend on existing staff’s 
familiarity and facility with IPv6. On a daily basis, the 
change in operating procedure for IPv6 will be minimal. 
Most network staff, however, will need some 
understanding of the required network infrastructure 
changes and how they might affect security or 
interoperability. The North American IPv6 Task Force20 
notes that the relative programming skills of software 
engineers at a particular company could substantially 
affect upgrade costs. A company with more skillful 
programmers might have to hire one additional 
employee, while another might need three or four, 
during a transition period that could last five or more 
years. Additionally, increased network maintenance 
costs following IPv6 implementation could be more 
pronounced, depending on the relative level of IT staff 
skills and technical understanding. Similarly, training 
costs should be minimal for large organizations with 
existing IPv6 expertise (e.g., universities). 
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7.2.4.4   Bridging the IPv6 chasm 

As stated at the beginning of Section 1.3, the 
business case has been the Achilles’ heel of IPv6. The 
focus for many businesses in the Internet and telecom 
sectors is, and always has been, squarely on squeezing 
maximum revenues out of current infrastructure. Since 
IPv6 is viewed primarily as a long-term plumbing 
problem, many organizations and businesses are 
reluctant to tear open the walls, even if IPv6 represents 
the best investment and solution. Unlike the Year 2000 
bug (Y2K), there is no ‘big bang’ date at which IPv4 
address space will run out; thus there is no perceived 
urgency in transitioning to IPv6 deployment while ISPs 
can still take revenue from IPv4 deployment. The 
choice between an immediate deployment and a 
gradual technology refresh is fairly obvious depending 
on the size of the address space allocated to the region 
in question.  

The deployment of IPv6 is a challenge that can be 
called the “IPv6 Chasm.” While the technology is 
maturing, ISPs and enterprise customers are currently 
still stuck between the research and validation phase 
and full-scale deployment. The lack of IPv4 address 
space in Asia has accelerated the deployment in that 
region. Until recently, Europe and the United States had 
enough address space to take their time, but in the last 
12 months, that has changed, and those regions have 
now begun to see the urgency as well. 

Section 7.3 will explore the ability of inter-
governmental organizations, multi-stakeholder 
groups and governments to help set a policy 
framework to accelerate IPv6 deployment, building a 
potential bridge across the chasm.  

7.3  Policy and Political 
Goodwill  

Over the past decade, IPv6 has enjoyed remarkable 
support from governments and industry standards 
bodies. Government policy-makers have established 
plans and promoted policies to help ensure that there 
is sufficient awareness of the need to transition to IPv6, 
and regulators have played a role by establishing the 
frameworks for network compatibility and 
interconnection, among other things. Industry groups 
have established the technical standards for IPv6 and 
also have elevated the level of emphasis on 
implementation. All of this has helped cement the 
concept that IPv6 is not simply a passing technology or 

“trend,” but truly the foundation for the next-
generation Internet. The list below identifies just a few 
examples of how governments, including regulators, 
and industry bodies have helped to promote IPv6 
usage: 
• 3GPP21 mandated exclusive use of IPv6 for IMS (IP 

Multimedia Subsystems) back in May 2000; 
• Large mobile operators such as Verizon and T-

Mobile have introduced IPv6 in 4G -LTE (Long Term 
Evolution) service; 

• The United States Department of Defense 
mandated the integration of IPv6 in June 2003, to 
be ready by 2008; 

• In June 2005, the U.S. White House Office of 
Management and Budget (OMB) set a milestone 
for federal agencies to use IPv6 by June 2008; 

• The European Space Agency has declared its 
support for IPv6 in testing its networks; 

• The Japanese ITS project and the European Car-2-
Car consortium22 recommended exclusive use of 
IPv6 for its future car2car applications; 

• The Chinese government created and financially 
supports CNGI, an IPv6 backbone network 
designed to be the core of China’s Internet 
infrastructure; and 

• The European Committee for Electrotechnical 
Standardization (CENELEC) has opted for IPv6 for its 
Smart Home concept.23  

These represent just a few of the numerous 
examples in which IPv6 has garnered major support 
from a government body or an industry consortium.  In 
the case of governments, aggressive IPv6 adoption 
curves have pushed industry, particularly those vendors 
supporting or interacting with the government, to work 
toward IPv6 adoption themselves.  So, winning political 
endorsements and goodwill can be a plausible and 
viable route to accelerate acceptance and adoption of 
IPv6. This section explores the interwoven roles that 
can be played in promoting IPv6 adoption by: 
• Inter-governmental and international non-

governmental organizations, 
• Standards bodies and advocacy groups, and 
• Government ministers and regulators.  

The role of the government in the adoption of the 
new Internet protocol is a continuation of the adoption 
of the Internet as a whole. Governments have designed 
Internet promotion plans in the past for e-government, 
e-commerce and e-health, enabling use of the Internet 
as a ubiquitous service platform. The broadband 
Internet policies they often promote are the next level 
of extending better service to the users.  
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7.3.1  Global IPv6 initiatives  

Intergovernmental organizations have a role to play 
in developing a global framework and consensus for 
adoption of IPv6. This section examines that role and 
the activities that organizations such as ITU already 
have undertaken to foster IPv6 adoption. 

7.3.1.1 IPv6 and the role of ITU  

ITU has taken action, in various forums, to 
encourage capacity-building for deployment of IPv6 
and the seamless transition from IPv4 to IPv6. Recent 
actions include: 
• World Telecommunication Standardization 

Assembly (WTSA) Resolution 64 – Revised at 
WTSA-12, this resolution urges continued 
cooperation between ITU-T and ITU-D to assist 
developing countries with IPv6 transition efforts, 
including through a website and by assisting in 
establishing test beds and training activities; 

• ITU Plenipotentiary Resolution 180 – Adopted in 
2010 in Guadalajara, Mexico, this resolution urges 
efforts to facilitate the transition from IPv4 to IPv6;  

• ITU Council – The Council established an IPv6 
working group in 2009; and 

• World Telecommunication Development 
Conference, Resolution 63 – Adopted in 
Hyderabad in 2010, this resolution encourages the 
deployment of IPv6 in the developing countries 
and requests that the Telecommunication 
Development Bureau (BDT) develop guidelines for 
migration to, and deployment of IPv6. BDT also was 
asked to collaborate closely with relevant entities 
to provide human capacity-development, training 
and other assistance. 

Most recently, two related opinions were 
considered and adopted at the World Telecom-
munication Policy Forum (WTPF) held 14-16 May 2013 
in Geneva. Opinion 3 (“Supporting Capacity Building for 
the Deployment of IPv6”) called for “every effort” to be 
made to “encourage and facilitate” the IPv6 transition. 
More specifically, it indicated that if remaining IPv4 
addresses are exchanged among RIRs, these transfers 
should be based on a need for new addresses and 
should be equitable among all of the RIRs. Turning to 
sector members, Opinion 3 urged companies to deploy 
equipment with IPv6 capabilities as soon as possible. 

Similarly, WTPF-13 Opinion 4 (“In Support of IPv6 
Adoption and Transition from IPv4”) urged 
governments to take “appropriate measures to 

encourage, facilitate and support the fastest possible 
adoption and migration to IPv6.”  Meanwhile, it noted 
that IPv4 addresses would still be needed for some 
time and recommended efforts to ensure “optimal use” 
of those addresses. Plans and policies should be in 
place to accommodate new ISP market entrants that 
need access to IPv4 addresses at affordable prices. Both 
opinions took note of a trend toward marketing IPv4 
addresses for trading purposes, and Opinion 4 
specifically indicated that such transfers should be 
reported to the relevant RIRs. 

Meanwhile, ITU-T’s Study Group 16 conducted a 
transcontinental IPTV experiment over IPv6 infra-
structure in February 2012. After this experiment, and 
upon requests from ITU membership, a global IPTV IPv6 
test bed was set up among several ITU members, 
connecting ITU headquarters and countries such as 
Japan and Singapore. The purpose was to test 
interoperability of IPTV equipment and services, as well 
as other IPv6-based technologies. Another goal was to 
promote IPv6 capability deployment in developing 
countries. This test bed was updated for a second 
transcontinental IPTV experiment showcased in 
February 2013. BDT is involved in many activities 
related to IPv6, under PP10 Res. 180, for the adoption 
of IPv6.   

Through these and other actions, the ITU can be 
seen in a largely supportive role, both in expressing the 
policy consensus of its members and in facilitating real-
world pilot projects. ITU has sought to advise 
governments and encourage industry to move forward 
with the IPv6 transition in a seamless and timely 
manner, but it has not attempted to mandate any 
particular transition pathway. This reflects the reality of 
the Internet addressing system as a decentralized and 
largely need-driven one.  

7.3.1.2 The Organization for Economic 
Cooperation and Development (OECD) 

The OECD has been instrumental in researching 
and measuring the extent of deployment of IPv6 
technology. In a 2010 report, 24 it noted the challenge 
for expanding the Internet without completing the 
transition to IPv6. This challenge is partly technical: 

For technical reasons, IPv6 is not directly 
backwards compatible with IPv4 and consequently, the 
technical transition from IPv4 to IPv6 is complex. If a 
device can implement both IPv4 and IPv6 network layer 
stacks, the “dual-stack” transition mechanism enables 
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the co-existence of IPv4 and IPv6. For isolated IPv6 
devices to communicate with one another, IPv6 over 
IPv4  “tunneling‟ mechanisms can be set up. Finally, for 
IPv6-only devices to communicate with IPv4-only 
devices, an intermediate device must “translate” 
between IPv4 and IPv6. All three mechanisms – dual-
stack, tunneling and translation  – require access to 
some quantity of IPv4 addresses.25 

Moreover, the OECD report, which continued a 
series of previous reports on IPv6, noted that 
“adequate adoption of IPv6 cannot yet be 
demonstrated by the measurements explored in this 
report. In particular, IPv6 is not being deployed 
sufficiently rapidly to intercept the estimated IPv4 
exhaustion date.”26 The report issued a clarion call for 
greater cooperation between government and industry 
and for increasing government commitments ti IPv6 
deployment.  

7.3.1.3 The role of standards bodies and multi-
stakeholder groups 

While ITU has adopted a stance of promoting and 
encouraging IPv6 transition (and frugal use of 
remaining IPv4 addresses), much of the technical work 
to ease the transition has been addressed by standards 
bodies and other “multi-stakeholder” groups. As with 
all elements of Internet governance, these groups have 
been instrumental in developing and implementing the 
technical standards needed for open and widespread 
adoption of IPv6. 

The Internet address space is considered to be a 
primary function of Internet governance in many parts 
of the world, especially in the North American, Asia-
Pacific and European regions, where Internet early 
adoption drove a de-centralized, technically oriented 
and non-governmental approach. Because of this 
heritage, policy-makers in these regions often see the 
“multi-stakeholder model” that has typified Internet 
governance as the best means to rapidly engage 
industry and civil society in the development of 
technical standards. Proponents of the multi-
stakeholder approach are often wary of efforts by 
governments and inter-governmental organizations 
(IGOs) to increase their influence over Internet 
governance, in general (including IPv4 and IPv6 
transition issues). 

For their part, some critics of the multi-stakeholder 
model argue that the existing groups have not 

managed to broaden access to include participation 
from developing countries and (to some extent) non-
manufacturing interests. The result has been a global 
debate over how to balance the roles of multi-
stakeholder groups with those of governments and 
IGOs. This debate likely will continue during this 
decade, even as the IPv6 transition continues under the 
current governance architecture.  

Table 7.3 provides a representational listing of 
some of the major multi-stakeholder groups and 
standards bodies that have key roles in Internet 
addressing. Many of these groups are playing key roles 
in the IPv6 transition process, often by working with 
governments and IGOs. The chart notes the general 
type of organization (i.e., whether its main role is to 
provide a forum for standards-setting, Internet 
governance or policy advocacy), and its role in the IPv6 
transition process. 

7.3.2  The role of national governments and 
regulators  

Government policy-makers and regulators have not 
been passive in promoting efforts to build capacity, 
deploy infrastructure and urge the adoption of IPv6. 
Regulators have had a foundational role in ensuring 
that regulations governing licensing, interconnection 
and numbering resources are aligned with efforts to 
promote the transition to IPv6. Regulatory agencies 
have at times cited a need to maintain a “light-handed” 
or “light-touch” regulatory stance towards Internet 
addressing, emphasizing the development of 
regulations for a competitive and affordable Internet 
access market that would promote demand. 27  
Governments have, however, taken some specific steps 
to promote awareness of the need to utilize IPv6 to 
expand Internet resources. Key elements of 
governmental action have included: 
• Establishing or supporting national IPv6 transition 

task forces (often in conjunction with multi-
stakeholder groups or RIRs); 

• Establishing national “roadmaps” with benchmarks 
and timetables for IPv6 deployment; 

• Mandating that government agencies adopt IPv6 
technology for their networks, websites or services; 

• Promoting the use of IPv6 in government-funded 
educational, science and research networks; and 

• Promoting overall awareness of the transition 
through setting up websites, hosting workshops or 
forums, and setting up training programmes.  
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Table 7.3: Standards bodies and multi-stakeholder organizations 

Name of Organization Type of Organization IPv6 Role and Activities 

Standards Bodies 
European Telecommunications 
Standards Institute (ETSI) 

Standardization Body Interoperability Testing 
IPv6 Ready Logo Programme 

The Internet Engineering Task 
Force (IETF) 

Standards, Engineering Sole IP designer of IPv6 

Internet Governance & Advocacy Groups 
International Chamber of 
Commerce (ICC) 

Advocacy Group Repeated and consistent support for IPv6 
transition 
Identified measurements of IPv6 deployment. 

Internet Corporation for Assigned 
Names and Numbers (ICANN)/ 
Internet Assigned Numbers 
Authority (IANA) 

Internet Governance Added IPv6 addresses for six of the world’s 13 
root server networks. 

Internet Governance Forum (IGF) Advocacy, Policy Discussion Has held workshops to address IPv6 transition 
issues 

Internet Society (ISOC) Advocacy, Policy Discussion World IPv6 Day, 2011 
World IPv6 Launch Day, 2012 

RIPE NCC RIR28 for Europe Portal IPv6 ActNow 
High IPv6 allocation count 

ARIN RIR for North America Began aggressive rollout plan in 2007 

APNIC RIR for Asia Monitors and supports IPv6 deployment in the 
Asia-Pacific region 

AFRINIC RIR for Africa Offers IPv6 transition support, featuring 
training materials and test beds 

LACNIC RIR for Latin America and the 
Caribbean 

Maintains a portal in 3 languages (Spanish, 
Portuguese, English) as a one-stop IPv6 
resource 

European Network and Information 
Security Agency (ENISA) 

Advocacy, Policy Discussion Center of Excellence for European States on 
network and information security 

Source: Author 

As a long-time tech leader in East Asia, Japan has 
sought to position itself as a model for planning in this 
area. The Japanese government has designed its latest 
program around the concept of ubiquity called “u-
Japan” (Ubiquitous Japan) as the 2010 ICT Society 
platform. The e-government component of this plan 
encourages government agencies to procure IPv6-
enabled devices; the infrastructure of the Japanese 
government has been IPv6-ready since 2007. Similarly, 
the Republic of Korea has unveiled its new IT sector 
development strategy, dubbed “IT839.”  This strategy 
seeks to build on efforts in the previous decade to 
embed IPv6 in e-government services and the networks 
of the postal service, universities, schools, the defence 
ministry and local governments. Korea also has a 
nationwide IPv6 MPLS backbone (See Figure 7.11). 

In some cases, governments are devoting large 
budget outlays to support their national roadmaps. For 

example, Taiwan, Republic of China, has announced a 
USD 1 billion budget for its “eTaiwan” programme, 
which entails a concerted joint effort between 
government and industry. The goal is to reach 6 million 
broadband users of IPv6 technology.  

Indonesia developed a comprehensive, phased 
national plan and roadmap, beginning in 2006. The first 
phase involved generating awareness of IPv6, 
establishing an implementation model that included a 
first-stage native IPv6 network, and developing a broad-
based national policy. Meanwhile, Indonesia made a 
commitment to participate in global efforts to shape 
the development of IPv6, as well as policies on Internet 
governance and standards activities. Additional phases 
called for development of further infrastructure and 
training to accelerate the transition process to IPv6. 
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Figure 7.11:  Elements of the Republic of Korea’s IT839 strategy 

Contents of IT839 Strategy
Contents of IT839 Strategy : http://www.mic .go.kr /eng/res/res_pub_it839.jsp
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Regional approaches have proved to be helpful in 
several parts of the world. For example, some 29 
countries and territories formed the Latin American 
and Caribbean IPv6 Task Force (LACIPv6TH) under the 
auspices of LACNIC. This regional task force has held 
forums on IPv6 transition in more than a dozen 
countries around Latin America and the Caribbean, 
from Mexico and the Netherlands Antilles down to 
Brazil and Uruguay. Among other things, the task force 
developed an IPv6 portal to assist as a data and 
information resources in the transition throughout the 
region. 

The Arab region and Africa have also worked to 
share expertise on a regional basis.  The Arab group 
formed an IPv6 Forum to spotlight individual countries’ 
efforts: 
• The United Arab Emirates has formulated an IPv6 

roadmap, and in March 2013 it held two 
workshops to prepare the UAE and its Internet 
stakeholders for looming IPv4 depletion; 

• The Egyptian Ministry of Communications and 
Information Technology formed a national IPv6 task 
force; 

• The Moroccan regulator ANRT has commissioned 
an IPv6 study to define a roadmap and is discussing 
a calendar for IPv6 deployment with the country’s 
main telecom operators; 

• In Jordan, the IPv6 Forum chapter has held 
seminars with multiple stakeholders (including 
ISPs) to promote awareness and offer technical 
assistance; 

• The Omani Telecommunications Regulatory 
Authority is taking the lead in promoting IPv6 
transition, including by beginning to test 
implementation in conjunction with operators. 

• Saudi Arabia adopted a clear strategy to move 
towards IPv6 in 2008 through establishing the 
National IPv6 Taskforce, developing awareness and 
capacity building plans, and starting implemention 
of programs aimed at raising the readiness of large 
enterprises to start the transition to IPv6.  

The RIPE NCC/MENOG29 IPv6 Roadshow is a very 
good capacity-building initiative to be simulated for 
other regions. The IPv6 Roadshow is a technical training 
program, developed by RIPE NCC and APNIC and 
organized together with the Middle East Network 
Operators Group (MENOG). These are three- or five-
day technical training events, organized throughout the 
Arab region with the purpose of training network 
engineers to deploy and operate IPv6 based networks 
and services. 

In Africa, the RIR, AFRINIC, has an aggressive 
training program that has trained some 450 engineers 
annually across the continent. The IPv6 address space 
and core network deployment has been particularly 
successful in South Africa, Kenya, Tanzania, Nigeria, 
Tunisia and Senegal.  

These efforts in developing countries largely track 
the efforts of early-adopting Internet countries in 
Europe and North America. The United States 
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government’s Federal IPv6 Task Force has worked with 
the National Institute of Science and Technology (NIST) 
to publish several versions of a roadmap and 
recommendations, including 100 per cent enabling of 
public services with IPv6 and integration of IPv6 into 
agency enterprise architecture efforts, as well as capital 
planning and security processes. NIST has established a 
website to track the agencies’ progress in meeting 
milestones. The European Commission, meanwhile, has 
spent more than EUR 100 million on research projects 
and awareness/outreach efforts, forming the European 
IPv6 Task Force for coordination.  Individual member 
states have their own efforts, including: 
• Spain – the GEN6 programme is developing pilot 

projects to integrate IPv6 into government 
operations and cross-border services to address 
emergency response or EU citizens’ migration 
issues. 

• Luxembourg – the Luxembourg IPv6 Council has 
defined a roadmap; the main telecom operator has 
followed through with offering IPv6 over fibre and 
published practical steps on implementation for 
other operators. 

• Germany – the government has obtained a sizable 
IPv6 prefix from the RIR to completely enable its 
online citizen services infrastructure with IPv6.  

7.3.3  Case studies 

This section contains case study examples of the 
approaches to IPv6 transition planned and 
implemented in several representative countries.  

7.3.3.1  India’s IPv6 promotion policy  

The Telecom Regulations Authority of India (TRAI) 
has released a consultation paper on issues related to 
the transition from IPv4 to IPv6 in India.30  TRAI’s 
recommendations on accelerating growth of Internet 
and broadband served as the basis for the National 
Broadband Policy 2004, issued by the government. To 
achieve the policy’s targets, the Internet and 
broadband connections will require large supply of IP 
addresses, which may not be easily available through 
the present version of Internet – i.e., IPv4. The next-
generation  

Internet protocol (IPv6) is seen as one solution for 
this. In addition, IPv6 is seen as providing better 
security, quality of service, and mobility support. 

In the recommendations on broadband, the need 
for further analysis and discussion on the transition to 

IPv6 was recognized, due to anticipated growth of 
broadband Internet connections. Meanwhile, the 
Government. of India has already constituted a group, 
called the IPv6 Implementation Group (IPIG), to speed 
up and facilitate the adoption of IPv6 in the country.  

The Indian Department of Telecommunications 
(DoT) released the government’s National IPv6 
Deployment Roadmap in July 2010, updating it in 
2013. The result is a set of “recommendations” (many 
of them are mandatory) for government entities, 
equipment manufacturers, content/applications 
providers and service providers. Government 
organizations are required to prepare a detailed plan 
for transition to dual-stack IPv6 infrastructure by 
December 2017. All new IP-based services, including 
cloud computing or data centre services, should 
immediately support dual-stack IPv6. Public interfaces 
of all government services should be able to support 
IPv6 by no later the 1 January 2015. Government 
procurements should shift to IPv6-ready equipment 
and networks with IPv6- supporting applications. 
Finally, government agencies will have to develop 
human resource (i.e., training) programmes to 
integrate IPv6 knowledge over a period of one to 
three years, and IPv6 skills will be included in technical 
course curricula at schools and technical institutes 
around India. 

Service providers will have a role to play in the 
country’s IPv6 transition, as well. After 1 January 
2014, all new enterprise customer connections 
(wireless and wireline) will have to be capable of 
carrying IPv6 traffic, either on dual-stack or native 
IPv6 network infrastructure.  Service providers will be 
urged to advise and promote the switch-over to 
existing customers, as well. Meanwhile, the roadmap 
sets aggressive timelines for retail customers. All new 
wireline retail connections will have to be IPv6-
capable after 30 June 2014. All new GSM or CDMA 
wireless connections will have to meet the same 
deadline, and all new wireless LTE connections will 
have to comply a year earlier. There will also be goals 
for transitioning existing wireline customers, 
culminating in the upgrade of all customer premises 
equipment by the end of 2017. 

The target for new website content and 
applications to adopt IPv6 (at least dual stack) will be 30 
June 2014, with even pre-existing content and apps 
converted by the following January. India’s financial 
services industry (including banks and insurance 
companies) was to transition to IPv6 by no later the 30 
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June of this year (2013). All new registrations of the 
“.in” national domain would be IPv6 (dual stack) by the 
beginning of 2014, with full migration of the domain 
being completed by the middle of that year. 

On the equipment side, all mobile phones, data 
card dongles and other mobile terminals sold for 2.5G 
(GSM/CDMA) or higher technology will have to be sold 
with IPv6 capability (either dual stack or native) after  
30 June 2014. And all wireline customer premises 
equipment sold after 1 January 2014 will have to meet 
the same criteria. Finally, all public cloud 
computing/data centre services should target adoption 
of IPv6 capabilities by the middle of 2014. 

The Indian plan provides an example of aggressive 
government mandates and targets for IPv6 transition, 
extending across a broad swathe of the Indian Internet 
sector. It will be interesting to see if the strategy 
precipitates a “critical mass” of demand for IPv6 
capability that, in turn, generates industry reaction to 
market solutions for the updated protocol. 

7.3.3.2  Australia 

Australia’s IPv6 Forum Downunder,31 in a range of 
activities coordinated by the IPv6 Special Interest Group 
of Internet Society Australia, has shifted the focus to 
business and implementation benefits flowing from 
adoption of IPv6. These activities have fostered a 
national discussion of IPv6 that has been accepted by 
the National ICT Industry Alliance.32 

In 2005, the Forum had taken the idea of 
promoting a national discussion of the business and 
transition processes for IPv6 to the National ICT 
Industry Alliance33 (NICTIA). As a result, Australia began 
a process of IPv6 summits, led by consortia of the 
leading Australian IT trade bodies and endorsed by 
global IPv6 Forum. Year by year, these summits have 
focused on awareness, business-case and transition 
issues.  

Now, there are lead IPv6 adoption sectors in 
Australia, including research and education, defense 
and government. The largest high-speed education 
network in Australia (the Australian Academic Research 
Network or AARNet) began implementation with a 
testbed network, and has now implemented native 
IPv6 transports and provides v4 to v6 transition 
mechanisms for its members and affiliates. The 
Australian Department of Defence has announced the 
adoption of IPv6 in a programme that will extend 
through 2013. 

More recently, the Australian Government 
Information Management Office (AGIMO) has 
announced a transition strategy for the whole 
Australian government with a target completion date of 
2015. 34  AGIMO’s role in the government’s 
implementation of IPv6 includes developing the IPv6 
Transition Strategy and Work Plan documents, 
monitoring and reporting on agencies’ progress, 
knowledge sharing, and monitoring international 
trends. There are 110 agencies, as named in 
Australia’s Financial Management and Accountability 
Act (FMA Act), rolling out IPv6 capabilities, including 
most of the major departments (Defence, Foreign 
Affairs and Trade, Human Services, Finance and 
Deregulation, etc.). But the scope also takes in more 
specialized agencies such as the organ/tissue donation 
authority and the sports anti-doping agency.     

7.3.3.3  Canada35 

The Government of Canada (GC) IPv6 adoption 
strategy consists of a phased approach to progressively 
enable IPv6, while continuing to support IPv4. The 
strategy begins at the perimeter of the GC network and 
moves progressively toward the centre of the network. 
It is a business-focused approach designed to minimize 
cost and risk. The strategy leverages SSC's enterprise 
network renewal initiative and the regular equipment 
and software refresh cycles. 

Business partners and entrepreneurs from 
emerging economies that, in the future, may only have 
IPv6 Internet service will be able to access GC websites 
to do business and research. Canadian citizens 
travelling or living abroad and non-Canadians who may 
have access to IPv6 networks only will be able to access 
GC web services ― for example, to access their 
personal income tax information through the Canada 
Revenue Agency or to apply for a student or work visa 
through Citizenship and Immigration Canada. 

Canadian public servants will be able to: 
• Access the GC network in Canada to perform their 

work duties when posted or travelling abroad in an 
IPv6-only region; 

• Exchange electronic documents with business 
partners for goods crossing borders, when these 
business partners are located in an IPv6-only 
region; 

• Conduct GC business with other governments 
located in IPv6-only regions; and 

• Access websites connected to IPv6 networks to do 
research. 
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The GC IPv6 adoption strategy comprises three 
phases: Enabling Phase, Deployment Phase and 
Completion Phase. 

Enabling Phase:  The first phase is underway and is 
expected to be completed by the end of September 
2013. The goal is to enable federal organizations to 
develop their individual plans for the adoption of IPv6. 
Actions planned for this phase include: 
• Developing IPv6 architecture standards and 

technical requirements; 
• Establishing governance bodies to oversee 

adoption, including a Steering Committee and a 
Community of Practice; 

• Creating a change management strategy, including 
policies, training, and communications; and 

• Enabling IPv6 connectivity for Internet-facing 
websites through a shared service. 

Deployment Phase:  The second phase will focus on 
the IPv6 enablement of the principal GC externally-
facing websites and is expected to be completed by the 
end of March 2015. Actions planned for this phase 
include: 
• Enabling principal-existing GC Internet-facing 

websites to be accessible by IPv6 users; 
• Requiring all new Internet-facing websites and 

applications put in place starting April 2015 to be 
IPv6-enabled; and 

• Providing public servants transparent access to the 
public IPv6 Internet. 

Completion Phase:  The third phase will focus on 
expanding the IPv6 enablement of GC websites beyond 
the principal websites addressed in the Deployment 
Phase and, as necessary, this phase will focus on 
enabling IPv6 access to GC internal applications. This 
phase is expected to take a number of years to 
complete. 

7.3.3.4  Saudi Arabia  

The IPv6 Task Force Forum came as the outcome of 
the IPv6 Project that was introduced by the 
Communications and Information Technology 
Commission (CITC) as part of its Internet Services 
Development Projects .36 The Commission sponsored 
the establishment of the Task Force that convened its 
first meeting on 30 July 2008. The IPv6 Strategy for 

Saudi Arabia identifies a set of milestones to be 
achieved within a phased timeline via an action plan 
of initiatives categorized into two tracks: 
Infrastructure and Awareness. Meeting the 
milestones would facilitate the deployment and 
further penetration of IPv6 on a nationwide basis so 
as to eventually realize an IPv6-ready internet 
infrastructure in the kingdom. 

The milestones and action plan initiatives were 
based on assessments and benchmark studies 
performed by CITC as part of its effort to develop the 
Internet in Saudi Arabia. The studies assessed the IPv6 
status quo and readiness of local stakeholders, 
extracted lessons from a comprehensive IPv6 
benchmark study of eleven (11) countries and stated 
the status of IPv6 in relevant international bodies 
and organizations. The IPv6 Strategy for Saudi Arabia 
objectives are a set of high level goals to be achieved 
for the purpose of setting up the right environment 
to promote the deployment of IPv6 nationwide. 

 The identified objectives are: 
• Prepare for the IPv4 exhaustion by supporting IPv6 

and ensure stability, business continuity and room 
for continued growth of the internet in Saudi 
Arabia; 

• Ensure a smooth adoption of IPv6 by stakeholders 
so as to minimize risks; 

• Raise overall IPv6 awareness nationwide by 
approaching stakeholders of both the public and 
private sectors highlighting the necessity to adopt 
IPv6 

The IPv6 Strategy follows a two-track approach 
that addresses both infrastructure and awareness 
aspects of IPv6 adoption. It has achieved tremendous 
progress in developing a roadmap deployment 
commitment for Saudi Arabia, with most probably the 
most advanced IPv6 strategy in the Arab region.37 

CITC has embarked on the “Promotion of IPv6 
Deployment in the Kingdom of Saudi Arabia Project” 
following the first IPv6 project activities undertaken in 
2008 – 2009 that resulted in the first IPv6 Strategy for 
Saudi Arabia as well as the establishment of the IPv6 
Task Force . 
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Figure 7.12:  Some results of the Saudi Arabian strategy 
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While the previous IPv6 activities focused on 
service providers, this IPv6 project focuses on adoption 
by enterprises. The project aims to continue the 
success of the previous IPv6 activities, taking practical 
steps to promote the deployment of IPv6 in the 
Kingdom and implementing a set of pilot projects at 
selected enterprises that will provide showcases for all 
Internet stakeholders to emulate. The project also aims 
at benchmarking the status of IPv6 deployment in the 
Kingdom against international trends and addressing 
regulatory and technical aspects of the Internet 
ecosystem which could affect the smooth adoption and 
deployment of IPv6 in the Kingdom. Developing a set of 
IPv6 guidelines and procedures will also be covered in 
this project.. 

Figure 7.12 provides a summary of some of the 
objectives that the Saudi Arabian plan has met so far. 

7.3.4  Policy recommendations  
Despite the long-term commitment made evident 

by IGOs, industry/multi-stakeholder organizations and 
governments, all parties should consider whether the 
current activities and timelines are sufficient to 
alleviate the pressure on IPv4 addresses and spur 
transition to IPv6. Policy-makers and other stakeholders 
should consider following concrete recommendations 
as part of a call to action to enable IPv6: 

• Create a CEO IPv6 Round Table with recognized 
industry leaders, focusing on industry adoption and 
urging the major players to include adopting IPv6 in 
their strategy plans. Select the target markets that 
are likely to be impacted first with the time-to-
market in mind.  

• Formulate a top-line strategic IPv6 Roadmap as a 
guideline. 

• Increase support for the integration of IPv4 and 
IPv6 in fixed and mobile broadband networks and 
services associated with the public sector: 
o The integration of IPv6 into e-government, e-

learning and e-health services and 
applications will offer users greater reliability, 
enhanced security and privacy, and user 
friendliness. 

o IPv6 future-proofing should be considered in 
procurements, especially considering that the 
life cycles of public networks are often longer 
than those of commercial ones.  

• Establish and launch IPv6 competence centres and 
educational programmes on IPv6 techniques, tools 
and applications to significantly improve the quality 
of training on IPv6 at the professional level and 
create the required base of skills and knowledge. 
o A mixture of academic and commercial 

expertise should be drawn upon for the 
centres; university and academic sites may be 
among the early adopters and thus have key 
expertise. 
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o A model has been created by the IPv6 Forum 
called the IPv6 Education Logo Program,38 
which was adopted by the Cisco Learning 
Network.39 

• Promote the adoption of IPv6 through awareness-
raising campaigns and co-operative research 
activities, focusing on small and medium-size 
enterprises, ISPs and wireless service providers and 
operators.  

• Organise IPv6 competitions or contests similar to 
the German IPv6 Apps Contest40 or the Singapore 
IPv6 Competition for Students.41 

• Strengthen financial support for national and 
regional research networks, with a view to 
enhancing their integration into worldwide 
networks and increasing operational experience 
with services and applications based on the use of 
IPv6.  

• Provide the required incentives for development, 
trials and testing of native IPv6 products, tools, 
services and applications in economic sectors such 
as consumer electronics, telecommunications, IT 
equipment manufacturing, etc. 

• Include IPv6 criteria in procurement guidelines for 
new equipment and applications for the public 
sector. 

• Require universities to add IPv6 to the curricula for 
graduate degree programmes, in order to ensure 
that the next generation of network engineers is 
IPv6-trained. 

• Promote the use of open source technologies for 
implementation of IPv6.42   

• Support the existing national IPv6 task force, or 
create one, tasking it with: 
o An assessment of the current status of IPv6 

deployment, as well as formulation of 
guidelines and dissemination of best 
practises relating to the efficient transition 
towards IPv6.  

o Developing measures to align IPv6 integration 
schedules, favouring cohesive IPv6 
deployment and ensuring that the nation can 
gain a competitive advantage in rolling out 
next-generation Internet networks and 
services. 

o Ensuring the active participation of national 
experts in the work of developing 
international standards, policies and 
specifications on IPv6-related matters, 
working with groups such as ETSI, 3GPP, IETF, 
ITU-T and the RIRs.  

o Drawing the attention of potential IPv6 
systems or application developers to funding 

opportunities available at a national or 
regional level 

o Conducting an “IPv6 Launch Day” in the 
country. 

o Establishing collaboration arrangements and 
working relationships with similar initiatives 
being launched in other world regions, with a 
view toward aligning IPv6 work. 

• Organize a high-level conference or summit aimed 
at raising IPv6 awareness, its development status 
and perspectives, its economic and policy 
dimensions, and the actions required to 
consolidate and harmonize international efforts. 

• Encourage deployment of new security and firewall 
modes using IPv6, combined with the use of Public 
Key Infrastructure (PKI). Promote the development 
of secure networking applications and 
environments through trials, deployment and use 
of IPv6 IPsec protocols. 

7.4  Conclusion 
In a well-run relay race, the baton-holder is 

supposed to sprint into the exchange area, only 
slowing down as the second runner speeds up to 
grab the baton. It is a critical time, in which either 
runner might fail to make the exchange and drop the 
baton – and when confusion can translate into lost 
time. The IPv6 transition is at perhaps a similar 
critical juncture. IPv4 is nearing the end of its leg, 
IPv6 has not yet completely cranked up to speed, 
and for a time, they will both be running side-by-
side.  

Government policy-makers, regulators, interna-
tional organizations, standards bodies, stakeholder 
groups, companies, ISPs and operators – all of them 
may be required to pass the baton to the new 
protocol. The complexity of the process, with its 
technological, economic and political dimensions, 
reflects the real diversity of Internet governance as it 
has evolved today. Ultimately, this diversity equals 
strength, but it may take some time to accelerate 
IPv6 adoption to reach the critical impetus for 
Internet expansion and technology improvements. 
As in a relay race, the transition indicates how well 
the multiple participants – all of the stakeholders 
involved in IPv6 – can work together. Undoubtedly, 
the process will provide lessons and pave the way 
for future improvements in the field of IP addressing 
and Internet governance in general. For now, the 
race is still being run, with the expansion of the 
global Internet as the ultimate prize.   
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To borrow from an old saying, the global 
information and communications universe we live in 
daily is not your grandfather’s telecommunication 
sector. Indeed, the profusion of media, applications, 
devices, capabilities – and yes, challenges – that has 
arisen in this century is not something that even our 
parents would have recognized 15 years ago. So fast 
have the “generations” of new technologies come and 
gone that we can speak of “3G” and “4G” networks 
having arrived before our children, born in the “2G” 
era, have even left school.  

Fourth-Generation Regulation 

So it is no real surprise to find ourselves discussing 
the Fourth Generation of Regulation in the 
telecommunication and information technology 
markets. Gone are the days (but not so far gone) when 
governments maintained state-owned post and 
telephone administrations; these highly regulated 
monopolies comprised the first generation of 
regulation. But they began to pass away in the wave of 
liberalization and privatizations of the 1990s, giving rise 
to the second generation of regulation:  a kind of 
“managed competition” that balanced the goals of 
introducing new services (i.e., mobile) on a limited 
competitive basis while preserving the nation’s 
investment in existing infrastructure.  

Then, in the first decade of this century, we saw the 
full flowering of inter-modal competition, with mobile 
service providers competing against wireline 
incumbents in voice telephony, and cable TV system 
operators entering into Internet access and even voice 

markets. That brought forth the third generation of 
regulation, a concerted effort to protect competition, 
often by protecting or subsidizing the new competitors 
themselves. This was the era of network unbundling, 
rate rebalancing and universal service funds – and 
indeed, many of these “3G” regulatory innovations are 
still with us today. 

What, then, characterizes the 4G regulatory era?  
Two words:  diversity and adaptability. The previous 
regulatory categories no longer cover all of the 
activities occurring in the sector. Telephone network 
operators have upgraded their offerings to include 
triple-play mobile, Internet access and video services. 
Voice-over-Internet-Protocol (VoIP) services now 
transcend national boundaries to bring voice and video 
to laptop computers at a fraction of standard 
international direct-dialed telephone rates. 

In the midst of this diversity, regulators may face 
the need to adapt. Spectrum managers who have been 
used to assigning spectrum statically, through band 
plans, may now need to adapt to the future of 
opportunistic sharing though TV white spaces, which 
rely on database or (in the future) cognitive-sensing 
technologies. Banking regulators may have to adapt to 
the challenges of monitoring monetary flows over 
mobile networks, while telecommunication regulators 
learn to detect manipulations of virtual currency or 
financial fraud on those same networks. 
Telecommunication regulators may need to redefine 
the markets they regulate as video content forever 
changes the economics and business plans of network 
operators and Internet service providers.  

 

 CONCLUSIONS 
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Opportunities and Challenges 

So much of the need for adaptability and 
regulatory agility stems from what appears to be a 
duality of both opportunities and challenges in this new 
media/information/technology universe. On the one 
hand, there is no denying the immense capability and 
power of the global Internet, smart phones, myriad 
mobile apps, online education, cloud computing – 
increasingly, the immediate availability of the world 
with just a slide or tap of a finger. Yet, there is also no 
denying the potential pitfalls involved in online scams, 
invasion of privacy, identity theft and other digital-era 
problems. The fourth-generation regulator has to be 
nimble enough to maximize the benefits of new 
technologies and services, while minimizing the hazards 
to consumers and economies. 

This issue of Trends has spotlighted the immense 
diversity of new services and industries that 
telecommunication regulators are increasingly being 
asked to oversee. The advent of TV white spaces 
TVWS), allowing the use of unused spectrum in the 
UHF bands, represents a non-traditional view of how 
spectrum may be assigned. Based on a licence-exempt 
approach, TVWS is aimed at maximizing the use of 
extremely valuable spectrum, while not jeopardizing 
the licensed use maintained by the primary 
broadcasters. It also points the way for further 
technological and regulatory development of a range of 
opportunistic sharing methods, either utilizing a sharing 
database or through cognitive radio technologies. 

Yet, as Chapter 3 noted, the TVWS concept is not 
mature, and its outcome could be undercut by changes 
in allocations among the primary users of the UHF 
bands. Moreover, the conditions that are conducive to 
TVWS development in one market may not exist to the 
same extent in others. And the “ecosystem” of 
standards, manufacturing and globally harmonized 
spectrum bands remains nascent. The challenge is for 
regulators to determine whether TVWS offers a real 
opportunity in terms of demand for spectrum use in 
their market – and how active they want to be in 
allowing and promoting it in their markets. 

Meanwhile, the emergence of the Internet has 
radically changed the technology approaches, market 
philosophies and regulatory paradigms of the 
telecommunication industry. Regulators are still coming 
to terms with these changes in ways that will advance 
the development of the digital economy. Chapter 4’s 
discussion of interconnection in the era of Internet 

connectivity indicates that regulators cannot take for 
granted that existing paradigms, pioneered in the age 
of circuit-switched telephone networks, will suffice in 
an era of diverse platforms that compete to provide a 
range of services. Pragmatic and adaptable approaches, 
with an eye toward minimizing the regulatory burden 
whenever possible, are becoming more attractive for 
regulators. 

Perhaps no market has become as diverse in terms 
of service delivery as the content/broadcasting 
industry. As Chapter 5 explained, media companies 
come in all forms and varieties, from online 
broadcasters to social media websites and online 
retailers. All of these companies are now forging ahead 
into the market for content generation and distribution, 
opening up access for small production companies and 
even individuals to take their creative visions directly to 
a global market through the Internet, or to gain 
financial backing for productions that eliminate the 
traditional distribution gatekeepers. Moreover, a 
“television” can now be a laptop computer, an 
electronic game console or a mobile phone. As video 
transmission demands ever-more bandwidth and 
spectrum, business models and network operations 
practices will shift – and regulators will have to be agile 
enough to adapt current rules and policies to cope with 
them. 

Another example of blurring lines is the 
development of electronic banking and payment 
services, both within and alongside the 
telecommunication industry. A burgeoning market has 
grown in many countries – both developing and 
developed – for online storage and transmission of 
monetary assets. Pioneered in Africa, online banking 
has been a legacy of the mobile service industry, with 
which it remains vitally connected. Even as 
telecommunication sector regulators struggle to apply 
new forms of regulation (essentially, banking rules) to 
mobile service providers, more traditional financial 
service providers, such as credit card companies, are 
jumping into the ever-expanding pool of customers for 
mobile money. Point-of-sale payment mechanisms are 
beginning to proliferate at smaller and smaller 
enterprises, powered by new mobile phone 
applications and easier access to Wi-Fi and other 
connectivity solutions. There are now even online 
currencies, un-attached to gold reserves in any national 
treasury. 

Yet, it is by no means certain who is keeping watch 
over the nexus of the two of the world’s most powerful 
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Chapter 8 

forces (communications and money). Banking 
regulations may not cover mobile payments, and 
telecommunication regulators may not have the 
experience or statutory authority to apply rigorous 
financial service regulations. The potential for ills such 
as identity theft via network hacking, as well as online 
currency manipulation, is very real – and it calls for a 
concerted and team approach by regulators from 
multiple disciplines.  

In the midst of this profusion and diversity of 
services and platforms, however, regulators and policy-
makers still must pay attention to bread-and-butter 
issues of infrastructure and scarce resources. These 
issues include interconnection, network investment, 
spectrum scarcity and, increasingly, Internet addresses.  
Chapter 7 opens the door into the world of the IPv6 
transition, and the rapidly progressing exhaustion of 
IPv4 addresses. The Internet address transition, yet 
again, personifies the duality of opportunity and 
challenge at the core of 4G regulation. IPv6 addresses 
represent an opportunity to upgrade and advance the 
growth of the global Internet, giving it more protein to 
expand and diversify in all regions. But first, we must 
overcome the challenges of attracting sufficient 
attention and focus on completion of IPv6 transitions in 
all of these regions – not an easy task in the diversified 
and de-centralized Internet universe.  

Meeting the Challenges 

Each chapter in this edition of Trends identifies 
ways for fourth-generation regulators to rise to the 

challenges of the new, converged ICT sector. Among 
others, some potential approaches might include: 

• Working with ministries and elected officials to 
update the legislation and core regulatory 
documents to ensure that the telecommunication 
regulatory authority possesses clear jurisdiction 
and statutory authority over converged industries – 
without being overly prescriptive about specific 
regulatory actions or tools; 

• Establish a framework for regular consultation and 
cooperation with other agencies or ministries in 
the same government, so that issues such as online 
banking or content regulation can be addressed 
without overlap or disagreement; 

• Looking externally, take advantage of regional and 
international best practices and experiences in 
addressing convergence issues; and 

• Reviewing and re-emphasizing the tools and 
resources needed for recruiting and training of 
staff, or acquisition of consulting services, in order 
to broaden the competency of the regulatory 
authority in a more diverse ICT environment. 

In the end, 4G regulation is about evolution, not 
radical change. As in a family or society, lessons learned 
from the past – or from other regulators dealing with 
similar changes – retain their usefulness as they are 
applied to novel situations. The past is merely a 
prologue, and the future will be one of opportunity and 
diversity in technologies and services. 
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The following definitions are included to assist the readers of this report. They are adapted from non-definitive 
reference sources and are not intended to replace or contradict the terms and meanings used by each ITU Member 
State in its national laws and regulations or in international agreements. 

 

2G:  Second-generation mobile network 
or service. A general term for 
second-generation networks, for 
example GSM. 

3G:  Third-generation mobile network or 
service. Generic term for the next 
generation of broadband digital 
mobile cellular systems, which has 
expanded broadband capabilities for 
mobile data applications. See  
IMT-2000.  

3GPP:  Third-Generation Partnership Project: 
A cooperation between regional 
standards bodies to ensure global 
interworking for 3G systems. 

4G:  Fourth-generation mobile network or 
service. Mobile broadband standard 
offering both mobility and very high 
bandwidth. 

Accounting  
separation:  

Regulatory remedy requiring an 
operator to separate a company’s 
accounts so that the costs and 
revenues associated with each 
subsidiary or business unit can be 
individually identified and allocated. 

Active infrastruc-
ture sharing: 

Provision of specified services and 
active network elements needed to 
ensure interoperability of end-to-end 
services to users, including facilities 
for intelligent network services or 
roaming on mobile networks 
(Directive 2002/19/EC, TRAI. 

Active optical 
network:  

A network in which the passive 
splitting point is replaced with an 
optical line distribution unit, which is 
a powered unit making it possible to 
have a higher bit rate on individual 
routes over longer distances than on 
a passive optical network. 

ADR: Alternative dispute resolution. 

ADSL:  Asymmetric digital subscriber line. 
A technology that enables high-
speed data services to be delivered 
over twisted pair copper cable, 
typically with a download speed in 
excess of 256 kbit/s, but with a lower 
upload speed. Corresponds to ITU-T 
Recommendation (standard) 
G.992.1. 

ADSL2:  Asymmetric digital subscriber line 2 
(ITU-T G.992.3 and ITU-T G.992.4). 
A sequel to the original ITU Recom-
mendation. It allows increased line 
speeds, new power-saving elements, 
and extends the reach of the original 
ADSL specification. 

ADSL2+:  
 

Asymmetric digital subscriber line 2 
plus (ITU-T G.992.5). This revised 
version of ADSL2 enables increased 
speeds by increasing the frequencies 
used on the copper line. 

  

 

GLOSSARY OF TERMS  
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Adware:  
 

Advertising-supported software. 
A software package that automati-
cally plays, displays or downloads 
advertising material to a computer 
after the software is installed or 
while an associated application is 
being used. 

AMPS: Advanced mobile phone system. 

Analogue:  Transmission of voice and images 
using electrical signals. Analogue 
mobile cellular systems include 
AMPS, NMT and TACS. 

Analogue network:  A telecommunication network in 
which information is conveyed as a 
continuously varying electronic signal 
(see also Digital network). 

API:  Application program interface. 

ARPU:  Average revenue per user. Usually 
expressed per month, but also per 
year. 

ASN:  Autonomous system number. 

Asymmetric  
regulation: 

The application of different regulato-
ry requirements on different 
regulated entities, based on their 
levels of market power or their 
possession of significant market 
power. 

ATM:  Asynchronous transfer mode. 
A transmission mode in which the 
information is organized into cells; it 
is asynchronous in the sense that the 
recurrence of cells from an individual 
user is not necessarily periodic. 

ATSC: Advanced Television Systems 
Committee. 

AWS: Advanced wireless services.  

Backbone: Network that handles the major 
voice and data traffic of a country. 
It employs the highest-speed 
transmission paths in the network. 
The access networks are attached to 
the backbone to directly connect the 
end user. 

 

Backhaul:  A high-capacity line dedicated to the 
transport of aggregate communica-
tion signals from base stations to the 
core network (also ITU-R F.1399). 

Bandwidth:  The range of frequencies available to 
be occupied by signals. In analogue 
systems it is measured in terms of 
Hertz (Hz) and in digital systems in 
bits per second (bit/s). The higher 
the bandwidth, the greater the 
amount of information that can be 
transmitted in a given time.  

Base station:  A radio transmitter/receiver and 
antenna used in the mobile cellular 
network. It maintains communica-
tions with cellular telephones within 
a given cell and transfers mobile 
traffic to other base stations and the 
fixed telephone network. 

Basic service:  Refers to the provision and carriage 
of voice telephony service, though 
some definitions also include telex 
and telegraph services. 

Best-efforts:  A traffic delivery standard for which 
the network exerts its best efforts to 
ensure that the traffic is delivered, 
but provides no guarantee that all 
traffic will be delivered.  

Bill and Keep: In contrast to CPNP, this term 
denotes an interconnection 
arrangement in which the carriers 
exchange traffic on a negotiated 
basis, generally without paying 
interconnection charges. Each carrier 
bills its own customers for the traffic 
and keeps the resulting revenue. 
Also known as “sender keeps all” 
interconnection. 

Bit (binary digit):  A bit is the primary unit of electronic, 
digital data. Written in base-2 binary 
language as a “1” or a “0”. 

Bit/s:  Bits per second. Measurement of the 
transmission speed of units of data 
(bits) over a network. Also kbit/s: 
kilobits (1000) per second; Mbit/s: 
megabits (1 000 000) per second; 
Gbit/s: gigabits (1 000 000 000) per 
second; and Tbit/s: terabits 
(1 000 000 000 000) per second. 
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Bit-stream access:  A form of network unbundling. With 
bit-stream access, the incumbent 
maintains management control over 
the physical line. Unlike full unbun-
dling and line sharing, access seekers 
can only supply the services that the 
incumbent designates. 

Blog:  
 

Blog is short for weblog. A weblog is 
an online journal (or newsletter) that 
is frequently updated and intended 
for general public consumption. 

Bluetooth:  
 

A radio technology that enables the 
transmission of signals over short 
distances between mobile phones, 
computers and other devices. It is 
typically used to replace cable 
connections. 

BPL:  Broadband over power line. 
A wireline technology that is able to 
use the current electricity networks 
for data and voice transmission. 

Broadband:  
 

Broadband is defined, for the 
purposes of this report, as Internet 
access with a minimum capacity 
equal to or greater than 256 kbit/s in 
one or both directions. Fixed 
broadband is implemented through 
technologies such as digital subscri-
ber line (DSL), cable modem, fibre-
to-the-home (FTTH), Metro Ethernet, 
wireless local area networks (WLAN), 
etc. Mobile broadband is imple-
mented through technologies such 
as wideband CDMA2000, CDMA2000 
1xEV-DO, HSDPA, etc. 

Broadcast: A transmission from a single sender 
to all connected devices. See also 
Unicast and Multicast. 

Browser:  
 

Application that retrieves WWW 
documents specified by URLs from 
an http server on the Internet. 
Displays the retrieved documents 
according to the hyptertext markup 
language (HTML). 

BSS: Broadcasting satellite service. 

 

 

BWA:  Broadband wireless access. Encom-
passes either mobile or fixed access 
technologies that provide connec-
tions at speeds higher than the 
primary rate (for example, 2 Mbit/s). 

Byte: 
 

(1) A set of bits that represent a 
single character. A byte is composed 
of eight bits. (2) A bit string that is 
operated upon as a unit and the site 
of which is independent of redun-
dancy or framing techniques. 

C-band: The spectrum band comprising 
frequencies between 3400-4200 MHz.

CA:  
 

Conditional access (ITU-T J.193 (04), 
3.10). The conditional granting of 
access to cable services and content 
based upon what service suite has 
been purchased by the customer. 

Cable modem:  
 

A technology that allows high-speed 
interactive services, including 
Internet access, to be delivered over 
a cable TV network. 

CAGR:  Compound annual growth rate.  

CATV:  Cable television. A system for 
delivery of television video and audio 
content via a wired network, 
employing either co-axial cable or 
fibre. 

CDMA:  
 

Code division multiple access. 
A technology for digital transmission 
of radio signals based on spread 
spec-trum techniques where each 
voice or data call uses the whole 
radio band and is assigned a unique 
code. 

CDMA2000:  
 

Code division multiple access 2000. 
A third-generation digital cellular 
standard based on Qualcomm 
technology. Includes CDMA2000 1x, 
1xEV-DO (evolution, data optimized) 
and 1xEV-DV (evolution, data and 
voice). One of the IMT-2000 “family” 
of standards. 

  



 

182 Trends in Telecommunication Reform: Special Edition 

Cellular:  
 

A mobile telephone service provided 
by a network of base stations, each 
of which covers one geographic cell 
within the total cellular system 
service area. 

CERTs: Computer emergency response 
teams. 

Channel:  
 

One of a number of discrete 
frequency ranges utilized by a base 
station to transmit and receive 
information from cellular terminals 
(such as mobile handsets). 

CIF/QCIF: Common intermediate for-
mat/Quarter common intermediate 
format. An international standard 
size for low-resolution image and 
video display formats. CIF dimen-
sions are 352 × 288 pixels  
and QCIF are 176 × 144 pixels. 

Circuit-switched  
connection:  

A temporary connection that is 
established on request between two 
or more stations in order to allow 
the exclusive use of that connection 
until it is released. At present, most 
voice networks are based on circuit-
switching, whereas the Internet is 
packet-based. See also Packet-based. 

CLEC:  Competitive local exchange carrier. 
A network operator or carrier – often 
a new market entrant – that provides 
local telephony in competition with 
the incumbent carrier. 

Cloud computing: Typical cloud computing providers 
deliver common business applications 
online, which are accessed from a 
web browser, while the software and 
data are stored on servers. 

CMTS:  Cable modem termination system. 
Equipment typically found in a cable 
company’ she had end and is used to 
provide high-speed data services, 
such as cable Internet or voice over 
IP, to cable subscribers. 

CODEC: A device or computer program 
capable of encoding and/or decoding 
a digital data stream or signal. 

 

Cognitive radio: Technology that could make efficient 
use of unused spectrum, allowing 
dynamic reallocation of available 
spectrum at any given time and 
avoiding interference among 
licensed or unlicensed users.  

Collocation:  (Also Co-location/Colocation.) 
Facility-sharing in which the 
incumbent operator houses 
communications equipment of 
competitive operators to facilitate 
connectivity to end  
users. 

Connectivity:  
 

The capability to provide, to end 
users, connections to the Internet or 
other communication networks. 

Convergence:  A term used to describe a variety of 
technological and market trends 
involving the blurring of previously 
distinct lines between market 
segments such as cable television, 
telephony and Internet access, all of 
which can now be provided through a 
variety of different network platforms. 

Copresent user  
sharing: 

Condition where multiple individuals are 
sharing the same computer sys-tem at 
the same time. 

Coverage:  Refers to the range of a mobile 
cellular or any wireless network, 
measured in terms of geographic 
coverage (the percentage of the 
territorial area covered by mobile 
cellular) or population coverage (the 
percentage of the population within 
range of a mobile cellular network). 

CPE:  Customer premises equipment. 

CPNP: Calling Party’s Network Pays. In a 
CPNP regime, the call receiver’s 
provider levies some predetermined 
charge per minute on the call 
originator’s provider for termination, 
while the call receiver’s operator 
pays nothing. 

CPP: Calling Party Pays. Billing option 
whereby the person making the call 
is charged. By contrast, in a “recei-
ving party pays” (RPP) system, the 
individual that receives the call pays 
all charges for that call. 
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CSMA:  Carrier sense multiple access. 
A network protocol in which a node 
verifies the absence of other traffic 
before transmitting on a shared 
physical medium, such as an 
electrical bus, or a band of electro-
magnetic spectrum. 

Cybersecurity: Protection of network integrity and 
content from electronic infiltration 
or “hacking” to disrupt networks or 
to illegally obtain private or 
restricted data. 

DAB: Digital audio broadcasting. 
A technology for broadcasting of 
audio using digital radio transmi-
ssion. 

Dark fibre: Fibre optic cable that is not being 
used at the time. 

DECT:  Digital enhanced cordless standard.  

Digital:  Representation of voice or other 
information using digits 0 and 1. The 
digits are transmitted as a series of 
pulses. Digital networks allow for 
higher capacity, greater functionality 
and improved quality. 

Digital network:  
 

A telecommunication network in 
which information is converted into 
a series of distinct electronic pulses 
and then transmitted as a digital 
bitstream (see also Analogue 
network). 

DMB: Digital multimedia broadcasting. 
A technology for broadcasting of 
multimedia (audio, TV, data) using 
digital radio transmission, mainly 
used in Republic of Korea. 

DOCSIS:  
 

Data over cable systems interface 
specifications (ITU-T J.112). An ITU 
Recommendation for cable modems. 
It specifies modulation schemes and 
the protocol for exchanging bi-
directional signals over cable. 

DOCSIS2:  
 

Data over cable systems interface 
specifications 2 (ITU-T J.122). The 
newest, revised version of DOCSIS, 
approved at the end of 2002. 

 

Domain name:  
 

The registered name of an individual 
or organization eligible to use the 
Internet. Domain names have at least 
two parts and each part is separated 
by a dot (point). The name to the left 
of the dot is unique for each top-level 
domain name, which is the name that 
appears to the right of the dot. For 
instance, the International Telecom-
munication Union’s domain name is 
itu.int. “ITU” is a unique name within 
the gTLD “int”. 

DSA: Dynamic spectrum access. This 
approach to spectrum management 
involves unitizing spectrum in terms 
of time slots or geographical 
location. It is closely related to 
flexible spectrum management and 
spectrum trading. 

DSA: Dynamic spectrum allocation. 

DSL:  Digital subscriber line. See also ADSL, 
ADSL2, ADSL2+, SHDSL, SDSL, VDSL 
and xDSL. 

DSLAM:  Digital subscriber line access 
multiplexer. A device, located at the 
central office of a DSL provider, that 
separates and routes the voice-
frequency signals and data traffic on 
a DSL line. 

DSP:  Digital signal processing. The study 
of signals in a digital representation 
and the processing methods of these 
signals. 

DTH: Digital-to-home. A satellite television 
system that allows end users to 
receive signals directly from 
geostationary satellites. The term 
DBS (Direct broadcast satellite) is 
also used. 

DTT or DTTV:  Digital terrestrial television. 

DTV: Digital television. A system for 
broadcasting and receiving video and 
sound through digital signals rather 
than through traditional analogue 
signals. 

Duct: A tube or passage that confines and 
conducts cables (copper or fibre 
optic) of a physical network. 
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DVB:  Digital video broadcasting. An open 
standard for digital television 
maintained by the DVB Project, an 
industry consortium with more than 
270 members, and published by a 
Joint Technical Committee (JTC) of 
the European Telecommunications 
Standards Institute (ETSI), the 
European Committee for Electro-
technical Standardization (CENELEC) 
and the European Broadcasting 
Union (EBU). A number of DVB 
standards exist including DVB-C 
(Cable), DVB-H (Handheld), DVB-T 
(Terrestrial television) and RCS 
(Return channel via satellite). 

DVB-H: DVB-handheld. 

DVB-T: DVB-terrestrial. 

E.164:  
 

An ITU-T Recommendation that 
defines the international public 
telecommunication numbering plan 
used in the PSTN and some other 
data networks. 

EC:  European Commission. 

E-commerce:  Electronic commerce. Term used to 
describe transactions that take place 
online, where the buyer and seller 
are remote from each other. 

ECOWAS:  Economic Community of West 
African States. 

EDGE:  Enhanced data rates for GSM 
evolution. It acts as an enhancement 
to 2G and 2.5G General packet radio 
service (GPRS) networks. This 
technology works in TDMA and GSM 
networks. EDGE (also known as 
EGPRS) is a superset to GPRS and can 
function on any network with GPRS 
deployed on it, provided the carrier 
implements the necessary upgrades. 
EDGE provides Enhanced GPRS 
(EGPRS), which can be used for any 
packet-switched applications such as 
an Internet connection. High-speed 
data applications such as video 
services and other multimedia 
benefit from EGPRS’s increased data 
capacity. 

 

End user:  
 

The individual or organization that 
originates or is the final recipient of 
information carried over a network 
(i.e. the consumer). 

End-user sharing: Intentional sharing of ICTs (mobile 
phone, PC, etc.) among end users, as 
part of the usual or normal operation 
of a service or application. 

ENUM:  
 

Standard adopted by the Internet 
Engineering Task Force (IETF), which 
uses the domain name system (DNS) 
to map telephone numbers to web 
addresses or uniform resource 
locators (URL). The long-term goal of 
the ENUM standard is to provide a 
single number to replace the 
multiple numbers and addresses for 
users’ fixed lines, mobile lines, and  
e-mail addresses. 

EPOP:  Expanding point of profitability. 
A network topography where the 
network expands incrementally to 
unserved areas as they become 
profitable to operators. Newly 
connected areas can then be used as 
backbones to more remote areas as 
they eventually become profitable to 
providers. 

Essential (also 
critical or bottle-
neck) facilities: 

Network facilities that may serve as 
bottlenecks to national or interna-
tional capacities and act as a barrier 
to the provision of telecommunica-
tion services. The definition of such 
facilities varies by market.  

Ethernet:  
 

A protocol for interconnecting 
computers and peripheral devices at 
high speed. Recently Gigabit 
Ethernet has become available, 
which enables speeds up to 1 Gbit/s. 
Ethernet can run on several types of 
wiring including: twisted pair, 
coaxial, and even fibre optic cable. 

ETSI: 
 

European Telecommunications 
Standards Institute. 

EU:  European Union. 

EUR:  
 

Euro. The official currency of the 
Eurozone (European Union member 
States that have joined the European 
Monetary Union). 
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EV-DO: Evolution-Data Optimized or 
Evolution-Data only, abbreviated as 
EV-DO or EVDO and often EV, is a 
telecommunications standard for the 
wireless transmission of data 
through radio signals, typically for 
broadband Internet access. 

Ex-ante and ex-post 
regulation:  

Ex-ante regulation involves setting 
specific rules and restrictions to 
prevent anti-competitive or 
otherwise undesirable market 
activity by carriers before it occurs; 
ex-post regulation, by contrast, calls 
for setting few or no specific rules in 
advance, but applying corrective 
measures and punishments if and 
when transgressions do occur. 

FDC: Fully distributed costs. 

FDM: Frequency division multiplexing. 

FEC: Forward error correction. 

Fixed line:  
 

A physical line connecting the 
subscriber to the telephone 
exchange. Typically, fixed-line 
network is used to refer to the PSTN 
(see below) to distinguish it from 
mobile networks. 

FM: Frequency modulation. 

FMC:  Fixed-mobile convergence (ITU-T 
Recommendation Q.1761 (04), 3.6). 
Mechanism by which an IMT-2000 
user can have his basic voice as well 
as other services through a fixed 
network as per his subscription 
options and capability of the access 
technology.  

FMI: Fixed mobile integration.  

FON: Fibre optic network. 

Frequency:  
 

The rate at which an electrical 
current alternates, usually measured 
in Hertz (see Hz). It is also used to 
refer to a location on the radio-
frequency spectrum, such as 800, 
900 or 1800 MHz. 

FSS: Fixed satellite service. 

FTRs: Fixed termination rates. 

FTTH:  Fibre-to-the-home. A high-speed 
fibre optic, Internet connection that 
terminates at a residence. See FTTx. 

FTTx:  Fibre-to-the-x, where x is a home 
(FTTH), building (FTTB), curb, cabinet 
(FTTC), or neighbourhood (FTTN). 
These terms are used to describe the 
reach of an optical fibre network. 

Full  
unbundling:  
 

(Sometimes referred to as access to 
raw copper.) A form of network 
unbundling where the copper pairs 
connecting a subscriber to the main 
distribution frame (MDF) are leased 
by a new entrant from the incum-
bent. The new entrant takes total 
control of the copper pairs and can 
provide subscribers with all services, 
including voice and ADSL. The incum-
bent still has ownership of the 
unbundled loop and is responsible 
for maintaining it. 

Functional (or also 
operational) 
separation: 

It entails establishing a new business 
division (kept separate from the 
incumbent’s other business opera-
tions) to provide wholesale access to 
the incumbent’s non-replicable (or 
bottleneck) assets, which competi-
tors need in order to compete with 
the incumbent in downstream retail 
markets. 

FWA: Fixed wireless access. 

Gateway:  Any mechanism for providing access 
to another network. This function 
may or may not include protocol 
conversion. 

GATS:  General Agreement on Trade in 
Services. 

GDP:  Gross domestic product. The market 
value of all final goods and services 
produced within a nation in a given 
time period. 

GMPCS:  Global mobile personal communica-
tions by satellite. Non-geostationary 
satellite systems that are intended to 
provide global communication 
coverage to small handheld devices. 
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GNI:  Gross national income. The market 
value of all final goods and services 
produced in a nation’s economy, 
including goods and services 
produced abroad. GNI, in constant 
prices, differs from GNP in that it 
also includes a terms-of-trade 
adjustment, and gross capital 
formation, which includes a third 
category of capital formation: net 
acquisition of valuables. 

GNP:  
 

Gross national product. The market 
value of all final goods and services 
produced in a nation’s economy, 
including goods and services 
produced abroad. 

GPRS:  General packet radio service. This is a 
mobile data service available to users 
of GSM mobile phones. It is often 
described as “2.5G”, that is, a 
technology between the second (2G) 
and third (3G) generations of mobile 
telephony. It provides moderate-
speed data transfer, by using unused 
TDMA channels in a GSM network.  

GPS:  Global positioning system. Refers to 
a “constellation” of 24 “Navstar” 
satellites, launched initially by the 
United States Department of 
Defense, that orbit the Earth and 
make it possible for people with 
ground receivers to pinpoint their 
geographic location. The location 
accuracy ranges from 10 to 100 
metres for most equipment. A 
Russian system, GLONASS, is also 
available, and a European system, 
Galileo, is under development. 

GSM:  
 

Global system for mobile communi-
cations. Digital mobile standard 
developed in Europe, and currently 
the most widespread 2Gdigital 
mobile cellular standard. GSM is 
available in over 170 countries 
worldwide. For more information, 
see the website of the GSM 
Association at: www.gsmworld.com  

GSR: ITU Global Symposium for Regula-
tors, at: www.itu.int/ITU-D/ 
treg/bestpractices.html  

 

Headend: Equipment or facility that receives, 
stores, and processes television 
signals for distribution to a local 
region. The headend may control 
interactive features, manage VoD, 
and insert advertisements. 

HD: High definition. 

HDR: Hardware-defined radio. 

HDTV:  High-definition television. A new 
format for television that offers far 
superior quality to current NTSC, PAL 
or SECAM systems. The resolution of 
the picture is roughly double 
previous television signals and the 
pictures are displayed with a screen 
ratio of 16:9 as compared with most 
of today’s TV screens, which have a 
screen ratio of 4:3. 

HFC:  Hybrid fibre/coaxial. A telecommuni-
cation industry term for a network 
that incorporates both optical fibre 
along with coaxial cable to create a 
broadband network. 

HFC:  Hybrid fibre copper. A broadband 
network that utilizes fibre optic 
cabling to the vicinity and then 
copper lines to individual users. 

Hotspot:  
 

An access point to a wireless local 
area network (WLAN). Hotspots are 
areas where wireless data can be 
sent and received, and Internet 
access is provided to wireless 
devices. For ex-ample, a laptop 
computer can be used to access the 
Internet in a hotspot provided in an 
airport or hotel. 

HSCSD: High-speed circuit switched data. 

  

http://www.gsmworld/
http://www.itu.int/ITU-D/ treg/bestpractices.html
http://www.itu.int/ITU-D/ treg/bestpractices.html
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HSDPA:  High-speed downlink packet access. 
This is a mobile telephony protocol, 
also called 3.5G (or “3½G”). High-
speed downlink packet access is a 
packet-based data service with data 
transmission up to 8-10 Mbit/s (and 
20 Mbit/s for MIMO systems) over a 
5 MHz bandwidth in W-CDMA 
downlink. HSDPA implementation 
includes adaptive modulation and 
coding (AMC), multiple-input 
multiple-output (MIMO), hybrid 
automatic repeat request (HARQ), 
fast scheduling, fast cell search, and 
advanced receiver design. 

HSUPA: High speed uplink packet access 
utilizes the same techniques as 
HSDPA in terms of link adaptation on 
the modulation deployed and HARQ 
to improve the uplink and therefore 
create synchronous data transmi-
ssions of up to 5.7 Mbit/s. A few 
differences are in the way the 
scheduling works in order to service 
all the devices that upload data from 
the network and the reduced 
modulation schemes. 

HTTP and HTTPS:  
 

Hypertext transfer protocol (HTTP) is 
a communications protocol designed 
to transfer information between 
computers over the World Wide 
Web. HTTPS is HTTP using a secure 
socket layer (SSL). SSL is an encryp-
tion protocol invoked on a web 
server that uses HTTPS.  

Hz:  Hertz. The frequency measurement 
unit equal to one cycle per second.  

ICT:  Information and communication 
technologies. A broad subject 
concerned with technology and 
other aspects of managing and 
processing information, especially in 
large organizations. 

IEC: International Electronical Commis-
sion. 

IEEE:  Institute of Electrical and Electronics 
Engineers.  

 

 

IM:  Instant messaging. Refers to online 
applications that allow users to 
exchange messages with other users 
over the Internet with a maximum 
delay of one or two seconds at peak 
times. 

IMS:  IP multimedia subsystem. 
A standardized next-generation 
networking (NGN) architecture for 
telecom operators that want to 
provide mobile and fixed multimedia 
services. It uses a Voice-over-IP 
(VoIP) implementation based on a 
3GPP standardized implementation 
of SIP, and runs over the standard 
Internet protocol (IP). Existing phone 
systems (both packet-switched and 
circuit-switched) are supported. 

IMT-2000:  International Mobile Telecommuni-
cations-2000. Third-generation (3G) 
“family” of mobile cellular standards 
approved by ITU. For more infor-
mation see the website at: 
www.itu.int/imt 

Incumbent:  
 

The major network provider in a 
particular country, often a former 
State-owned monopoly. 

Interconnection:  The physical connection of separate 
ICT networks to allow users of those 
networks to communicate with each 
other. Interconnection ensures inter-
operability of services and increases 
end users’ choice of network 
operators and service providers. 

Interconnection 
charge:  
 

The charge – typically including a 
per-minute fee – that network 
operators levy on one another to 
provide interconnection. 

International 
gateway: 

Any facility that provides an interface 
to send and receive electronic 
communications (i.e., voice, data and 
multimedia images/video) traffic 
between one country’s domestic 
network facilities and those in 
another country. 

International 
mobile roaming: 

Services allowing customers of one 
mobile operator to use mobile 
services when travelling abroad. 

  

http://www.itu.int/imt
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Internet:  Interconnected global networks that 
use the Internet protocol (see IP). 

Internet backbone:  The high-speed, high-capacity lines 
or series of connections that form a 
major pathway and carry aggregated 
traffic within the Internet. 

Internet content 
provider:  

A person or organization that 
provides information via the 
Internet, either with a price or free 
of charge. 

Internet TV: A system that distributes profe-
ssional television content over the 
Internet. While IPTV typically 
transmits on discrete service 
provider networks, Internet TV is 
usually over peer-to-peer networks. 

Internet video: An unmanaged video service that 
offers user-generated streaming 
video over the Internet. 

IP:  Internet protocol. The dominant 
network layer protocol used with the 
TCP/IP protocol suite. 

IP telephony:  Internet protocol telephony. IP 
telephony is used as a generic term 
for the conveyance of voice, fax and 
related services, partially or wholly 
over packet-based, IP-based 
networks. See also VoIP and Voice 
over broadband. 

IPR:  Intellectual property rights. Copy-
rights, patents and trademarks giving 
creators the right to prevent others 
from using their inventions, designs 
or other creations. The ultimate aim 
is to act as an incentive to encourage 
the development of new technology 
and creations that will eventually be 
available to all. The main interna-
tional agreements are the World 
Intellectual Property Organization’s 
(WIPO) Paris Convention for the 
Protection of Industrial Property 
(patents, industrial designs, etc.), the 
Berne Convention for the Protection 
of Literary and Artistic Works 
(copyright), and the World Trade 
Organization’s (WTO) Agreement on 
Trade-Related Aspects of Intellectual 
Property Rights (TRIPS). 

IPTV:  Internet protocol television. A system 
where a digital television service is 
delivered by using Internet protocol 
over network infrastructure, which 
may include delivery by a broadband 
connection. 

IPv4: IP version 4. 

IPv6: IP version 6. 

IRU: Indefeasible right of use. Business 
model allowing operators to 
purchase a defined amount capacity 
from the owners and operators of 
cable systems. 

ISDB: Integrated services digital broadcast-
ing. 

ISDN:  Integrated services digital network. 
A digital switched network, support-
ing transmission of voice, data and 
images over conventional telephone 
lines. 

ISM: Industrial, science and medical 
(spectrum band). 

ISP:  Internet service provider. ISPs 
provide end users access to the 
Internet. Internet access providers 
(IAPs) may also provide access to 
other ISPs. ISPs may offer their own 
proprietary content and access to 
online services such as e-mail. 

IT:  Information technology. 

ITU:  International Telecommunication 
Union. The United Nations special-
ized agency for telecommunications. 
See: www.itu.int. 

IXP:  Internet exchange point. A central 
location where multiple Internet 
service providers can interconnect 
their networks and exchange IP 
traffic. 

  

http://www.itu.int/
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LAN:  Local area network. A computer 
network that spans a relatively small 
area. Most LANs are confined to a 
single building or group of buildings. 
However, one LAN can be connected 
to other LANs over any distance via 
telephone lines and radio waves. 
A system of LANs connected in this 
way is called a wide-area network 
(WAN). See also WLAN. 

Last mile:  
 

The topology denotes the operator’s 
ownership of the access network. 

Layered  
architecture:  
 

The concept of layered network 
architecture divides a network at any 
specific point into layers, each of 
which adds value to the physical 
medium of communication. 

LDCs:  Least developed countries. These are 
the 49 least developed countries 
recognized by the United Nations. 

Leased line:  A point-to-point communication 
channel or circuit that is committed 
by the network operator to the 
exclusive use of an individual 
subscriber. Under national law, 
leased lines may or may not be 
permitted to interconnect with the 
public switched network. 

LF: Low frequency. 

Licensing:  An administrative procedure for 
selecting operators and awarding 
franchises for the operation of 
particular telecommunication 
services, for instance cellular radio. 

Line sharing:  
 

A form of network unbundling that 
allows a competitive service provider 
to offer ADSL using the high-
frequency portion of a local loop at 
the same time that an incumbent 
continues to offer standard switched 
voice service over the low-frequency 
portion of the same loop. 

LLU:  Local loop unbundling. The process 
of requiring incumbent operators to 
open the last mile of their legacy 
networks to competitors. See ULL. 

 

Local loop:  
 

The system used to connect the 
subscriber to the nearest switch. It 
generally consists of a pair of copper 
wires, but may also employ fibre-
optic or wireless technologies. 

LRIC: Long-run incremental costs. 

LTE: Long-term evolution. 

Malware:  
 

Software designed to infiltrate or 
damage a computer system without 
the owner’s informed consent. 

MAN: Metropolitan area network 

Market efficiency 
gap: 

Universal access theory that exhorts 
policy-makers and regulators to use 
market forces and remove regulatory 
hurdles that get in the way of 
reaching universal access goals. 

MBMS: Multimedia broadcast multicast 
service. A broadcasting service 
developed by the Third-Generation 
Partnership Project (3GPP) that 
provides mobile TV over 3G cellular 
networks 

MDF:  Main distribution frame (ITU-T Q.9 
(88), 5005). A distribution frame to 
which are connected on one side the 
lines exterior to the exchange, and 
on the other side the internal cabling 
of the exchange. 

MDGs:  Millennium Development Goals  
agreed to by all the world’s countries 
and all the world’s leading develop-
ment institutions at the Millennium 
Summit of the United Nations 
(New York, 2000) and contained in 
the United Nations Millennium 
Declaration.  

MediaFLO: Media forward link only. 

Media gateway:  
 

A translation unit between disparate 
telecommunication networks such as 
PSTN; NGN; and 2G, 2.5G and 3G 
radio access networks. Media 
gateways enable multimedia 
communications across next-
generation networks over multiple 
transport protocols such as ATM and 
IP. 

http://en.wikipedia.org/wiki/PSTN
http://en.wikipedia.org/wiki/Next_Generation_Networks
http://en.wikipedia.org/wiki/2G
http://en.wikipedia.org/wiki/2.5G
http://en.wikipedia.org/wiki/3G
http://en.wikipedia.org/wiki/Multimedia
http://en.wikipedia.org/wiki/Next_Generation_Networks
http://en.wikipedia.org/wiki/Next_Generation_Networks
http://en.wikipedia.org/wiki/Asynchronous_Transfer_Mode
http://en.wikipedia.org/wiki/Internet_Protocol
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Mesh network:  
 

A way to route data, voice and 
instructions between nodes. It allows 
for continuous connections and 
reconfiguration around blocked 
paths by “hopping” from node to 
node until a connection can be 
established. 

Mobile:  
 

As used in this report, the term 
refers to mobile cellular systems and 
to mobile phones. 

Mobile banking (or  
m-banking): 

Financial services provided over a 
mobile phone.  

Mobile TV: Wireless transmission and reception 
of video and voice television content 
to platforms that are either moving 
or capable of moving. The transmi-
ssion can be over a dedicated 
broadcast network or a cellular 
network. 

MOS: Mean opinion score. 

MP3:  
 

MPEG-1 audio layer-3 (MPEG stands 
for Moving Pictures Experts Group). 
A standard technology and format 
for compression of a sound sequence 
into a very small file (about one-
twelfth the size of the original file) 
while preserving the original level of 
sound quality when it is played. 

MPEG: Moving Pictures Experts Group. An 
ISO/ITU universal standard that 
compresses digital video for digital 
TV, DVDs and PVRs. MPEG-2 is used 
for digital TV STBs and DVDs. MPEG-
4 offers better compression 
technology to deliver multimedia for 
fixed and mobile video. 

MPLS:  Multi-protocol label switching. 
A data-carrying mechanism that 
emulates some properties of a 
circuit-switched network over a 
packet-switched network. In 
practical terms, MPLS is a mecha-
nism that allows the establishment 
of virtual paths (known as label 
switched paths) for an un-connected 
mode protocol. The most famous 
protocol used with MPLS is IP, even 
though MPLS is a multiprotocol 
mechanism. 

MSAN:  Multi-service access nodes. A device 
typically installed in a telephone 
exchange that connects customers’ 
telephone lines to the core network 
and is able to provide telephony, 
ISDN, and broadband such as DSL all 
from a single platform. 

MSP: Multi-stakeholder partnerships. 

MSS: Mobile satellite service. 

MTR: Mobile termination rate. 

Multicast: A transmission from a single sender 
to multiple, specific receivers on a 
network. See also Unicast and 
Broadcast. 

Multimedia:  
 

The presentation of more than one 
medium, typically images (moving or 
still), sound and text in an interactive 
environment. Multimedia requires a 
significant amount of data transfer 
and bandwidth, and it invariably 
requires computational facilities. 

Multiplex: The transmission of more than one 
digital channel within a single 
frequency. 

MVNE: Mobile virtual network enabler. 

MVNO:  Mobile virtual network operator. 
A company that does not own a 
licensed frequency spectrum, but 
resells wireless services under their 
own brand name, using the network 
of another mobile phone operator. 

MVPDs: Multichannel video-program 
distributors. An MVPD may be a 
cable operator or satellite TV 
operator that sells multiple channels 
of video programming. 

NAP:  Network Access Point (ITU-T 
Recommendation Q.1290 (98), 
2.150). The point of connection of a 
physical entity that provides network 
access for users.  

National (mobile) 
roaming: 

Refers to an agreement among 
operators to use each other’s networks 
to provide services in geographic areas 
where they have no coverage. 
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Net Neutrality: A philosophy or public policy position 
advocating equal access and non-
discrimination for content, services 
and applications available over the 
Internet or other publicly accessible 
IP-based networks. 

Network topology:  The pattern of links connecting pairs 
of nodes of a network.  

NGAN: Next-generation access network. 

NGCN: Next-generation core network. 

NGN:  Next-generation network. A broad 
term for a certain kind of emerging 
computer network architectures and 
technologies. It generally describes 
networks that natively encompass 
data and voice (PSTN) communica-
tions, as well as (optionally) 
additional media such as video. 

Node:  A point of connection to a network. 
A switching node is a point at which 
switching occurs. 

NRA: National regulatory authority. 
The regulatory agency or official at 
the central or federal government 
level that is charged with implemen-
ting and enforcing telecommunica-
tion rules and regulations. 

Number portability: 
 

The ability of a customer to transfer 
an account from one service provider 
to another without requiring a 
change in number. Other forms of 
portability allow end users to change 
residence or subscribe to a new form 
of service (e.g., ISDN) while retaining 
the same telephone number for their 
main telephone line. 

OECD:  Organisation for Economic 
Co-operation and Development 

OFDM:  
 

Orthogonal frequency division 
multiplexing. A method of digital 
modulation in which a signal is split 
into several narrowband channels at 
different frequencies in order to 
minimize interference among 
channels that are close in frequency. 
OFDM is used in European digital 
audio broadcast services, and also in 
wireless LANs. 

Open access: The creation of competition in all 
layers of the network, allowing a 
wide variety of physical networks 
and applications to interact in an 
open architecture. (infoDev 2005) 

Overlay spectrum 
sharing: 

Occurs when a band already licensed 
to an operator is shared with others. 

Packet:  Block or grouping of data that is 
treated as a single unit within a 
communication network. 

Packet-based:  Message-delivery technique in which 
packets are relayed through stations 
in a network. See also Circuit-
switched connection. 

PAN:  A personal area network (PAN) is a 
computer network used for 
communication among computer 
devices (including telephones and 
personal digital assistants) close to 
one's person. The devices may or 
may not belong to the person in 
question. The reach of a PAN is 
typically a few meters. 

Passive infrastruc-
ture sharing: 

Collocation or other forms of facility 
sharing, including duct, building or 
mast sharing (Directive 2002/19/EC).  

PBX: A private branch exchange (PBX) is a 
telephone exchange that serves a 
particular business or office, as 
opposed to one that a common 
carrier or telephone company 
operates for many businesses or for 
the general public. 

PCM: Pulse code modulation. 

PCO: Public call office. 

PCS:  Personal communication services. In 
the United States, this refers to digital 
mobile networks using the 1900 Mhz 
frequency. In other countries, it refers 
to digital mobile networks using the 
1800 Mhz frequency. The term 
Personal communications network 
(PCN) is also used. 

PDA:  Personal digital assistant. A generic 
term for handheld devices that 
combine computing and possibly 
communication functions. 
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PDH:  Plesiochronous digital hierarchy: 
A technology used to transport large 
quantities of data over networks such 
as fibre-optic and microwave radio 
systems. PDH allows transmission of 
data streams that are nominally 
running at the same rate, but allowing 
some variation on the speed around a 
nominal rate.  

Peering:  
 

The exchange of routing announce-
ments between two Internet service 
providers for the purpose of ensuring 
that traffic from the first can reach 
customers of the second, and vice-
versa. Peering takes place predomi-
nantly at IXPs and usually is offered 
either without charge or subject to 
mutually agreed commercial 
arrangements. 

Pharming: A cyber attack in which the hacker 
redirects a website's traffic to 
another, bogus website. 

Phishing: The fraudulent process of attempting 
to acquire sensitive information such 
as usernames, passwords and credit 
card details by masquerading as a 
trustworthy entity in an electronic 
communication. 

Penetration:  
 

A measurement of access to 
telecommunications, normally 
calculated by dividing the number of 
sub-scribers to a particular service by 
the population and multiplying by 
100. Also referred to as teledensity 
(for fixed-line networks) or mobile 
density (for cellular ones), or total 
teledensity (fixed and mobile 
combined). 

PLC:  Power line communications. 
A communication network that uses 
existing power lines to send and 
receive data by using electrical 
signals as the carrier. Power flows on 
the line at 50-60 Hz while data is sent 
in the 1 MHz range. 

POI: Point of Interconnection – among 
networks. 

 

 

PON:  Passive optical network. A type of full 
passive wave division multiplexing 
(WDM) network that allows multiple 
locations to connect to one optical 
fibre strand (or wavelength) by using 
optical splitters to break up the 
wavelength of light into allocated 
time slots for each user. See WDM. 

POP: Point of presence. 

Portal:  Although an evolving concept, the 
term portal commonly refers to the 
starting point, or a gateway through 
which users navigate the World Wide 
Web, gaining access to a wide range 
of resources and services, such as 
e-mail, forums, search engines and 
shopping malls. 

PPP: Public-private partnership. An 
arrangement or partnership 
combining funding and activities of 
both government and private-sector 
entities to build network infrastruc-
ture. 

PPP:  
 

Purchasing power parity. An 
exchange rate that reflects how 
many goods and services can be 
purchased within a country, taking 
into account different price levels 
and cost of living across countries. 

Private network:  
 

A network based on leased lines or 
other facilities, which are used to 
provide telecommunication services 
within an organization or within a 
closed user group as a complement 
or a substitute to the public network. 

Private ownership/
Privatization:  

The transfer of control of ownership 
of a state enterprise to private 
parties, generally by organizing the 
enterprise as a share company and 
selling shares to investors. More 
generally, the term is sometimes 
used to refer to a wide range of 
modalities whereby business is 
opened to private enterprise and 
investment. 

Protocol:  A set of formal rules and specifica-
tions describing how to transmit 
data, especially across a network. 

  

http://en.wikipedia.org/wiki/Fibre_optic
http://en.wikipedia.org/wiki/Microwave_radio
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PSTN:  Public switched telephone network. 
The public telephone network that 
delivers fixed telephone service. 

PTO:  Public telecommunication operator. 
A provider of telecommunication 
infrastructure and services to the 
general public (“public” refers to the 
customer base). Also referred to as 
an operator, service provider, carrier 
or “telco”. 

PVR: Personal video recorder. A device 
that records video in a digital format 
and stores the video on a disk drive 
or other medium. The term DVR 
(Digital video recorder) is also used. 

QoS:  Quality of service. A measure of 
network performance that reflects 
the quality and reliability of a 
connection. QoS can indicate a data 
traffic policy that guarantees certain 
amounts of bandwidth at any given 
time, or can involve traffic shaping 
that assigns varying bandwidth to 
different applications. 

RFID:  Radio-frequency identification. 
A system of radio tagging that 
provides identification data for 
goods in order to make them 
traceable. Typically used by 
manufacturers to make goods such 
as clothing items traceable without 
having to read bar code data for 
individual items. 

Rights of way: Strip or area of land, including 
surface and overhead or under-
ground space, which is granted by 
deed or easement for the construc-
tion and maintenance of specified 
infrastructure elements such as 
copper or fibre optic cables, etc. 

RIA: Regulatory Impact Assessment 

RIO:  Reference interconnection offer 

RPNP: Receiving Party Network Pays. An 
operator receiving a call pays a per-
minute charge to the originating 
operator for interconnection.  

 

RPP: Receiving party pays. In a “receiving 
party pays” system, the individual 
that receives the call pays all charges 
for that call. See also CPP. 

RTSP: Real time streaming protocol. 
A protocol that enables users to 
remotely control streaming video 
from a server, which allows users to 
play, pause, and stop the video. 

PTT: Public Telephone and Telegraph 
administration. See PTO. 

SCLS: Submarine cable landing station. The 
choke points where international 
cable and satellite systems linking 
multiple countries land. These are 
the facilities that aggregate and 
distribute international traffic to and 
from each country. 

SDH:  Synchronous digital hierarchy: 
A standard developed by ITU (G.707 
and its extension G.708) that is built 
on experience in the development of 
SONET. Both SDH and SONET are 
widely used today: SONET in the 
United States and Canada, SDH in the 
rest of the world. SDH is growing in 
popularity and is currently the main 
concern, with SONET now being 
considered as the variation. 

SDR:  Software-defined radio. A radio 
communication system that uses 
software for the modulation and 
demodulation of radio signals. 

SDSL:  Symmetrical DSL. A proprietary 
North American DSL standard. 
However, the term SDSL is often also 
used to describe SHDSL. 

Server:  
 

(1) A host computer on a network 
that sends stored information in 
response to requests or queries. 
(2) The term server is also used to 
refer to the software that makes the 
process of serving information 
possible. 

Service neutrality: A general term referring to rules that 
allow operators to provide any 
service in the spectrum band that 
they are licensed to use. 
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SES:  Satellite Earth station. 

SHDSL:  Single pair high-speed DSL. The 
informal name for ITU-T Recommen-
dation G.991.2 that offers high-
speed, symmetrical connectivity over 
a twisted copper pair. 

Signaling gateway A network component responsible 
for transferring signaling messages  
(i. e. information related to call 
establishment, billing, location, short 
messages, address conversion, and 
other services) between Common 
Channel Signaling (CCS) nodes that 
communicate using different 
protocols and transports. 

SIM:  Subscriber identification module 
(card). A small printed circuit board 
inserted into a GSM-based mobile 
phone. It includes subscriber details, 
security information and a memory 
for a personal directory of numbers. 
This information can be retained by 
subscribers when changing handsets. 

SIP:  
 

Session Initiation Protocol. A protocol 
developed by the IETF MMUSIC 
Working Group and proposed 
standard for initiating, modifying, 
and terminating an interactive user 
session that involves multimedia 
elements such as video, voice, 
instant messaging, online games and 
virtual reality. In November 2000, SIP 
was accepted as a 3GPP signalling 
protocol and permanent element of 
the IMS architecture. It is one of the 
leading signalling protocols for Voice 
over IP, along with H.323. The SIP 
server initiating the call will 
unambiguously be aware of the time 
at which the voice session was 
initiated, and will in general also 
know the time at which the voice 
session ended. The VoIP service 
provider, which is not necessarily the 
network operator, will generally be 
the party operating the SIP server. 

Site sharing: See Collocation. 

 

 

SLA: Service level agreement. An SLA 
provides a way of quantifying service 
definitions by specifying what the 
end user wants and what the 
provider is committed to provide. 
The definitions vary at business, 
application or network level. 

SME: Small and medium enterprise(s). 

SMP:  Significant market power. 

SMTP:  Simple mail transfer protocol. The de 
facto standard for e-mail transmis-
sion across the Internet. 

Softswitch:  
 

A type of telephone switch that uses 
software running on a computer 
system to carry out the work that 
used to be carried out by hardware. 

Spam:  
 

Unwanted, nuisance e-mail, some of 
which may contain computer viruses 
or worms, fraudulent consumer 
scams or offensive content. 

Spectral  
efficiency:  

A measure of the performance of 
encoding methods that code 
informa-tion as variations in an 
analogue signal. 

Spectrum:  
 

The radio-frequency spectrum of 
hertzian waves used as a transmis-
sion medium for cellular radio, 
radiopaging, satellite communica-
tion, over-the-air broadcasting and 
other services. 

Spectrum com-
mons: 

Spectrum bands reserved for 
unlicensed use and shared among 
low-power devices on an open 
access basis. 

Spectrum re-
assignment: 

A spectrum management approach 
when the regulator decides when 
and to whom the spectrum authori-
zation will be transferred – and at 
what price. 

Spectrum trading: This spectrum management 
approach allows parties to transfer 
their spectrum rights and obligations 
to another party, in return for a 
financial or market benefit. The 
market determines the value. 
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Spread- 
spectrum technolo-
gy:  

A radio technique that continuously 
alters its transmission pattern either 
by constantly changing carrier 
frequencies or by constantly 
changing the data pattern. 

SS7: Signaling System No. 7 A set of 
telephony signaling protocols which 
are used to set up most of the 
world's public switched telephone 
network telephone calls 

STB: Set-top box. A device connected to a 
television that receives and decodes 
digital television broadcasts and 
interfaces with the Internet through 
the user’s television. 

Switch:  
 

Part of a mobile or fixed telephone 
system that routes telephone calls or 
data to their destination. 

TACS: Total access communication systems. 

TCP:  Transmission control protocol. 
A transport layer protocol that offers 
connection-oriented, reliable stream 
services between two hosts. This is 
the primary transport protocol used 
by TCP/IP applications. 

TCP/IP:  
 

Transmission control proto-
col/Internet protocol. The suite of 
protocols that defines the Internet 
and enables information to be 
transmitted from one network to 
another. 

TDCDMA: Time division – Code division multiple 
access. 

TDMA:  Time division multiple access. This is 
a technology for shared medium 
(usually radio) networks. It allows 
several users to share the same 
frequency by dividing it into different 
time slots. The users transmit in 
rapid succession, one after the other, 
each using their own time slot. This 
allows multiple users to share the 
same transmission medium (e.g., 
radio frequency), whilst using only 
the part of its bandwidth they 
require. 

 

TD-SCDMA:  Time division synchronous code-
division multiple access. A 3G mobile 
telecommunication standard, being 
pursued in China by the Chinese 
Academy of Telecommunications 
Technology (CATT), Datang and 
Siemens AG, in an attempt to 
develop home-grown technology and 
not be “dependent on Western 
technology”. TD-SCDMA uses time 
division duplexing (TDD), in contrast 
to the frequency division duplexing 
(FDD) scheme used by W-CDMA.  

Technology-
neutral: 

A general term referring to rules that 
allow operators to adopt any 
technology standard for a particular 
service. 

Teledensity:  Number of fixed telephone lines per 
100 inhabitants. See Penetration. 

TISPAN:  Telecoms and Internet converged 
services and protocols for advanced 
networks, developed by the 
European Telecommunications 
Standards Institute (ETSI). 

Total  
teledensity:  

Sum of the number of fixed lines and 
mobile cellular subscribers per 100 
inhabitants. See Penetration. 

TPC:  Transmit power control. A technical 
mechanism used within some 
networking devices in order to 
prevent too much unwanted 
interference between different 
wireless networks. 

Traffic exchange 
point:  

Traffic exchange points are used by 
operators to exchange traffic 
through peering directly between 
service networks rather than 
indirectly, via transit through their 
upstream providers. 

Transcoding: Transcoding is the direct digital-to-
digital conversion of one encoding to 
another. This is usually done to 
incompatible or obsolete data in 
order to convert it into a more 
suitable format. 
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Transit: An arrangement for interconnection 
of ISP networks in which a consumer 
ISP pays for traffic to be routed 
through the network of a provider 
ISP, in contrast to peering, which 
involves interconnection among 
roughly equal-sized ISPs. 

Triple play:  
 

A term referring to the bundling of 
fixed and/or mobile voice, video and 
broadband Internet access services. 

True access gap:  The shortfall between market-based 
regulatory measures and universal 
access. 

Ubiquitous 
computing:  
 

A term that reflects the view that 
future communication networks will 
allow seamless access to data, 
regardless of where the user is. 

UDP: User datagram protocol. 

UHF: Ultra high frequency (698-806/ 
862 MHz). 

ULL:  Unbundled local loop. See LLU. 

UMB: Ultra-mobile broadband. 

UMTS:  Universal mobile telecommunications 
system. The European term for third-
generation mobile cellular systems 
or IMT-2000 based on the W-CDMA 
standard. For more information, see 
the UMTS Forum website at:  
www.umts-forum.org 

UN:  United Nations. 

Underlay spectrum 
sharing: 

Underlay technologies may include 
UWB, mesh networks, SDR, smart 
antennae and cognitive radios. 

Unicast: A transmission between a single 
sender and a single receiver over a 
network. See also Multicast and 
Broadcast. 

Universal access:  Refers to reasonable telecommuni-
cation access for all. Includes 
universal service for those that can 
afford individual telephone or other 
ICT service and widespread provision 
of public access to ICTs (i.e., 
telecentres, cybercafés, etc.) within a 
reasonable distance. 

USD:  United States dollar. 

USO:  Universal service obligations. 
Requirements that governments 
place on operators to offer service in 
all areas, regardless of economic 
feasibility. 

UTRAN: UMTS Terrestrial Radio Access 
Network. 

UWB: Ultra-wideband.  

VAN: Value-added network. 

VANS:  Value-added network services. 
Telecommunication services provided 
over public or private networks 
which, in some way, add value to the 
basic carriage, usually through the 
application of computerized 
intelligence. Examples of VANs 
include reservation systems, bulletin 
boards, and information services.  
Also known as enhanced services. 

VDSL:  Very-high-data-rate digital subscriber 
line (ITU-T G.993.1). The fastest 
version of DSL that can handle 
speeds up to 52 Mbit/s over very 
short distances. Often used to 
branch out from fibre connections 
inside apartment buildings. 

VHF: Very high frequency. 

VHS: Video home system.  

VLAN: Virtual local area network. 

VoD: Video on Demand (ITU-T J.127 (04), 
3.3). Programme transmission 
method whereby the programme 
starts playing after a certain amount 
of data has been buffered while 
receiving subsequent data in the 
background, where the programme 
is completely created by the content 
provider. Using this system, users are 
able to select and watch video and 
multimedia content over a network 
as part of an interactive television 
system. VoD systems either “stream” 
content, allowing viewing in real 
time, or “download” it, in which the 
programme is brought in its entirety 
to a set-top box before viewing 
starts.

http://www.umts-forum.org/
http://en.wikipedia.org/wiki/Video
http://en.wikipedia.org/wiki/Interactive_television
http://en.wikipedia.org/wiki/Streaming_media
http://en.wikipedia.org/wiki/Download
http://en.wikipedia.org/wiki/Set-top_box
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Voice over 
broadband or Voice 
over DSL (VoDSL):  

A method of making voice calls over 
a broadband connection. The calls 
can be either made via a computer 
or through traditional phones 
connected to voice over broadband 
equipment. See also IP telephony 
and VoIP. 

VoIP:  Voice over IP. A generic term used to 
describe the techniques used to 
carry voice traffic over IP (see also IP 
telephony and Voice over broad-
band). 

VPN:  Virtual private network. A method of 
encrypting a connection over the 
Internet. VPNs are used extensively 
in business to allow employees to 
access private networks at the office 
from remote locations. VPNs are 
especially useful for sending 
sensitive data. 

VPO: Village phone operator. 

VSAT:  Very small aperture terminal. 
A two-way satellite ground station 
with a dish antenna that is smaller 
than three metres, as compared to 
around 10 metres for other types of 
satellite dishes. 

WAN:  Wide area network. WAN refers to a 
network that connects computers 
over long distances. 

W-CDMA:  Wideband code division multiple 
access. A third-generation mobile 
standard under the IMT-2000 
banner, first deployed in Japan. 
Known as UMTS in Europe. See also 
CDMA. 

WDM:  Wave division multiplexing. Techno-
logy that allows multiple data 
streams to travel simultaneously 
over the same fibre optic cable by 
separating each stream into its own 
wavelength of light. 

Web 2.0:  
 

A term referring to a perceived 
second generation of web-based 
communities and hosted services 
such as social-networking sites and 
wikis that facilitate collaboration and 
sharing between users. 

WiBro:  
 

A wireless networking technology 
(IEE 802.16x) that will enable 
portable Internet access. The 
Republic of Korea commercially 
launched its WiBro services in 2006. 

Wi-Fi:  Wireless fidelity. A mark of interop-
erability among devices adhering to 
the 802.11b specification for wireless 
LANs from the Institute of Electrical 
and Electronics Engineers (IEEE). 
However, the term Wi-Fi is some-
times mistakenly used as a generic 
term for wireless LAN. 

Wiki:  
 

A web application designed to allow 
multiple authors to add, remove, and 
edit content. 

WiMAX:  
 

Fixed wireless standard IEEE 802.16 
that allows for long-range wireless 
communication at 70 Mbit/s over 
50 kilometres. It can be used as a 
backbone Internet connection to 
rural areas. 

Wireless:  
 

Generic term for mobile communica-
tion services which do not use fixed-
line networks for direct access to the 
subscriber. 

WLAN:  
 

Wireless local area network. Also 
known as wireless LAN. A wireless 
network whereby a user can connect 
to a local area network (LAN) 
through a wireless (radio) connec-
tion, as an alternative to a wired 
local area network. The most popular 
standard for wireless LANs is the IEEE 
802.11 series. 

WLL:  
 

Wireless local loop. Typically, a 
phone network that relies on 
wireless technologies to provide the 
last-kilometre connection between 
the telecommunication central office 
and the end user. 

WRC: ITU-R World Radiocommunication 
Conference. 

  

http://en.wikipedia.org/wiki/Generation
http://en.wikipedia.org/wiki/Web_service
http://en.wikipedia.org/wiki/Social_networking_sites
http://en.wikipedia.org/wiki/Wiki
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WSIS:  The United Nations World Summit on 
the Information Society. The first 
phase of WSIS took place in Geneva 
(hosted by the Government of 
Switzerland) from 10 to 12 Decem-
ber 2003, and the second phase in 
Tunis (hosted by the Government of 
Tunisia), from 16 to 18 November 
2005. For more information, see: 
www.itu.int/wsis  

WTO Agreement 
(GATS):  

Informal terminology for the Fourth 
Protocol to the General Agreement 
on Trade in Services (GATS). The 
agreement, concluded in early 1997, 
included commitments by more than 
70 countries to open their markets 
for basic telecommunication 
services. The accompanying 
Reference Paper spelled out 
principles for regulatory treatment of 
basic telecommunication service 
providers, including “major  
suppliers”. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

xDSL:  
 

While DSL stands for digital subscrib-
er line, xDSL is the general 
representation for various types of 
digital subscriber line technology, 
such as ADSL, SHDSL, and VDSL. See 
ADSL, SHDSL, VDSL. 

 

http://www.itu.int/wsis
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